Computer says no!
Explaining the decisions
of machines

Sandy Brownlee
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* Al, what it’s good at and where it fails
* The basics — how do Al systems work?
* How do we explain the decisions of these systems?

* Is any of this enough?



Artificial Intelligence (Al) is on the march!



I'm sorry Dave,
I'm afraid I can’t do that.
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Would you trust a machine?



They often get decisions right...
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Computers that can teach themselves from routine clinical data are
potentially better at predicting cardiovascular risk than current standard
medical risk models, according to new research at the University of
Nottingham.

The team of primary care researchers and computer scientists compared a
set of standard guidelines from the American College of Cardiology (ACC)
with four ‘machine-learning’ algorithms — these analyse large amounts of
data and self-learn patterns within the data to make predictions on future
events — in this case, a patient’s future risk having of heart disease or a
stroke.

The results, published in the online journal PLOS ONE, showed that the self-
teaching ‘artificially intelligent’ tools were significantly more accurate in
predicting cardiovascular disease than the established algorithm. In
computer science, the Al algorithms that were used are called ‘random
forest’, ‘logistic regression’, ‘gradient boosting’ and ‘neural networks’.
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How technology is allowing police to
predict where and when crime will
happen

Report finds that British police have wealth of data but 'lack capability to use it'

Lizzie Dearden Home Affairs Correspondent | @lizziedearden o o @ m Click ta follow
Saturday 7 October 2017 22:40 | 21 comments The Independent

Join Independent Minds and get 1 month free




4) English

Where is the train station?

) Spanish
¢Dénde esta la estacion de tren?

[E]
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Then again...



Who has ever clicked on the “you might like this”
button? The systems underlying this, and other
online advertising, are only so good...
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This is what happens when you remove the humans
and let the social media trackers reign supreme.
Yes it has 'Carlsberg’' and 'awesome' in the same
sentence, but | think they may have missed the
context on this one...

(Or it may be entirely deliberate?)

« > Roy NG
Our generation have trust issues
¥ because we were all raised on those
awesome adverts saying Carlsberg is the
best lager in the world only to finally
taste the s *+ and realise it's like drinking
the bath water that your nan died in.
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Jolly fun, but this also has more serious implications



Police
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UK police use of computer programs to
predict crime sparks discrimination
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A A police office hes a television monitor looking at London's CCTV camera network. Photograph: Daniel
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The rapid growth in the use of computer programs to predict crime hotspots
and people who are likely to reoffend risks locking discrimination into the
criminal justice system, a report has warned.

https://www.theguardian.com/uk-news/2019/feb/03/police-risk-racial-profiling-by-using-data-to-predict-reoffenders-report-warns#img-1 | OT
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An algorithm that was being tested as a recruitment tool by online giant
Amazon was sexist and had to be scrapped, according to a Reuters report.

The artificial intelligence system was trained on data submitted by applicants over a
10-year period, much of which came from men, it claimed.

Dautarasuan taldmmamabers of the team working on it that the system effectively
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| TEMPE | Qb(j l 5
{| SELF-DRIVING VEHICLE HITS BICYCLIST

ARIZONA

NOAThE I Ep ik UDber discovered that its self-driving software decided not

o take any actions after the car’s sensors detected the pedestrian. SIS
autonomous mode disables Volvo’s factory-installed automatic emergency
braking system, according to US National Transportation Safety Board
preliminary report on the accident.
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EFF Asks Court: Can Prosecutors Hide Behind
Trade Secret Privilege to Convict You?

PRESS RELEASE | SEPTEMEER 14, 2017

California Appeals Court Urged to Allow Defense
Review of DNA Matching Software

If a computer DNA matching program gives test results that implicate you in a crime, how do
you know that the match is correct and not the result of a software bug? The Electronic
Frontier Foundation (EFF) has urged a California appeals court to allow criminal defendants
to review and evaluate the source code of forensic software programs used by the
prosecution, in order to ensure that none of the wrong people end up behind bars, or worse,

on death row.

In this case, a defendant was linked to a series of rapes by a DNA matching software program
called TrueAllele. The defendant wants to examine how TrueAllele takes in a DNA sample and
analyzes potential matches, as part of his challenge to the prosecution’s evidence. However,
prosecutors and the manufacturers of TrueAllele’s software argue that the source code is a

trade secret, and therefore should not be disclosed to anyone.

https://www.eff.org/press/releases/eff-asks-court-can-prosecutors-hide-behind-trade-secret-privilege-convict-you
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So how do we know when we’ve got a “good” Al
system?



Experts?

Created by Chanut is Industries
from Noun Project



That kind of defeats the point.

* If the predictions agree with the experts, what’s
the point?

* If the predictions disagree with the experts, is the
machine incompetent? Or is it spotting something
humans can’t see?



Wouldn’t it be great if the machine could answer...



why?



how?



Back to basics...

So, how do these things work?



Features



Numbers



Numbers

21 39 10 52 13 81 ...
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21 39 10 52 13 81 ...
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Okay, but...

where do these structures come from?



Minimising cost:

given some training data (examples),
find the parameters that get it right
most often (or some variation of this)



BUT:

The machine will only minimise cost!
However it is defined.



Machines are very good at finding shortcuts!



A simulated robot was supposed to evolve to travel
as quickly as possible... what happened?



Why walk when you can flop? In one example, a simulated robot was supposed to
evolve to travel as quickly as possible. But rather than evolve legs, it simply assembled

itself into a tall tower, then fell over. Some of these robots even learned to turn their
falling motion into a somersault, adding extra distance.

Lehman, Joel, et al. "The surprising creativity of digital evolution: A collection of
anecdotes from the evolutionary computation and artificial life research 49
communities." arXiv preprint arXiv:1803.03453 (2018).



Image: DaBler [Public domain]

How to win at tic-tac-
toe: ... “a five-in-a-row
Tic Tac Toe competition
layed on an infinitely
arge board ... It turned
out that the algorithm’s
strategy was to place its
move very, very far away,
so that when its
opponent’s computer
tried to simulate the new
greatly-expanded board,
the huge gameboard
would cause it to run out
of memory and crash,
forfeiting the game.”

Lehman, Joel, et al. "The surprising creativity of digital
evolution: A collection of anecdotes from the
evolutionary computation and artificial life research
communities." arXiv preprint arXiv:1803.03453 (2018).
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Automatic software repair: the Al system was
challenged to fix a program that sorted a sequence
of numbers into ascending order.

The “cost function” checked whether the numbers
were correctly sorted, giving a higher score to
programs producing better sorted sequences.

2 5 8 14 18 cost = 0
18 14 8 5 2 cost = 4
8 2 14 5 18 cost = 2

What shortcut did the Al take?



It simply deleted all the numbers.

An empty list is, by its very nature, sorted.



So:

The learning process just looks for patterns...
sometimes the patterns that are found are
undesirable!



How can we explain the model?

For the models we saw earlier, it’s fairly simple.
These are interpretable.









So what’s the problem?



. hidden layer 1 hidden layer 2 hidden layer 3
input laver

Michael A. Nielsen, "Neural Networks and Deep Learning",
Determination Press, 2015

Second-level algorithm

https://blogs.sas.com/content/subconsciousmusings/
2017/05/18/stacked-ensemble-models-win-data-
science-competitions/
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Interpretability: you do understand it but it doesn’t
work well.

Performance: you don’t understand it but it does
work well.
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Combine interpretable models with non-
interpretable ones to get explanations



input layer

hidden layer 1

hidden layer 2 hidden layer 3

=
P

7
25
il
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= explanation!

Created by Gregor Cresnar
from Noun Project



= 7?7

Created by CARLOS ALVAREZ LOPEZ
from Noun Project



Another way...















We repeat this many times; it becomes a search
problem where we try to find the smallest changes
to the inputs that change the final classification

(using the percentages to give some feedback, or
rather direct the search)

Machines are also very good at this kind of task, and
can try many millions of possibilities



{a) Original Image (b) Explaining Electric guitar (c) Explaining Acoustic guitar  (d) Explaining Labrador
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s this really explaining how the algorithm made its
decision?

Is it just a plausible explanation?



What are we really looking for?

* Level of detail —ideally a continuum specified by the
user as different people want different levels of depth

e Consistency of results
 Competency — show confidence as percentage

 How do you show that reliable sources have been used
and that the data is credible?

Issues Affecting User Confidence in Explanation Systems. David A. Robb, Stefano
Padilla, Thomas S. Methven, Yibo Liang, Pierre Le Bras, Tanya Howden, Azimeh
Gharavi, Mike J. Chantler, loannis Chalkiadakis (all at Heriot-Watt). RealX 2018
Proceedings



summary

* We are really just scratching the surface of

Exp

e Stri
exp

ainab
King a

ainab

e Al
palance between good systems and

e systems

* It might not be fully achievable!

* Some patterns the machine finds could genuinely be too
hard to explain, at least intuitively

* Can be difficult for humans to understand their own
decisions so what chance have machines got?



Thanks!

e WWW.cs.stir.ac.uk/~sbr --- sbr@cs.stir.ac.uk

 Article on mining models to explain optimisation

Brownlee, A. E. |. Mining Markov Network Surrogates for Value Added
Optimisation. GECCO Conference 2016. DOI:10.1145/2908961.2931711

* Some other relevant reading

* https://medium.freecodecamp.org/an-introduction-to-explainable-ai-and-why-
we-need-it-a326417dd000

* https://theconversation.com/people-dont-trust-ai-heres-how-we-can-change-
that-87129

* https://hackernoon.com/explainable-ai-wont-deliver-here-s-why-6738f54216be
« Lehman, Joel, et al. "The surprising creativity of digital evolution: A

collection of anecdotes from the evolutionary computation and artificial
life research communities." arXiv preprint arXiv:1803.03453 (2018)

» Automated bug fixing: https://theconversation.com/computers-will-
soon-be-able-to-fix-themselves-are-it-departments-for-the-chop-
85632 (link from my home page above)

* Next Lecture on 9" May: What comes next? Donald Smith
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