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Abstract. This paperinvestigatespecificationyerificationandtestgeneration
for synchronousndasynchronousircuits. Theapproachs calledDiLL (Digital
Logicin LoT0s). DiLL modelsarediscussedor synchronousndasynchronous
circuits. Relationsfor (strong)conformanceare definedfor verifying a design
specificationagainsta high-level specification An algorithmis alsooutlinedfor
generatingandapplyingimplementatioriestshasednaspecificationToolshave
beendevelopedfor automatedest generationand verification of conformance
betweeranimplementatiorandits specificationThe approachs illustratedwith
variousbenchmarlcircuitsascasestudies.
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1 Intr oduction

DiLL (Digital Logicin LoTos [7-13,19]) is anapproacHor specifyingdigital circuits
usingL otos (LanguageOf TemporalOrderingSpecification6]). DiLL hasbeende-
velopedover six yearsto allow formal specificationof hardwaredesignsyepresented
using LOTOS at variouslevels of abstractionDiLL addresse$unctional and timing
aspectssynchronougsndasynchronoudesign.Thereis supportfrom alibrary of com-
moncomponentandcircuit designsAnalysisusesstandard. oTos toaols.

LoTos is a formal languagestandardisedor usewith communicationsystems.
DiLL, whichis realisecthroughtranslationto L oT0s, is a substantiallydifferentappli-
cationareafor this languageSincethereaderf this paperareunlikely to be familiar
with LoTos or its communication®rigins, muchof thetechnicaldetailhasbeenomit-
ted.Howeverthearticleson DiLL reference@bove canprovide additionalbackground.

L oTos canbeusedto supportrigorousspecificatiorandanalysisof hardware.L o-
TOS is neutralwith respecto whethera specificationis to be realisedin hardware or
software,allowing hardware-softvareco-designL oTos inheritsawell-developedver
ification theoryfrom the field of processalgebraandhasatheoryfor testingandtest
generationThereis goodsupportfrom general-purposkoTos toolsetssuchasCADP
(CaesaAldébararDevelopmentPackagd3]).

LanguagesuchasVHDL (VHSIC Hardware DescriptionLanguage)Verilog and
ELLA arecommonlyusedin industry Theselanguagesre semi-formalbecauseheir
semanticds basedon simulationmodels.Otherlanguageslo have formal semantics,
e.g. CIRcAL (Circuit Calculus),HOL (Higher Order Logic) and Ruby. DiLL most
closely resemblesCIRCAL in that both have a behaioural basisin processalgebra.
At alow level of specificationthetrue concurreng semanticof CIRCAL areperhaps
more appropriatethan the interleaving semanticof LoTos. However, the integrated



datatypingin LoTos makesit muchmoreexpressivethanCIRCAL. In theauthors’ex-
perienceDILL canbeusedsuccessfullyatavarietyof abstractiodevelswhereCiRCAL
appearso belesseffective.

The presentpapersynthesiseseveral aspectof DiLL for modelling and verify-
ing synchronousand asynchronousircuits. Synchronouglesignis importantasit is
the main approachfor digital technology Control by clock signalsmakes it easier
to abstractaway from timing information. The currentstandardfor L oTos doesnot
supportquantifiedtiming, althoughthe authorshave developedTimed DiLL [10] for
hardwaretiming analysisusing ET-L oTos (Enhancedlimed L oTos [15]). However,
asynchronousircuitsarealsointerestingasthey operateatthespeedf individualcom-
ponentsUnfortunatelyasynchronousircuitsaremuchharderto designandto analyse.

Much of theearlywork on hardwareverificationusedtheorem-preing. Thetrendis
now to combinetheorem-preing andmodel-basedpproachesoasto achievegeneral-
ity aswell asautomatedupport.L oTos verificationapproachegendto be state-based
usinganLTS (LabelledTransitionSystem) CurrentL oTOS toolsoffer modelchecking
and reachabilityanalysis,togetherwith equivalenceor preorderchecking.DiLL can
thusexploit a rangeof verificationtechniques.

Verification of asynchronousircuits, especiallythosethat are speed-independent
or delay-insensitie, hasbeena researchopic for someyears[1, 2]. Rigoroustesting
of asynchronousircuitsis still in its infangy. Like DiLL, otherasynchronouserifica-
tion approachedefinerelationsthatjudgecorrectnessf a circuit design.Therelations
conforandstrongconfordefinedin this paperesemblehoseintroducedby others.e.g.
conformancdl], decompositiorj2] and strong conformancg4]. It is not possibleto
detectdeadlocksandlivelockswith conformanceanddecompositionAlthough strong
conformanceandothis, it doesnotwork for non-deterministispecifications.

For validatinghardwaredesignstestcasesarein practicemanuallydefinedor are
randomly generatedMore rigorousapproachesise traditional software testingtech-
niguesor statemachinerepresentationdn DiLL, testsare derived from higherlevel
specificationsn a novel adaptatiorof protocolconformanceestingtheory

2 Modelling Approach

DiLL supportdogic designsatdifferentlevelsof abstractionwith formalcomparisorof
higherlevel andmoredetaileddesignspecificationsDiLL doesnot provide guidelines
for refinementsincedesignis presumedo follow corventionalengineeringpractice.
DiLL supportsbehaioural aswell asstructuralspecification.

Wires or tracks betweencomponentsare not normally representedxplicitly in
DiLL. A componens ports (e.g. its pins) arerepresentedby LOTOS event gates.To
‘wire up’ two ports,their LOTOS gatesaremerelysynchronisedSincelL oTos allows
multi-way synchronisationit is easyto connectone outputto severalinputs.In high-
speedcircuits, the transmissiortime over a wire may be modelledasa delay It may
alsobenecessaryo modelwiresin asynchronoudesigns.



2.1 SynchronousCir cuits

LoTos, like most specificationlanguagesdealsonly with discreteevents.In syn-
chronouscircuits, changesn signallevel are controlledby clock pulses(exceptfor
componentsuchaslevel-triggeredlip-flops). Signallevelscanthusbetreatedasmain-
tainedduringaclock cycle,i.e.oneLoToOs eventperclock cycle.

Theclassicakynchronougircuit modelhascombinationalogic to provide thepri-
mary outputsandtheinternaloutputsaccordingto the primary inputsandtheinternal
inputs.Internaloutputsarethenfed into statehold components$o producetheinternal
inputs.Changeof the internalinputsare synchronisedvith the clock, in otherwords
they arechangednly ata particularmomentof the clock cycle (usuallyits transition)..
The primaryinputsareusuallysynchronisedvith the clock signal. This makesdesign-
ing and analysingsynchronousircuits much easier DILL incorporateshis practice
into its synchronougircuit model,assuminghatthe primaryinputshave alreadybeen
synchroniseavith theclock signal.

For asynchronousircuit, designersnustensurehatthe clock cycle is slower than
thesloweststagen acircuit. Thiscanbedoneby analysinghetiming characteristicef
componentsisedin thecircuit. Theuntimedversionof DiLL cannotof courseconfirm
if the clock constraintis met. However asdiscussealsavhere[10], Timed DILL can
specifysuchconstraintsProperlymodellingthe storagecomponentandervironment
canensurehattheclock constraints alwaysfulfilled by a DiLL specification.

ThefundamentaDiLL modelalwaysallowsaninputor outputportto offer anevent
correspondingdo a signalchange This modelis generallyapplicable but mayleadto
non-determinisndueto the lack of quantifiedtiming [11]. The modelthereforehasto
be constrainedaccordingto the ervironmentin which it operateslf the clock is slow
enoughto let every signalsettledown, it is reasonabléo allow thevalueof eachsignal
to changgustonceperclock cycle.

The DiLL synchronougnodelimposedurthertwo restrictions .t is importantthat
thereis nocyclic connectiorwithin astageandstoragecomponentfiaveto bespecified
in the behavioural style. Theserestrictionsare relatedto the componentmodel, for
otherwisea DiLL specificatiommight deadlockwherearealcircuit couldstill work.

2.2 AsynchronousCir cuits

In asynchronou®iLL, it is only signalchangeghataremodelled.Asynchronousir-
cuitsexhibit a variety of formsdueto the differentdelayandernvironmentassumptions
made.An asynchronousircuit canbehave correctlyonly whentheseassumptionsire
met. Someof the betterknown designmethodshandledelay-insensitie, quasidelay-
insensitve or speed-independenircuits.

Boundeddelaysneeda formalismthat canspecifyquantitatve timing. DiLL deals
with (quasi)delay-insensitie and speed-independetaircuits sincethey assumeun-
boundeddelaysthatare appropriatefor LoT0s. (Quasi)delay-insensitie designscan
be easily changedto speed-independemircuits by inserting artificial delay compo-
nents.Most wire delayscanin factbe absorbednto the precedingcomponentsOnly
componentsvith morethanoneoutputneedspecialtreatment.



AsynchronousDILL concentratesnainly on speed-independemtesign.Happily
this is a good matchto the DiLL approachsince componentdelaysare unbounded,
justlike theinterval betweerconsecutie L 0oTOS events.In DiLL, componenportsare
connectedby synchronisingheir LoTos events.Thisactuallyassume¢hatdelayonthe
connectingviresis nggligible, anassumptiorthatis alsoadoptedy speed-independent
circuits. If new inputscannotchangeary pendingoutputs,the designis termedsemi-
modular Semi-modularityis often usedas a correctnesgriterion for speedindepen-
dencesincetheviolation of semi-modulariticausespeed-dependebehaiour.

In LoTos, communicatiorbetweerprocessess basedon symmetricsynchronisa-
tion at a gate.However, digital hardware hasa clear distinction betweeninputs and
outputs.A hardwarecomponentannever refuseinputs,while its outputscannever be
blockedby othercomponentsA specificatioris saidto beinput-receptieif everyinput
is allowedin everystate In suchacasetheDiLL modelrepresenttherealcircuit faith-
fully. However input-receptie specificationsannotbe written for mostasynchronous
circuit componentsinceunexpectednputsarenot permitted.Oneway to addresghis
is by explicit deadlockf unexpectednputsarrive.If moreaccurateanalysiss required,
input quasi-receptie specificationshouldbe written. Informally, a specifications in-
putquasi-receptieif it canalwaysparticipatein input eventsexceptwhendeadlocled.
An input quasi-receptie specificationcanbe obtainedby addinga choicewhenthere
is a potentialoutput.

It is not straightforwardto transforma L oTOs specificatiorwith morethanjust se-
gquenceand choiceoperatordnto input quasi-receptie form. In sucha case,a partial
specificatiorcanbe usedto generatehe correspondind. TS (LabelledTransitionSys-
tem).An input quasi-receptie specificatiorcanbe obtainedoy modifyingthe LTS. For
astatethatcannotparticipatein all inputevents,outgoingedgedeadingto deadlockare
addedfor missednputs.

This methodworks very well for LTSs without internal events. But subtle prob-
lemscanarisefor thosecontaininginternalevents.Internaleventsarelessmeaningful
whenconsideringinput receptvenessasthey meanthe ervironmenthasno effect on
choicesFor thisreason L TSswith internaleventsarefirst determinisedinternalnon-
determinismis removed).Outgoingedgesarethenaddedo createinput quasi-receptie
specificationsAn LTS is inputquasi-receptieif, afterdeterminisationall statesexcept
terminalonescanaccepfall inputs.

As it is moredifficult to specifycomponentsn aninput (quasi-)receptie manney
verificationmay be basedon componentshatarenot input-receptve. The verification
may; however, not be exactin thatsomeproblemsmay not be discovered.Input quasi-
receptve specificationsesultin alargerstatespacemakingverificationmoredifficult.

Assumptionsaboutthe environmentof an asynchronousgircuit often have to be
made.Whenan ervironmentis not explicit, mary methodssimply assumehe mirror
of a specificationasthe ervironmentof its implementationg1]. This assumeshatthe
environmentdoesnot provide extra inputs, so inputsthatareacceptednly by anim-
plementationare ignoredwhen verifying the joint behaiour. This is reasonablebut
permitsan implementationto producemore outputsthan a specification.This is un-
desirablesinceanimplementatiorproducingunexpectedoutputfor legitimateinput is



normally erroneousMoreover whena specificationis non-deterministicthis method
may excludecorrectdeterministidmplementations.

Whenanimplementatiorns specifiedn aninput (quasi-)receptieway, adistinction
is madebetweerinputsandoutputslf its environmentis alsoreceptve, it will deadlock
on unexpectedoutputsfrom animplementationHowever, it is very hardto extractan
inputquasi-receptie environmentfrom abehaioural specification- especiallyif thisis
complicatedor containsinternalevents.An alternatve methodis thereforeusedwhen
verifying asynchronousircuits. Relationsare definedthat respectthe differencebe-
tweeninputandoutput. Theserelationsdo not requirea (quasi-)receptie ervironment
or implementationandarenaturalcriteriafor asynchronousircuit correctness.

3 ConformanceTestingand Verification

Conformanceestingis a term dravn from communicationsystemgo meanevaluat-
ing the correctnes®f animplementatioragainstits specification.To formally define
an implementationrelation, a test hypothesisis neededthat implementationsan be
expressedy aformalmodel.In traditionalconformanceestingtheoriesfor LTSs(La-
belledTransitionSystems)both the specificatiorandthe IUT (ImplementatiorlJnder
Test)aremodelledasLTSs.An IUT communicatesvith its environmentthroughsym-
metricinteractionssoits ervironmentasexpressedy testsis alsomodelledasanLTS.

Marny real-world systemscommunicatewith their environmentin a differentway
from anLTS,with acleardistinctionbetweerinputsandoutputs Theinputsof asystem
arealwaysenabledcandcannotrefusethe actionsofferedby the environment.After the
systemconsumesninput and producests outputs,the ervironmenthasto acceptthe
outputs.In otherwords,sucha systenwill neverrejectinputsandits ervironmentwill
never block outputs.Communicatioris thusno longersymmetric.In [18] this kind of
behaiour is modelledasan IOLTS (Input-OutputLabelledTransitionSystem)which
is a specialkind of LTS. In anIOLTS, the setof actionsis partitionedinto inputsand
outputs.Intuitively this meanghatinput actionsarealwaysenabledn ary state.

TheDiLL approactallows conformancef animplementatiorio beverifiedagainst
its specificationMore precisely a designspecifications formally checled againstan
abstracspecificationThe sameapproachalsoallows testsuitesfor animplementation
to berigorously derived from its specification.This allows the actualimplementation
to be checledfor correctnessSinceimplementationgre not usuallyformally derived
from specificationstigorouslyderivedtestsareanimportantsolutionto formal gapsin
thedesignprocess.

3.1 ConformanceTesting

In the DiLL approacho conformanceesting,a circuit is specifiedin LoTos (whose
semanticss givenby anLTS). Theimplementatiorof the samecircuit is describedy
VHDL. The behaiour of a VHDL programis presumedo be modelledby anlOLTS
thatneednot be known explicitly.

To supportthe checkingof conformanceanintermediatd TS termeda suspension
automatonis built from the specificationLTS. The suspensiorautomatonof an LTS



is obtainedby addingself-loopsfor all quiescenstates(whereno outputis pending).
Theresultingautomatons thendeterminisedTheimportantpropertief asuspension
automatonarethatit is deterministicand that it respectshe outputsof the original
LTS. Checkingconformancecanbe easilyreducedo checkingtraceinclusionon the
suspensiomutomaton.

A testcases anLTSwith finite deterministidoehaiour. A testcaseendswith states
labelledPassor Fail to indicatethe verdict of conformanceThe testcasesgenerated
by DiLL havetheform of tracesratherthantrees.This allows easymeasuremerf test
coverageand automaticexecutionof testcasesA testsuite cannotusually cover the
entirebehaviour of a specificationasthis is normallyinfinite. The strateyy is therefore
to coverall transitionsin atransitiontour thataddressethe ChinesePostmarproblem.
As a suspensiormutomatormay not be strongly connectedit is not possibleto make
directuseof corventionaltransitiontour algorithms.Insteadthe approactof [5] is used
becauset is suitablefor all kinds of directedgraphs.Depth-firstsearchis useduntil
an urvisited edgecannotbe reachedBreadth-firstsearchis thenemployedto find an
urvisitededge ,andthendepth-firstsearchrecommences.

Testsaregeneratedrom a suspensiomutomatorby analgorithmthatoffersthree
choicedn eachiteration.Thefirst choiceterminategestgenerationSincespecifications
usuallyhaveinfinite behaviour, testgeneratiorhasto bestoppedat somepoint. Thesec-
ondchoicegivesthenext inputto theimplementationSinceinputsarealwaysenabled,
this stepwill neverresultin deadlockwhenaninputis applied.lt is thereforenot possi-
bleto reachaterminalPassor Fail state.To avoid unnecessargon-determinisnauring
testing,only oneinputis appliedeachtime. Thethird choicecheckseachpossiblenext
output of the implementation Any implementationproducingan unexpectedoutput
will resultin aFail terminalstate jndicatinga non-conformingmplementationFor all
otheroutputs testgeneratiormay continue.This testgeneratioralgorithmguarantees
soundtestcasedor ioconf (input-outputconformance)An exhaustie setof testcases
is alsoguaranteed.

This methodworkswell with deterministicspecificationsHoweverwhenthespec-
ification hasnon-deterministidoehaiour, simply generatingracesfrom a treeraises
problems.The problemis thatanimplementatiorhasto passall thetestcasesn atest
suite beforeit is regardedascorrect. This problemis solved by markingoutputsat a
contradictorybranchto indicatethat the correspondingestis inconclusve whenthe
markedoutputis not matchedduringtesting.

The CADP toolsetfor LoTOS supportsan applicationprogrammingnterfacethat
allows userwritten programsto manipulatethe statespaceof a given LoTOS spec-
ification. The authorshave developedthe TestGentool to realisethe testgeneration
algorithm.Eachgeneratedransitiontour is a testcaseandis savedin a testfile. The
accumulatedestcasesarepassedo a VHDL simulatorthathandlesa lower-level im-
plementatiorof the circuit. A VHDL testbenclwasdesignedo allow thetestcasego
be appliedandexecutedagainsthe VHDL descriptionof the circuit.

Thetestbenchmainly consistof two processethatareexecutedconcurrently The
first procesgenerateslock signalsfor the circuit undertest. Thesecondprocesseads
thetestsuitefile andgeneratesignalstimuli accordingto the inputsof eachtestcase.
It alsocompareghe outputsgeneratedy the VHDL simulatorwith the outputvalues



specifiedby testcasesA Fail verdictis given andthe simulationis abortedif these
outputsarenotthe same This needssomeknowledgeof thecircuit realisation suchas
the propagatiordelaysof componentsn the circuit. Betweentwo testcasesf a test
suite,a resetsignalis generatedy the testbencho re-initialisethe circuit undertest.
(It is assumedhata circuit canalwaysbereset.)

An inconclusve pointmaybemetduringtestingbecaus¢herearealternatveimple-
mentationsln suchacasehetestbencimayhaveto searcHorwardor backwardto find
amatchingalternatve. This meanghatloopscanariseduringtesting,sothetestbench
operates stratgy to avoid endlesgepetition. The testbenchalsoneedsto maintaina
timer. If thereis nooutputwithin acertainperiod,thecircuit mustbeassumedjuiescent
(waiting for input). A failureverdictmustbe givenif outputwasrequiredatthis point.

3.2 Conformance Verification

Severalimplementatiorrelationshave beendefinedto expressconformanceof anim-
plementationo its specificationln theserelations specificationaremodelledasLTSs
andimplementationsremodelledas|OLTSs.Thisis because@nLTS cangive amore
abstractview of a systemwhile an IOLTS is closerto reality. The specificationLTS
canberegardedasa partially specified OLTS in thesensdhattherearesomestatesn
the specificationthat canrefuseinput actions.Therearetwo reasondor writing such
kinds of specificationsOneis thatit doesnot matterhow implementationsespondo
unspecifiednputs.Theotheris thattheervironmentis assumedhotto offer suchinputs,
sothereis no needto specifythem.

To definethe implementatiorrelation ioconf (input-outputconformance) several
otherdefinitionshaveto beintroduced A quiescenstateis onethatcannotperformary
outputtransitionsor aninternaltransition.An implementatiorhasinput-outputconfor
manceto its specificationif, afterevery traceof the specificationthe implementation
outputscanalsobe producedby the specification An implementatiorcannotproduce
outputswhicharenotexpecteddy thespecificationSincethis alsoholdsfor aquiescent
state theimplementatiormay not outputif the specificationcannotdo so. As for test
generationa suspensioautomatorns createdasa steptowardsverifying conformance.

Supposespeds anabstracspecificatiorof a circuit andimpl is its implementation
specification.Specmay be partial in the sensethatin somestatesit doesnot accept
someinputs,i.e. it is not input-receptve. An input is absentif the ervironmentof a
circuit doesnot provideit, if thebehaiour of the circuit uponreceving theinputis not
of interest,or if thebehaiour is undefined Althougha circuit mayacceptall inputsat
ary time, mostspecificationsarepartial to avoid detail. Impl may be partial or total in
thesenseof inputreceptveness.

Supposdhatspis a stateof Specandthatim is the correspondingtatein Impl. To
definetheimplementatiorrelationconfor(conformance)considettheinputtransitions
of spandim. If inputip is acceptedy sp, it is reasonable¢hatip alsobe acceptedy
im. But if im acceptaninputthatis notacceptedy sp thisinputandall thebehaiour
afterwardscanbeignored.Sincethe ervironmentwill never provide suchaninput, or
evenif it is provided,suchbehaiour is not of interestIn short,theinputsacceptablén
spshouldbea subsebf thoseacceptablén im.



If spcanproduceoutputop, a correctimplementatiorshouldalsoproduceit. If sp
cannotproducea certainoutput, neithershouldits implementationHowever whena
specificationis allowedto benon-deterministicit is too strongto requireim to produce
exactly thesameoutputsassp A deterministiamplementatiorcould producea subset
of theoutputs A suitablerelationshouldthusrequireoutputinclusioninsteadof output
equality Unfortunatelya circuit that acceptseverythingbut outputsnothingmay also
be qualifiedasa correctimplementationThe overcomethis problem,a special'action’
¢ is introducedfor quiescencemeaningthe absencef output.Like arny otheroutput,
if ¢ is in the outputsetof im it mustbein the outputsetof spfor conformanceo hold.
Thatis, im canproducenothingonly if spcandonothing.

The conforrelationrequiresthat, after a suspensionraceof Speg the outputsthat
animplementatioimpl canproduceareincludedin whatSpeacanproducelf Impl can
follow the suspensioittrace,theinputsthat Speccanacceptarealsoacceptedy Impl.
A secondmplementatiorrelation strongconfor(strongconformance)s alsodefined.
This is similar exceptthat outputinclusionis replacedby outputequality Normally
conforis usedfor a deterministicspecificatiorandimplementationwhile strongconfor
is usedwhenanimplementatioris moredeterministic¢hana specification.

To checktheserelations,a specificationL TS is first transformednto a suspension
automatonThis is part of the verificationtool VeriConf developedby the authorsto
checkthe (strong)conforrelations Briefly, CADP is exploitedto generatd-TSsof both
specificationrandimplementationThenthe verifier is usedto producethe suspension
automatdrom the LTSsandto comparehe automataaccordingto therelations.

4 CaseStudies

Thissectionillustratesthe DiLL approacho conformanceestingandverificationusing
variousbenchmarlcircuits. By choosingexamplesdefinedby others the authorshave
avoidedbiasingtheillustrationsin favour of their method.A selectionhasbeenmade
from casestudiesby the authorsto illustrate larger and smallercircuits, synchronous
andasynchronousdesignstestingandverification.

4.1 BusArbiter

The Bus Arbiter is a benchmarlcircuit usingto checkhardwareverifiers[17]. It is a
synchronougircuit that grantsaccesson eachclock cycle to a single client amonga
numberof clientsrequestinguseof a bus. The inputsto the arbiterarea setof request
signalsfrom clients. The outputsare a setof acknavledgesignalsthatindicatewhich
clientis grantedaccessluringa clock cycle. For brevity the specificationandformal
analysisarenot givenhere,but canbefoundin [11,13].

The arbitrationalgorithm embodiedin the designis a round-robintoken scheme
with priority override.Normally the arbitergrantsaccesgo the highestpriority client:
the one with the lowestindex numberamongall the requestingclients. However as
requestsecomemore frequent,the arbiteris designedo fall backon a round-robin
schemesothatevery requesteris eventuallyacknawvledged.Thisis doneby circulating
atokenin aring of arbitercells, with onecell perclient. The token movesonceevery



clock cycle. If a client’s requestpersistsfor the time it takesfor the tokento make a
completecircuit, thatclientis grantedmmediateaccesdo the bus.

LoTos supportsspecificationat variouslevels of abstraction Although the Bus
Arbiter hasbeenstudiedby mary researchersgsfar asthe authorsknow therehasnot
beenaformal specificatiorof thearbitrationalgorithmusedin thedesign With LoTos,
it is possibleto provide sucha higherlevel specificationTranslatingthe algorithmto
LoTosis quitestraightforward.For anarbiterwith threecells,the L oTOs specification
has79 lines(includingcomments¥or the behaioural specification.

The designof the arbiter consistsof repeateccells. Eachcell is in chage of ac-
ceptingrequessignalsfrom a client,andsendingbackacknavledgementso the same
client. Thefirst cellis slightly differentbecausé is assumedhatthetokenis initially in
thefirst cell. Becaus¢hecomponentsf eachcell arein the DiLL library, it is veryeasy
to specifythe procesglescribinga cell. The specificationof an arbiterwith threecells
is obtainedby connectinghreesuchprocessesThereis alsoanernvironmentconstraint
in the structuralspecificationof the arbiterto meetthe conditionsof the synchronous
circuit model(section2.1).

Theformulationof propertiesvith the CADP tool usesaction-basetemporalogic,
namely ACTL (Action-basedComputationalTree Logic [16]) and HML (Hennessy-
Milner Logic). Thefollowing threepropertieshave to be provedfor the circuit: no two
acknavledgeoutputsareassertedn the sameclock cycle (safety);every persistente-
questis eventuallyacknavledged(liveness)andacknavledgeis not assertedvithout
requesi(safety).To verify the higherlevel specificationagainsthe temporallogic for-
mulae,the LTS of the specificatiorwas producedfirst. CADP generategn LTS with
3649statesand7918transitions Thisis reducedo 379 statesand828transitionswith
respectto strongbisimulation.Both generatiorand reductiontake a few secondson
a 300 MHz Sun.The temporallogic formulaearethenverified againstthe minimised
LTS within aminute.

Therealchallengecomeswhenthe lower-level designspecificatioris verified. The
statespaceis so large thatdirect generatiorof the LTS from the LoTOS specification
is impractical.Compositionalgenerationvasthereforeusedto verify the arbiter The
specifications dividedinto severalsmallerspecificationso make surethatit is possible
to generatean LTS for eachof them.Thenthesearereducedwith respecto a suitable
equialencerelation.

In orderto getvalid verificationresults specialattentionmustbegivento theequiv-
alencerelationthat is used.Safetyequivalencepreseresall safetypropertieswhile
branchingbisimulation equivalencepreseres livenesspropertieswhen there are no
livelocksin specificationsBoth of theseequivalencesare congruencesvith respect
to the LoTos parallelandhide operatorsThesetwo equivalencesarethusappropriate
to compositionalgeneration.

Thedesignof thearbiterwasdividedinto threepiecespnepercell of thearbiter An
LTS which s safetyequivalentto the L oT0s specificatiorof the designwasgenerated
in aboutseven minutes.The two safetypropertieswereverifiedto be true againsthis
LTS, implying thatthedesigralsosatisfiegsheseproperties\Verificationof theformulae
tookjustsecondsHowevergeneratin@anL TS thatis branchingequivalentto thedesign
took almostoneday; afterwhich thelivenesgpropertywasalsoverifiedto betrue.



For checkingequivalencebetweenthe higherlevel algorithm and the lower-level
design,compositionalgenerationwas exploited to generatethe LTS for the design.
This time eachcell wasreducedwith respectto obsenationalequivalencesinceit is
a congruencdor the LoTos paralleland hide operators.The LTS was generatedn
abouteightminutes.It wasexpectedhatthis LTS would be obsenationally equivalent
to the onerepresentinghe higherlevel specification However CADP discoveredthat
they arenot! The tool providesa counterexamplein which client O requestghe bus
duringthefirst threecycles. The high-level andlow-level specificationdoth grantac-
cessto this client. In the fourth cycle, client O cancelsts requestut client 1 beginsto
requesticcessAt this pointthetwo levelsof specificationsaredifferent:the low-level
specificatioroffers 0 for A1, whereaghe high-level specificatioroffers 1 for Ackl.

After step-by-steimulationof the counterexample,it was soondiscoveredthat
the circuit doesnot properly resetthe override out signal. This is a fault in the sup-
posedlyproven benchmarkcircuit. The designwas modified and then verified to be
obsenationally equivalentto the higherlevel algorithmic specification.The corrected
circuit diagramappearsn [11].

4.2 Black-Jack Dealer

The Black-JackDealeris anothewerificationbenchmarlcircuit [17], alsodiscussedh
[20]. Black-Jackis a cardgamealsoknown asPontoonor Vingt-et-Un.For brevity the
specificationandformal analysisarenot givenhere but canbefoundin [11,12].

The Black-JackDealeris a synchronougircuit whoseinputsare Card_Readyand
Card_Value (Ace..King, Clubs..Spades)is outputsare boolean:Hit (card needed),
Stand(stay with currentcards)and Broke (total exceeds21). The Card_Readyand
Hit signalsareusedfor a handshakwith a humanuser Aceshave valuel or 11 atthe
choiceof the player Numberedcardshave valuesfrom 2 to 10. Jack,QueenandKing
countas 10. The Black-Jackdealeris repeatedlypresentedvith cards.lt mustassert
Stand(whenits scoreis 17 to 21) or Broke (whenits scoreexceeds21). In eithercase
thenext cardstartsa new game.

In the LoTos specificationof the Black-JackDealer a new datatype Valueis de-
finedto representhe cardvalue.Althoughthe standard. oTos datatype NaturalNum-
bermightappeasuitable CADP cannotgeneratehe correspondindg. TS for aninfinite
datatype like this. The key pointin the specificationis how to handlethe ambiguous
valueof anAce. To solve the problem the specificatiorusesthe methodgivenby [20].
Specificationbehaiour occupiesabout80 linesincluding comments(The circuit dia-
gramis alsoabouta page.)

Using CADP and the authors’ TestGenprogram,a test suite for the Black-Jack
Dealerwasderived. The testsuiteis able to test 181 differenthandsof cardsthat a
dealermay hold. The VHDL implementatiorgivenin [20] wasevaluatedagainstthis
testsuite.

Althoughthe circuit wasexpectedo passthetestsuite,a Fail verdictwasrecorded
afterthe dealerwasgiventhe following cards:5, 5, 3, 2, 1, 10. In this casethe dealer
shouldbe Broke becausehe sumof the cardsis 26. However the circuit outputsneither
Standnor Broke sinceit considerghetotal to bejust 16. The sameproblemwasfound
with othercardcombinationsncludingan Ace thatshouldcauseBroke.

10



InT IntT outT

‘ EnvE R cell HOR L cg Ack | EnvB
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(a) (b)

Fig. 1. Implementatiorof A Two-Stage-IFO from Individual Cells

Thecircuit shouldinitially take anAce as11. It shouldbere-valuedasl (subtract-
ing 10 from the sum)the first time the resultwould be Broke. If the following cards
would make the sumexceed21, thereshouldbe no re-valuationasno Ace is 11. But
the given designstill re-valuesthe Ace card, so the circuit is not Broke in this case.
Carefullysimulatingthe circuit discovereda problemin the benchmarkwith oneof the
flag registersthatindicatesan Ace shouldbe 11. Theregisteris not resetto zeroprop-
erly becauséhe effective durationof the signalusedto resetit is too short.By slightly
modifying the circuit to remove the causeof this shortduration,the circuit wasableto
passhetestsuitesuccessfullyAgain,theauthorshaddiscoveredaflaw in asupposedly
verifieddesign.

4.3 AsynchronousFIFO

As atypicalasynchronousircuit, anasynchronousIFO buffer wasspecifiedandanal-
ysed.For brevity the specificationsandformal analysisarenot givenhere,but canbe
foundin [7,8,14].

TheFIFOhastwo inputsinT, InF andtwo outputsOutT, OutF. Itsinputsandoutputs
usedual-rail encodingin which onebit needstwo signallines. A possibleimplemen-
tationfor a FIFO stageis givenin figure 1 (a). Apart from the datapath,therearetwo
linesthat control datatransmissionReqcomesfrom the environmentof a stage jndi-
catingthatervironmenthasvalid datato transfer The Ac line goesto theernvironment,
indicatingthatthe stageis emptyandis thusreadyto receve new data.Both of these
controlsignalsareactive whenl. Theimplementatiorusestwo C-Elementgtransition
synchronisersisedin asynchronousircuits).

To ensurea FIFO works correctly the ervironmenthasto be coordinated For ex-
ample,it shouldprovide correctinputdataaccordingo thedualrail encodingTo make
thingseasierit is corvenientto think aboutthe ervironmentin two parts:EnvF (front-
end)is a provider thatis always readyto producedata,while EnvB (back-end)is a
consumethatcanalwaysacceptdata.A two-stageFIFO canthenbe implementedas
in figure 1 (b).

Thespecificatiorshouldexhibit livenessUsing CADP, it wasverifiedthatthespec-
ification satisfiesthe following property:if thereis aninput of 1, thenthe outputwill
eventuallybecomel. The propertyfor input of 0 is similar andwasalsoshowvn to be
true. It wasverifiedthatSpec~ Impl || (ErvB |[- - -]| EnvF), where~ denotebsena-
tional equivalence.

11



FIFO_Sus

T1 T2

InF 11

OutF 11 2T\ out 11

i i Pass
OutF 11/5| "\ OutT 11 Pass  Fail  Fail

Pass  Fall Fail

Fig. 2. LTS, SuspensioutomatonandSeveral Testsof FIFO

Whenspeedndependencaeeddo be verified, eachbuilding block (includingthe
ervironment) should be specifiedin the input quasi-receptie style. Impl_QR is the
implementatiorspecificationin quasi-receptie style. It usesthe correspondingiLL
library componentsThe correspondingquasi-receptie specificationsEnvF_QR and
EnvB_QRalsohave to bewritten. EnvF hasno inputsandsois identicalto EnvF_ QR

To checkspeedindependencehe input quasi-receptie specificationsvere used.
It wasalsoverified that Spec~ ImplL.QR || (EnvB.QR [[- - ]| EnvF_QR), which gives
moreconfidencen thedesignof theFIFO. Thelivenesgpropertyis alsosatisfiecby the
implementatiodmpl_QR|| (EnvB.QR|[- - -]| E?vF_QR).

Figure2 givestheLTSfor theFIFO (minimisedwith respecto obsenationalequiv-
alence) the suspensiorautomatorfor the LTS, andseveral tests.Becausehe LTS is
deterministic,the suspensiorautomatorhasalmostthe samestructureexceptfor the
0 (quiescent)ransitions,which appearascirclesin the figure. Test T1 providestwo
inputsandthen checksthe outputof animplementation!f outputOutF changesthe
implementatiorpasseghe test. However if OutT changesr if thereis no output,the
implementatiorfails the test. Similarly, test T2 checksoutputafter one input is pro-
vided. Test T3 checksoutputright away. For this test,an outputfrom theinitial state
is incorrectandresultsin afail. Only after§, meaningthatno outputis producedcan
testingcontinue.

It wasshavn thatimpl.QR|| (EnvB_QR|[- - -]| E'vF_QR) strongconfor Specusing
the VeriConftool. The TestGertool builds a singletestcaseof length28:
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InF 11 InF 10 OutF!1  InF!1 OutF!0  OutF!1  InF!0
InT 1 OutF!I0 InT!0 OutT!1 InT!1 OutT!0  OutF!l

) InF 10 OutF!I0 InT!1 OutT!1 InT!0 InT 11
OutT!0 OutT!1 ¢ InT 10 OutT!0 6 Pass
4.4 Selector

A selector(anasynchronoudesigncomponentallows non-deterministichoiceof out-
put. For brevity the specificationsand formal analysisare not given here,but canbe
foundin [7, 8,14].

After a changeon input Ip, eitherOpl1 or Op2 may changedependingon the im-
plementationFigure 3 givesits LTS (minimisedwith respecto obsenationalequiva-
lence),the suspensiomutomatorof the LTS, andoneof thetestcasesSampletestT4
shavsthatafterinputlp !1, animplementatiorproducingeitherOp1!1 or Op2!1 will
passthetest.

Selector Selector_Sus T4

Ip i1
0p210 .
OpL1LA 1 Nop2 11

Pass Fail Pass

Fig. 3. LTS, SuspensioutomatonandOneTestof Selector

The TestGentool producesa single test caseof length 11 for the selector This
exampleshowns how contradictorybranchesaremarked. After Ip !1, the outputOp1!1
is markedwith the currentstate(*S1) sinceanimplementatiormayalsodo Op2!1. A
selectorthatinsistson sendingits input to Op1 canfollow the first row of stepsin the
testcasebelaw. After thesixth step(lp 1), it cyclesbackto thesecondstep(Op!1) —a
loop thatthetestbenchmustbreak.

Ip!l Op1!1 (»S1) Ip!lo Op1!0 (*S2) 46 p!1
Op2!1 (*xS1) 4 Ip!o Op2!0 (¥S2) Pass
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5 Conclusion

An approachto specifyingsynchronougircuits hasbeenpresentedThis hasallowed
standardhardware benchmarkgo be verified — the Bus Arbiter and the Black-Jack
Dealerin this paper The authorswere pleasantlysurprisedo find that their approach
discoveredpreviously unknownn flaws in thesecircuit designs.

An approachto specifyingasynchronousircuits hasalsobeenpresented(Quasi)
delay-insensitie circuits are transformednto speed-independentesigns.Violations
of speed-independenger ratherof semi-modularity)arechecledusingspecifications
thatareinput(quasi-)receptie. The(strong)conforrelationshave beendefinedio assess
theimplementatiorof anasynchronousircuit againsits specification.

In comparisorto othertechniquesappliedto the samecasestudies,e.g. COSPAN
and CIRCAL, DiLL is muchmore corvenientfor giving a higherlevel specification.
CIRCAL givesanabstractview of a synchronousircuit by directly specifyingits cor-
respondindinite statemachine put thisis not alwaysa naturalrepresentatioof circuit
behaiour.

Beingbasedn processlgebraDiLL specificationganbeverifiedby equivalence
and preorderchecking.This is distinctive in that most hardware verification systems
are basedon theoremproving or model checking.Equivalenceor preorderchecking
makesit possibleto write thespecificatiorin thesamdormalismastheimplementation,
hereDiLL (or really, LOTOS). The correctnes®f a DiLL specificationcan be easily
checledby simulationtools. TheTestGertool generatetestsuitesusingtransitiontours
of automataThis allows automaticgeneratiorof testsuitesfor reasonableoverage,
and also allows testingof non-deterministiamplementationsThe VeriConftool was
developedto supportthe (strong)conforrelations.

However, the sizeof thecircuit thatcanbe effectively verifiedis smallcomparedo
thathandledby othermaturehardwareverificationtools. Therearetwo mainreasons
for this performancdimitation. Onecomesfrom the modellinglanguagel otos, and
the othercomesfrom the CADP tool. For synchronousircuits, the orderin which sig-
nalsoccurduringa clock cycle is not soimportant.Soit is reasonabléo imaginethat
the inputs happentogetherand then outputoccurs.But whenmodelling suchcircuits
in DILL, independentinterleaved)inputsareallowedsothe statespacds considerably
enlaged.CADP s still underdevelopmentandmostof its featuresarecurrentlybased
on explicit stateexploration.On-the-flyobsenationalequivalencecheckingis not cur-
rently supportecby CADP. A BDD representationf L 0oTOS specificationss still being
developedfor CADP, althoughBDDs areusedto representntermediatedatatypesin
somealgorithms With tool improvementstheverificationperformanceeportedn this
papercanbeexpectedo improve.
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