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Abstract

Therelevanceof protocolconformanceestingtechniqueso hardwaretesting
is discussed.It is shavn that the ioconf (input-outputconformanceppproach
usedin protocoltestingcanbe appliedto generataestsfor a synchronousard-
waredesignusingits formal specification Thegeneratedestsareautomatically
appliedto a circuit by a VHDL testbenchthusgiving confidencahatthe hard-
waredesignmeetsts high-level formal specification. Casestudiesllustratehow
theideascanbe appliedto standarchardware verificationbenchmarksuchas
the SinglePulserandBlack-JackDealer
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1. INTRODUCTION

11 BACKGROUND

Moderndigital circuitsarebecomingextremelycomple, requiringsubstan-
tial effort to ensuredesigncorrectnesgprior to manugcture. Dill (Digital
Logicin Lotos [14, 15,16, 25]) is anapproaclandalanguagdor specifying
digital circuits using Lotos (Languageof TemporalOrdering Specification
[12]). Theformalbasisof Lotos supportgigorousspecificatiorandanalysis,
bothcrucialfor correctcircuit design.

The inspirationfor the work presentedn this papercomesfrom confor
mancetestingof communicationgrotocols. The paperthusconcerngesting
of communicatingsystemshut in this casehardware devicesratherthanpro-
tocol entities. In formally basedprotocol testing, testsare derived from a
formal specificatiorandthenusedto checka concreteémplementation.This
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is regardedasa blackbox whoseoperationhasto be checled againsits spec-
ification. Essentiallythis is the way that the functionality of a digital circuit
is tested.Moreover, asin acommunicationsystemeachpartof a circuit has
to communicatewith the otherparts. As a novel applicationof conformance
testing,it is thereforeworthwhile investigatinghow protocoltestingideascan
beappliedto validationof digital hardware.

In electronicsthe equivalenttermis designverification, designvalidation
or functional testing. Thetermtestingin this areaappliesto checkingmanu-
facturingdefectsan productgatherthandesignproblems.In thefield of formal
methodsthetermtestinghasa moregeneraimeaning.The systemundertest
mightbeaphysicalproduct,aformalspecificatioror aninformalspecification.
This paperlinterpretdestingto meanevaluationof arequirementspecification
againsia purportedmplementatiorspecification.

1.2 APPROACH

Conformancetesting uses experimentationto check an implementation
againstits formal specification.Testsarederived from the specificationthen
appliedto thelUT (ImplementatioriJnderTest). Basedon obserationsmade
duringtheexecutionof thetests averdictis givenaboutthecorrectfunctioning
of theimplementation.

Hardwarecircuitsarespecifiedn this paperusingLotos, whosesemantics
is givenby anLTS (LabelledTransitionSystem). Theimplementatiorof the
samecircuit is describedoy VHDL (VHSIC Hardware DescriptionLanguage
[10]). The behaiour of a VHDL programis presumedo be modelledby
anlOL TS (Input-OutputLabelledTransitionSystem). This modelis merely
assumedo exist— it neednotbeknown explicitly. Makingtheassumptiorhat
animplementatiomasaformalmodelisreferredto asthetesthypothesis This
malkesit possibleto expressconformancef animplementatiorwith respecits
specificationusinga formal relation. One suchrelation,ioconf (input-output
conformancg24]), is usedasthe criterionfor correcthardwaredesign.

The testsuite for a circuit is generatedrom a Lotos specificationfol-
lowing an algorithmbasedon that proposedoy Tretmans[24]. The authors
have extendedCADP (CeesaAldébararDevelopmentPackagd6]) to generate
hardvwaretestsuitesautomatically Eachtestcasein the generatedestsuiteis
a sequencef input and outputsignals. Designingtestcasesasinput-output
sequencess closeto engineeringpracticein hardware testing. Moreover, it
allows testexecutionandobtainingtestverdictsto be completelyautomated.
This is achiered by a VHDL testbenchthat executesand evaluatesthe test
cases. If thereis aninconsisteng betweenthe formal specificationand its
VHDL implementationtheimplementationis regardedasincorrect.



Protocol-InspiedHardware Testing 3

Section2. introducesthe theoryfor testingan IOLTS. This is followed by
its applicationto testingdigital circuitsin Section3. Section4. examinesthe
techniquesn two casestudies.

1.3 RELATED WORK

Testtheoriesfor LTSswerefirst studiedmorethana decadeago. These
theoriesaim to defineimplementationrelationsby explicitly using external
testsandobserations(e.g.[4, 19]). Apart from defininganimplementation
relation,conformanceestinginvolvesfinding a setof testsfor a specification
to distinguishbetweencorrectandincorrectimplementations.[2] elaborates
atheoryfor testingsystemsspecifiedn Lotos. Severaltestgeneratioralgo-
rithmsfor anLTS andfor BasicLotos have beenproposede.g.[17, 20]. In
[23, 24] the testingtheoryfor an LTS is refinedfor communicatingsystems
thatdistinguishinputsandoutputs.Thisis amorerealisticview of systems.

Forvalidatinghardwaredesignssimulationhasbeenandis still thepredom-
inantmethodin industry In the main, testcasedor simulationare manually
definedor arerandomlygeneratedRecentevelopmentgor improving thisad
hocapproacHie in combiningformalmethodawith traditionalsimulationtech-
niques.In [26] designverificationtestsaregeneratedrom behaioural VHDL
programausingtraditionalsoftwaretestingmethods.In [8, 18] testgeneration
is basedbn anFSM (Finite StateMachine)or ECFM (ExtractedControl Flow
Machine)thatrepresentthecontrollogic of acircuit. Thegeneratedestcases
arethenappliedto both higherlevel andlower level specificationsn Verilog
[11] or VHDL. Verdictsareobtainedby comparingoutputsfrom the two lev-
els. Theseapproachesxtract a formal modelfrom a circuit designand use
techniquedasedon FSM testingtheory But in this papey testsare derived
from higherlevel specificationsisingconformanceestingtheoryfor LTSs.

In [21] testgenerations basedon a higherlevel FSM specificationusing
acommercialtool. Testsarethenappliedusinga VHDL simulator Unfortu-
natelythis methodcannothandlenon-determinismn specifications.Its aim
is to fill the gap betweenabstracttestsand concretetest signals. Of direct
relevanceto thecurrentwork, the CADP toolsethasatestgeneratioriool TGV
[7] underdevelopment.Theimplementatiomelationexploitedby TGV is very
similarto ioconfusedin this paper TGV wasstill to bereleasedtthetime of
writing, andsowasnot availableto the authorsfor evaluation.

2. TESTING IO TRANSITION SYSTEMS
2.1 IOLTS AND IOCONF

Conformanceestingnvolvescheding thecorednessof animplemantation
againstts specificatiorby externaltestsandobsenrations. To formally define
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animplementatiorrelation, a testhypothesidss neededhatimplementations
canbeexpressedby aformalmodel. In traditionalconformanceestingtheories
for LTSs,both the specificationandthe IUT aremodelledasLTSs. An IUT
communicatesvith its ervironmentthroughsymmetricinteractionshenceits
environmentasexpressedy testsis alsomodelledasanLTS.

An LTS is aquadruplelS, L, T,sO[WhereSis asetof statesL is a setof
obserableactions,T [Sk (L [{1}) xS isthetransitionrelation,ands0 [SI
is theinitial state.The classof transitionsystemswith actionsin L is denoted
by LT S(L). A transitionin T is alsodenotedass * sCif (s,p,sJ .
The specialactiont [T representanunobserable (or internal)action. The
following notationsarecommonlyusedfor LTSs.

Letp = [S, L, T,s0[BeanLTSwith s, s” Sl andlety; CO{d@}, a 11
L Fdenoteshesetof all finite actionsequencesf L ando [C10-'Thefollowing

definitionsthenapply:
shbngl — ¢ [Ed,...,sn:s=s9 45 51 42 ... 0 g, =58
s — ¢ T st gD
H1-...'Mn -
s . =g WsF g HHr gD

s P51 =g s=slors =" sl
s T 5% =gs [Sisy:s P52 s, EsP

s st =4 [S4...sn:s=5p T IF 1T 5=V
s T g [sTs T57
s s EsT:s T

init(p) =ger {M COCLA}|p B3
tracegp) =ger {0 [ {p TF 1
paftero =gr {p”|p TpH

Many realworld systemsommunicatevith theirervironmentin adifferent
way from anLTS. Thereis a cleardistinctionbetweerthe inputsandoutputs
of a system. The inputs of a systemare always enabledand cannotrefuse
the actionsoffered by the ervironment. After the systemconsumesn input
andproducests outputs,the ervironmenthasto acceptthe outputs. In other
words, sucha systemwill never rejectinputsandits ervironmentwill never
block outputs. Communications thusno longersymmetric.In [24] this kind
of behaiour is modelledasanIOLTS, whichis aspeciakind of LTS.

An IOL TS (Input-OutputLabelledTransitionSystem)p is anLTS in which
the setof actionsL is partitionedinto input actionsL; andoutputactionsL
suchthatL; L, = L andL; n Ly = [1(The sufiix y derivesfrom the
Dutch/Germarword for out.)

Wheneer p =L[p-l then [A1CLY : p°=C_1
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Intuitively this meanghatinput actionsarealwaysenabledn ary state. The
classof input-outputtransitionsystemswith input actionsin L, and output
actionsin Ly isdenotecby 1OLT S(L,,Ly) CLT S(L, CLL).

Severalimplementationrelationshave beendefinedto expressconformance
of an implementationto its specification. In theserelations, specifications
aremodelledasLTSsandimplementationgre modelledasIOLTSs. Thisis
becauseanLTS cangive amoreabstraciew of asystemwhile anlOLTS is
closerto reality. ThespecificatiorL TS canberegardedasa partially specified
IOLTSin thesensdhattherearesomestatesn thespecificatiorthatcanrefuse
inputactions.Therearetwo reasongo write suchkindsof specificationsOne
is thatit doesnot matterhow implementationsesponado unspecifiednputs.
Theotheris thatthe ervironmentis assumedhot to offer suchinputs,sothere
is no needto specifythem.

To definetheimplementatiorrelationioconf several otherdefinitionshave
to beintroduced.Letp T S(L, [L]), sbeastatein theLTSandSbea
stateset. Then:

= A statesof pisquiescent denotedby d(s), if Ly, (A} : s =
= A quiescenttrace of p is atracec which mayleadto a quiescenstate:
p? (P after o) : 5(pY

= ouf(s) =der { |s 23 L3 3(s)}

B OUl(S) =ger out(s) | s LSI
From the definition, a quiescentstateis one that cannotperformary output
transitionsor an internaltransition. out(s) definesall the outputactionsthat
a statecan perform. This includesthe quiescentaction’ d that meansthe
state cannotperform ary output actions. Let i [NOLTS(L,,Ly),s [
LT S(L, CLL). Then:

i ioconfs =g [alldrhces(s): out(i after o) [Cout(s after o)
This meanghatanimplementations correctif, afterall traceso of the speci-
fication,theimplementatioroutputscanalsobe producedy the specification.
An implementatiorcannotproduceoutputsvhicharenotexpectedy thespec-
ification. Sincethis alsoholdsfor 8, theimplementatiormay not outputif the
specificatiorcannotdo so.

2.2 TEST GENERATION FOR IOCONF

To supportthe generationof test casesfor ioconf an intermediateLTS
termedthe suspensionautomaton is built from the specificationLTS. The

suspensiomutomatori , of anLTS p is obtainedby addingself-loopss %5
for all quiescenstatesandthendeterminisingthe resultingautomaton. The
importantpropertiesof a suspensioutomatorarethatit is deterministicand
foro IZIZIE,'out(I‘p aftero) = out(p aftera). As will beseenlater, checking
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ioconf can be easily reducedto checkingtraceinclusion on the suspension
automaton.

AtestcasetisanLTS< S, L, [y {3}, T,s0 = suchthat:

= tis deterministicandhasfinite behaiour

» ScontainstheterminalstatesPassandFail, with init(Pass)= init(Fail)
= [

n forary states [Slofthetestcases & Passor Falil, eitherinit(s) = {a}
for somea L4, orinit(s) = Ly [{d}.

The classof testcasesover Ly andL, is denotedasT EST (Ly, L). A test
suite T is asetof testcasesT L TEST (Ly, L;). L; andLy referto inputs
andoutputsfrom the pointof view of thelUT, soL; representtheoutputsand
Ly theinputsof testcases.

Thefollowing testgeneratioralgorithmis basedn the suspensiomautoma-
ton obtainedfrom anLTS. It is a slightly modifiedversionof the onein [24]
which generatesestsaccordingto variousimplementatiorrelations. The fol-
lowing oneis tailoredfor theioconfrelation.

TestGeneration Algorithm: Let I' be the suspensiorautomatorof anLTS

s, andlet F = traces(s) Thenatestcaset [TIEST (Ly, L) is obtained
by finite, recursve applicationof oneof thefollowing threenon-deterministic
choices:

Choicel: Terminatethetestcase:t ;= P ass.

Choice2: Give a further input to the implementation:t := a;t" Here,
a [0, suchthatF"={o [Oj{ a-o [CA} & [To obtaint"the
algorithmis appliedrecursvely to F"and '} which is derived from

r--ro
Choice3: Checkthenext outgutsof theimplementation:
t = {x;Fail | x I, [{d}, x [aou(MN}
1

[ {xtc|x [y, x Coby(M)}
[| 9;Passif & [olt(I")

wherety is obtainedby recursvely applyingthe algorithmfor {oc [
L x - o CH}, andrarisesrom ™ X 17

Thefirst choiceterminateghetestgeneratiorprocedure.Sincespecifications
usuallyhave infinite behaiour, testgeneratiorhasto bestoppedatsomepoint.
Thesecondhoicegivesthenext inputto theimplementation Sinceinputsare
alwaysenabledthis stepwill neverresultin deadlockwhenaninputis applied
tothelUT. It is thereforenot possibleto reachaterminalPassor Fail state.To
avoid unnecessarpon-determinisnduring testing,only oneinput is applied
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eachtime. Thethird stepcheckghe next outputof theimplementationi.e. for

eachx [, {38} it is checledif out(I'; aftera) [Codt('s aftera). Here,
o is thetracewhich hasbeenproducedsofar. Any implementatiorproducing
an output x that doesnot belongto out(l's) will resultin a Fail terminal
state jindicatinganon-conformingmplementationFor all otheroutputsx, the
generatiorproceduranay continue.However d doesnotbelongto trace(s)so
a Passterminalstateresultsandno further sequenceseedbe checled. This
testgenerationalgorithm guaranteesoundtest caseswith respectto iocont

andthe setof all possibletestcaseshatcanbeobtaineds exhaustve.

3. TESTING SYNCHRONOUS CIRCUITS
3.1 SYNCHRONOUS CIRCUIT MODEL

Theideaof applyingtheabove theoryto validatinghardwarecircuitscomes
naturally The Dill approachusesLotos to specifydigital circuits, sothe
behaiour of circuitsis expressedy anLTS. Ontheotherhand,realhardware
communicatesvith its ervironmentvia inputandoutputports. An IOLTSis a
realisticmodelsinceinputsarealwaysacceptedy circuits.

In this paper only synchronous circuits are considered. Synchronous
circuitsarealsoreferredto asclocked sincetheiroperatioris controlledby one
or moreclocks. Theclassicalsynchronousircuit modelis shavn in Figurel.
In thismodel ,thecombinationalogic providestheprimaryoutputsandinternal
outputsaccordingto the primary inputsandinternalinputs. Internaloutputs
arethenfedinto statehold component$o producetheinternalinputs. Changes
of theinternalinputsaresynchronisedvith the clock, in otherwordsthey are
changednly ata particularmomentof theclock cycle (usuallyits transition).
Theinternalinputsaffect the stateof thewholecircuit.

primary —— —— primary
inputs .| combinational | : outputs
logic
internal : : internal
inputs outputs
state
hold
component
clk — %M

Figurel Synchronou<ircuit Model



Becaus@nly circuitbehaiour (notdesign)s specifiedn Lotos for testing
purposesthis paperaddresse®nly behaioural modelling of synchronous
circuits. Otherissuesuchasstructuramodellingarediscusseelsevhere[16].
A clocksignalcanbespecifiedxplicitly orimplicitly acerdingto corvenence
Lotos eventsrepresensignallevelsduringaclockcycle. Circuit behaiour is
specifiedwith referenceo a clock signal. After anactive clock transition,the
primaryoutputsandinterral outputsare updated acarding totheprimaryinputs
andinternalinputs. Therestof this sectiongivestwo illustrative examples.

A JK flip-flop is a single-bitmemoryelementwith controlinputsJ andK.
If they arebothsetto 0, theflip-flop staysin the samestate. If they areboth
setto 1, theflip-flop invertsits currentvalue. If J andK aresetto different
values,the valueof J is stored. The outputis corventionally called Q, while
its complemenis NQ (not Q). The JK flip-flop specificationbelowv fixesthe
orderin which inputs and outputsoccur This might not be a restriction of
real hardware. However the orderdoesnot influencethe functionality of the
flip-flop, sothereis no needto distinguishwhich input or outputhappensgirst.
By restrictingtheeventorder thestatespacecanbesubstantiallyeducedvhen
acomponenhasmultiple inputsand/oroutputs.

behaviour JK[J, K, Q,NQ] (0) (* initial stateis 0 *)
where
processIK [J, K, Q,NQ] (dtQ: Bit) : noexit :=
J?nevJ: Bit; K ?nevK : Bit; (* getnew JandK *)
([(newJ eq0) and(nenK eq0)] = (* bothO - samestate*)
Q !dtQ; NQ !not(dtQ); (* outputcurrentvalues®)
JK[J, K, Q,NQ] (dtQ)

[(newJeql) and(newK eql)] = (* both1 - flip state*)
Q !not (dtQ); NQ !dtQ; (* invert outputs®)

JK[J, K, Q,NQ] (not(dtQ))
[newdnenenK] = (* bothdiffer - take J*)
Q 'newJ; NQ 'not (newJ); (* useJasinput*)

JK[J, K, Q,NQ] (newd))
endproc (* JK*)

TheSinglePulself22] is astandardhardwareverificationbenchmarklt isa
clocked sequentiatievice with a one-bitinputanda one-bitoutput. It outputs
a one-gcle pulsewhenthereis a pulseon its input. The Single Pulsercan
thusbeusedo debounceaswitch,for example. Two kindsof implementations
are allowed. The output pulse may be assertedon the positve-going Lor
negative-goingLihputtransition,sothespecificatioris non-deterministicTest
generatiorfor the SinglePulserwill be coveredin Section4.1. This example
is introducednow to illustratetheissuedn modellingsynchronousgircuits.

processSP[Ip, Op] : noexit := (* SinglePulser*)
i; SP._P[lp, Op] (0) (* +vetriggeredimplementatiort)
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i; SP-N [Ip, Op] (0) (*-ve triggeredimplementatiorr)
where
processSP-P [Ip, Op] (dtl: Bit) : noexit :=
Ip ?newl : Bit; (* getnew input*)
(Op!1[(dtl eq0) and(newl eql)]; (* outputl on0—=1input*)

SP_P[Ip, Op] (newl)

~ Op!0 [not ((dtl eq0) and(newl eq1))]; (* elseoutput0 *)
SP.P[Ip, Op] (newl) )
endproc (* SP.P*)
processSP.N [Ip, Op] (dtl: Bit) : noexit :=
Ip ?newl : Bit; (* getnew input*)
(Op!1[(dtl eql1) and(newl eqO)]; (* outputl on1—=0input*)
_ SP-Nlp, Op] (newl)

Op !0 [not ((dtl eq1) and(newl eq0))]; (* elseoutput0 *)
SP_N [Ip, Op] (newl) )
endproc (* SP.N *)
endproc (* SP*)

The LTSsthat are obsenationally equivalent to the abore Lotos spec-
ifications appearin figure 2. Obsenational equivalenceis usedhere since
conformancdestingrelatesonly to externalbehaiour of circuits. The equiv-
alenceis preseres all external behaiour and hasmuch smallerstatespace
comparedo the original specifications.Figure 3 shawvs suspensiomutomata
built from theLTSs. Self-loopsin thisfiguredenoted (quiescenstate)actions.
Figure4 presentseveraltestsgeneratedrom theautomataisingthealgorithm
explainedin the precedingsection.

Figure2 LTSsfor theJK Flip-Flop andSinglePulser

Themodellingapproachdiscusse@bore hassomeimplicationsfor testing.
Firstly, Lotos eventsrepresentstablesignalvaluesin a specificclock cycle.
Whentestinga circuit, applyinginputsand observingoutputsshouldalsobe
conductedvhenthecircuit is stable. This is nota problemfor clockedcircuits
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Figure3 Suspensioutomatafor the JK Flip-Flop andSinglePulser

JK_t1 I 2

Q10 Pass Fail Fail Fail Fail

3Yno!

Fail Fail Fail

Figure4 Several Testsof the JK Flip-Flop andSinglePulser

sincethe clock cycle is always chosensuchthat the circuit hasenoughtime
to settledown. Secondlyasstablevaluesof inputsandoutputsshouldappear
oncein every clock cycle, thereis no needto worry aboutthe d actionwhich
indicategheabsencef outputs.lt is therefordessinterestingo generateaests
casedike JK_t2 that checkabsenceof outputs. They arethereforeexcluded
from the outputsof the testgeneratar Finally, asdiscussecarlierthe order
of inputsand outputsis fixed to restrictthe statespace. In testcaseJK_t1,
thetestgivesa Fail verdictwhenthefirst NQ !0 is obsered. This would not
have happened thefull statespacehadbeengeneratedTheway to solve this
problemis discussedn Section3.2.

Thesetwo examplesalsoindicatewhy the ioconfrelationis a suitableim-
plementatiorrelationfor validatingsynchronougircuits. If a specifications
deterministichenioconfrequiresthat,for all possibleinput sequencesll the
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outputsof an implementationshould agreewith thosegiven by the specifi-
cation. This is strongenoughto distinguisherroneousmplementationgrom
correctones.Ontheotherhand,t alsopermitsnon-deterministispecifications
to be tested. For the exampleof the Single Pulsey a correctimplementation
mayproducetheoutputpulseaftera Ldr Lihput. Thiscanbeproperlycaptured
by theioconfrelation. For exampleif inputis initially presumedo be 0 and
thenit changedo 1, the outputof a Limplementatiorshouldbe 1 (or O for a 1
implementation) As seenin testcaseSptl of Figure4, bothdesigndecisions
canpasghetestsoimplementatiorfreedomis respected.

3.2 TEST GENERATION AND EXECUTION

Thetestcasegjeneratedrom thealgorithmin Section2.2 have the form of
atree. Thismight have a straightforvard mappingto TTCN (TreeandTakular
CombinedNotation[13]). However, thework presentedherefocuseoninves-
tigatingtheideaof applyingprotocoltestingtheoryto hardwarevalidation. In
this contet it is preferableto have testcasef a simplerform thateasegest
executionandanalysis.

A naturalway to think abouttestcasedor synchronougircuitsis: for the
giveninputs,whatshouldtheoutputsbe? Thisindicateghattestcaseganbein
theform of tracewith alternationof inputsandoutputs.For example testcase
JK_t1 canbestoredin afile of theform: J!1; K!0; Q!1; NQ!O; Pass In other
words,transitiondeadingto the Fail verdictarenotexplicitly recorded When
implementationsave outputsdifferentfrom the onedefinedin thetestcasea
Fail verdictshouldbegeneratedutomatically Moreover, theside-efectof not
recordingsequenceteadingto Fail easily solvesthe problemresultingfrom
fixing theorderof outputsin specifications.

This methodworks well with deterministicspecifications.However when
the specificationhas non-deterministicbehaiour, simply generatingtraces
from a tree raisesproblems. For example, the testtree of Sptl cannotbe
rewritten as Ip!1; Op!l; Ip!l; Op!0; Passand Ip!l; Op!0; Pass If a [
implementatiorweretestedby thefirst case,it would be given a Fail verdict.
Corversely a Limplementationwvould fail the secondest. Actually, both of
themmightbecorrectimplementationsTheproblemis thatanimplementation
hasto passall thetestcasesn atestsuitebeforeit is regardedascorrect. But
for this example,passingonly oneof thetestcasess necessaryThisis solved
by markingoutputsata contradictoryoranchto indicatethatthecorresponding
testis inconclusve whenthe marked outputsarenot matchecdoy the IUT.

At somenodeof a suspensiomutomatonsupposehe testgeneratiorpro-
gramfinds that thereare two possibleoutputtransitionswith the samegate
offering differentvalues. Both of the outputsshouldbe marked whenthe cor-
respondingequencearegeneratedneaninghey arenotnecessarilynatched



12

by the implementation. Coming back to the exampleabore, the teststhen
becomelp!l; Op!1p!1; Op!0; Passandlp!l; Op!OLPass Whenout-
put Op!1 from the implementatioris comparedo the secondestcase the []
meanghis outputdoesnot have to be matchedcandothertestoutputsshouldbe
checled. If this outputis matchedby anothertestbranch,comparisorcontin-
uesto determindf the subsequerttehaiour is satisfied.As digital signalsare
strictly binaryin the Dil 1 model,if testgeneratiorproduceshothtracesthen
no erroneoudehaiours of animplementatiorwill be missed.

Test generationis mainly basedon traversing suspensiorautomata. If
Choicel is made testcasegenerationis completeanda new testcasecanbe
begun. Appendinganinputactionto atracecorrespondso selectingChoice2
in thetestgeneratioralgorithm. Appendingan outputevent, possiblywith a []
mark,equatego Choice3.

As specificationsusually have infinite behaiour, especiallyif they involve
iterations,a testcasecan hardly be a completetraceunlessthe circuit hasa
deadlockstate. Thereforea testsuite cannever cover all the behaiour of a
specification.How to generate testsuitewith goodcoverageis animportant
themefor testingtheorybasedon LTSs,andis expectedto be addresseat a
later stageof the work presentedere. In this paper whento terminatea test
caseandtestsuiteselectiomaremainly basedon heuristics.

If covering all behaiour is not achievable, then covering all transitions
might be a second-besthoice. A suspensiomutomatonis a directedgraph.
Generatinga sequencehat visits every edgein the graphat leastonceis the
Chinese postman problem [5] that generates transition tour. A single
transitiontour exists only for a stronglyconnectedyraphin which every node
in the graphhasa pathto every othernode. Otherwise morethanonetour is
neededo coverall thetransitions.As suspensioautomatanaynotbestrongly
connectedijt is not possibleto make direct useof transitiontour generation
algorithms(e.g.[9]) that guaranteehe shortestour for a strongly connected
graphs.In thework presentedhere theapproactof [8] is adoptecbecausé is
suitablefor all kindsof directedgraph.In thismethod depth-firstsearchDFS)
isusedwheneerpossibleasit naturallyrecordghetransitiondraversed.When
anurvisited edgecannotby reachedy by DFS, breadth-firssearch BFS)is
exploitedto find a statethat hasan urvisited edge;DFS thencontinuesfrom
this state. The whole procedurerepeatauntil this is no urvisited edgein the
graph.

The CADP toolsetsupportsan applicationprogramminginterfacethat al-
lows userwritten programsto manipulatethe statespaceof a given Lotos
specification.The programmingnterfaceis usedto apply thetestgeneration
algorithmto synchronousircuits. For example Figure5 shavs atestcasehat
is generatedor the JK Flip-Flop. Notethatthetestcasesareinfluencedoy the
orderin which suspensioautomatoredgesarestored.Thisorderis adjustable
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by changingparameterpassedo CADP. If morecoverageis required thetest
generatocanbere-runby usingdifferentparameter$or moretestcases.

| Cycle[ I[K | Q[NQ [ Cycle [ J[K|Q]NQ |

1 1{171| 0 2 1{1|/0] 1
3 0(1|{0| 1 4 1{0|1] O
5 0(f0j1] 0 6 1{1|0] 1
7 0(0|0| 1

Figure5 Partof the TestSuiteGeneratedor the JK Flip-Flop

Eachtour generatedn this way is a testcaseandis saved in a testfile.
The accumulatedest casesare passedo a VHDL simulatorthat handlesa
lower-level implementatiorof the circuit. A VHDL testbenchis designedo
allows thetestcasego be appliedandexecutedagainsthe VHDL description
of thecircuit. Thetestbencimainly consistof two processethatareexecuted
concurrently The first processgenerateslock signalsfor the circuit under
test. The secondprocesgeadsthe testsuitefile andgeneratesignal stimuli
accordingo theinputsof eachtestcase.lt alsocomparesheoutputsgenerated
by the VHDL simulatorwith the outputvaluesspecifiedby testcase giving a
Fail verdictandabortingthesimulationif they arenotthesame.Thetestbench
alsohasto determinewhento applytheinput stimuli andto checkthe output
result. This needssomeknowledge of the circuit realisation,such as the
propagatiordelaysof componentsn thecircuit. Specialcareshouldbe given
to thoseoutputswhich are marked [dsdiscussedarlier Betweentwo test
casesa resetsignalis generatedy the testbenchto re-initialise the circuit
undertest. Theassumptiorns madethata circuit canalwaysbecorrectlyreset.
TheLotos specificationsliscussegreviously do notspecifyresetbehaiour,
soatestneednot begeneratedo ensurehatresetis correctlyachieved.

Thereis a peculiarsituationfor which the testgeneratiormprogramis not so
suitable,namelywhen a circuit implementationrmay have non-deterministic
behaiour. For suchspecificationsmosttestcaseshecomeinconclusve for
mary correctand incorrectimplementations. This makes the test suite less
meaningful. Fortunately this is not so problematicsincedigital circuits are
rarelyallowedtobenon-deteministic. AlthoughtheSinglePulserspecificgion
is non-deterministichothof its implementationfiave deterministidoehaiour.

4. CASE STUDIES

In this section,testgenerationand executionare appliedto two standard
benchmarkircuits. [22] givesinformaldescription®f thesealongwith circuit
diagramsandtiming diagrams.The SinglePulserasalreadybeenintroduced.
TheBlack-JackDealeris adevice thatplaysthedealers handof thecardgame
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alsoknown asPontoonor Vingt-et-Un. Although the Single Pulsercircuit is
relatively small,the Black-JackDealerhassignificantcompleity.

4.1 SINGLE PULSER

Theformal specificatiorof the SinglePulsemwasgivenin Section3.1,along
with its automatgormsin Figures2 and3. The deterministicdesigngivenin
thebenchmarldocumentatiomssuesanoutputaftera positive transitionof the
input. Thetestgeneratiorprogramproducedestcasesuchas:

TestCasel: Ip!0; Op!0; Ip!0, Op!0; Ip!1; Op!OLCdp!0; Op!l; Ip!0; Op!o;
Ip!1; Op!0; Ip!l; Op!0; Pass

TestCase2: Ip!l; Op!11p!0; Op!0; Ip!0; Op!0; Ip!1; Op!l; Ip!l; Op!O;
Pass

Whenthe VHDL testbenchs usedto executethefirst testcase simulation
is interruptedafterthethird clock cycle whenaninput of 1 hasbeensupplied.
Thecircuit outputsl but theexpectedestoutputis 0. As this outputis marked
with [ thesimulatorconcludeghatthetestis inconclusve for thisdesign.The
secondtest, however, successfullypasseghe simulation, indicating that the
implementatiorcanberegardedascorrect. Notethatthesinglepulserdoesnot
have aresetinput, sosimulationhasto berestartedvhenthecircuit is checled
againsthe secondestcase.

4.2 BLACK-JACK DEALER

The Black-Jackdealerinputsare Card_ Readyand Card_Value (Ace..King,
Clubs..Spades).Its outputshave booleanvalues: Hit (card needed),Stand
(staywith currentcards)andBroke (total exceeds21). The Card- Readyand
Hit sighalsareusedfor a handsha& with a humanoperator Aceshave value
1 or 11 at the choiceof the player Numberedcardshave valuesfrom 2 to
10. Jack,QueenandKing countas10. The Black-Jackdealeris repeatedly
presentedavith cards.It mustasserStand(whenits scoreis 17to 21) or Broke
(whenits scoreexceed=21). In eithercasethe next cardstartsa nev game.

In the Lotos specificatiorof the Black Jackdealey a new datatype Value
is definedto representhe cardvalue. Althoughthe Lotos standardiatatype
NaturalINumbemightappeassuitable CADP cannotgeneratehe correspond-
ing LTS for aninfinite datatype like this. The key pointin the specification
is how to handlethe ambiguousvalue of an Ace. To solve the problem,the
specificatiorusesthe methodgivenby [27]. Specificatiorbehaiour occupies
about80linesincludingcomments(Thecircuit diagramis alsoaboutapage.)

Using CADP andthe testgeneratoiprogramwritten by the authors,a test
suitefor the Black-JackDealerwasderived. Thetestsuiteis ableto test181
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differenthandsof cardsthat a dealermay hold. The VHDL implementation
givenin [27] wasevaluatedagainsthis testsuite.

Although the circuit was expectedto passthe testsuite,a Fail verdictwas
recordedafterthedealewasgiventhefollowing cards:5, 5, 3, 2,1, 10. In this
casethe dealershouldbe Broke becauséhe sumof the cardsis 26. However
thecircuit outputsneitherStandnor Broke sinceit considerghetotal to bejust
16. Othercardcombinationsncludingan Ace andcausingBroke exhibitedthe
sameproblem. This shavedthe problemwasrelatedto processing@nAce.

The circuit shouldinitially take an Ace as11. It shouldbe re-valuedas
1 (subtractingl0 from the sum) the first time the resultwould be Broke. If
thefollowing cardswould make the sumexceed21, no re-valuationshouldbe
doneasno Aceis 11. But the given benchmarldesignstill re-valuesthe Ace
card,sothe circuit is not Broke in this case. Carefully simulatingthe circuit
discorereda problemwith oneof the flag registers(AcellFla in [22]). This
indicatedf thereis anAceto bell. It is notresetto zeroproperlybecausehe
effective durationof the signalusedto resetit (ClearAcellFlg) is too short.
By slightly modifying thecircuit to remove the causeof this shortduration the
circuit wasableto successfullypasghetestsuite.

5. CONCLUSION AND FUTURE WORK

The framevork of formal methodsin protocol testing has beenusedfor
testingdigital circuits. Theprotocoltestingimplementatiomelationioconfhas
beerjustifiedassuitalie forteging synchronaushardwarecircuits. A prototype
tool hasbeendevelopedto generateindexecutetestcasesautomatically The
approachasbeenvalidatedon standarchardwareverificationbenchmarksit
is notavorthy thatit could find an errorin a publishedcircuit designfor the
Black-JackDealer

Futurework will includeapplyingtestselectiortechniquesvhile generating
testcases.Testcasesareguaranteedo cover all the transitionsof the speci-
fication statespace put no further coverageinformationcanbe provided. To
progresdurtherwill involve defininga suitablecoveragefunction or exploit-
ing someexisting selectionmethodologiege.g.[1, 3]). Applying the method
presentedn this paperto higherlevel specificatiorof digital circuitswill also
beinteresting.In theexamplesof this paper specificatioris relatvely closeto
realimplementation.For example,signalsarein one-to-onecorrespondence
betweerbothlevels. This makesthetaskof mappingthetestcasedo theactual
implementationvery easy But when specificationis more abstract,greater
effort will be neededo malke this correspondence.
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