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Abstract

Trust is a judgement of unquestionable utilit y | as humans we use it every day of
our lives. However, trust has su�ered from an imperfect understanding, a plethora of
de�nitions, and informal use in the literature and in everyday life. It is common to
say \I trust you," but what does that mean?

This thesisprovides a clari�cation of trust. We present a formalism for trust which
provides us with a tool for precisediscussion. The formalism is implementable: it can
be embedded in an arti�cial agent, enabling the agent to make trust-based decisions.
Its applicabili ty in the domain of Distributed Arti�cial Intelligence (DAI) is raised.
The thesis presents a testbed populated by simple trusting agents which substantiates
the utilit y of the formalism.

The formalism provides a step in the direction of a proper understanding and
de�nition of human trust. A contribution of the thesis is its detailed exploration of
the possibilities of future work in the area.
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Summary

1. Overview
This thesis presents an overview of trust as a social phenomenon and discussesit
formally. It arguesthat trust is:

� A meansfor understanding and adapting to the complexity of the environment.

� A meansof providing added robustnessto independent agents.

� A useful judgement in the light of experienceof the behaviour of others.

� Applicable to inanimate others.

The thesis arguesthese points from the point of view of arti�cial agents. Trust
in an arti�cial agent is a meansof providing an additional tool for the consideration
of other agents and the environment in which it exists. Moreover, a formalisation of
trust enables the embedding of the concept into an arti�cial agent. This has been
done, and is documented in the thesis.

2. Exposition
There are placesin the thesis where it is necessaryto give a broad outline beforegoing
deeper. In consequenceit may seemthat the subject is not receiving a thorough treat-
ment, or that too much is being discussedat one time! (This is particularly apparent
in the �rst and secondchapters.) To present a thorough understanding of trust, we
have proceededbreadth �rst in the introductory chapters. Chapter 3 expands,depth
�rst, presenting critical views of establishedresearchers.

3. Formalism
Formalisation of trust shows that it can be grasped in a simple fashion using sim-
ple mathematics. It is revisable. It provides the tools necessaryfor its own revision
and discussion. It provides the basis for trusting arti�cial agents, which could form
stable coalitions, take `knowledgeable' risks, and make robust decisions in complex
environments. The thesis presents experimental results from simple implementations
of arti�cial trusting agents, and proposesseveral avenues for further research.

4. Contribution to the Area
Although the subject of trust hasbeenwidely discussed,particularly during the second
half of this century, discussionshave been limited by the de�nitions used and the
complexity of trust itself. The thesis givesa useful tool to thosewho work with trust,
not becauseit is a de facto statement of what trust is, rather becauseit provides a
tool for clear discussion.

The literature available to those researching trust is wide, yet on the whole is not
mainstream. The thesis provides a summary of the trust literature.

5. Method
We have adopted a natural scienceapproach to trust: it is essentially a natural, or
given phenomenon,and as such can be subject to particular methods in its examina-
tion (Popper, 1967;Popper, 1969). Our approach has the following bene�ts:
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� It circumscribes trust: the type of trust we addresshas clear boundaries, and
the formalism makes them explicit.

� It is simple: we use Occam's Razor | we would prefer to be obviously wrong
rather than imprecise.

� It (including the experiments discussedin chapter 7) can be easily replicated.

� It is not �nal : at somepoint the work here must be documented. Becauseof its
nature, there will be questionable points within the thesis. This is a strength,
since by questioning these points and suggesting alternativ e approaches, the
formalism is a route to increasingly solid representations of trust.

The methodology used in this work is discussedin chapter 2.
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Chapter 1

In tro duction

: : : trust is a social good to be protected just as much as the air we breathe or
the water we drink. When it is damaged,the communit y as a whole su�ers; and
when it is destroyed, societies falter and collapse.

Bok, 1978,pp 26 and 27.

1.1 A Brief Preview

Supposesomeoneo�ers to help you �x your broken down car on the motorway. You've
never met them before, but they're wearing garageoveralls, and they turned up in a
pick-up truck which you saw a few minutes ago at a service station. Do you accept
their help? Unless you're a member of a motoring club, the answer is most likely to
be yes. Now suppose the guy was in jeans and a T-shirt, and turned up in an old
VW Beetle. You would probably take a lot more time in accepting help, asking lots of
questions,such as who the man is, where he's from, and so on. In the �rst instance,
you trust the mechanic becauseof what he is, or at least, what you can seehe is. In
the second,in order to have any serioustrust in the man in jeans, much reassurance
is necessary.

We all make trusting decisions,most of us every day of our lives,and many times
per day (Luhmann, 1979). Each time we make such a decision, we put something on
the line | our lives, our house, a book: something. The decision to trust is based
on evidence to believe, or be con�dent in, someoneor something's good intentions
towards us (Yamamoto, 1990). Sometimes,the trustee (to widen the acceptedusage
of the word) lets us down, or betrays our trust. When that happens, they are trusted
less, if at all. Betrayal of our trust is not our responsibilit y, rather it is that of the
trustee (Hertzberg, 1988). This is because\trust can only concern that which one
person can rightly demand of another." (Hertzberg, 1988,page319).

This thesis is concerned with the introduction of a formalism for trust. It ap-
proaches the concept from the point of view of an arti�cial agent making its way in
the world. Thus, it represents a departure from other work involving trust, whilst
remaining applicable to that work. In other words, the formalism can be usedaspart
of the overall structure of a rational, intelligent, trusting arti�cial agent, but it also
provides those who study and discusstrust with a meansof discussingit in a precise
and straightforward manner. One area of interest is that of Distributed Arti�cial
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Intelligence (DAI), or Multi-Agen t Systems (MAS), 1 the inherently social study of
arti�cial agents existing with each other in somesociety, or `world.' The word `social'
is important here | most of the trusting decisions we make in the world concern
others, although occasionally they concern ourselves or the environment in which we
exist (Luhmann, 1979). In that sense,trust is a social phenomenon,and is present
wherever societies exist (Yamamoto, 1990; Baier, 1986). It is from that viewpoint
that we approach DAI/MAS | since there must exist a society of agents (whether
we like it or not (Gasser,1991)), then trust, implicit or explicit, is present. At this
juncture, the trust is implicitly assumed| \It is absolutely essential : : : that the
agents are known to be trust worthy; the model would have to be developed further
to deal with shadesof untrust worthy behaviour on the part of agents." (Rosenschein,
1985). In other words, the agents that are at present being designedassumetrust;
an assumption both unreasonableand misguided (Hertzberg, 1988). This thesis in-
troducesan explicit trust to agents, to allow them to reason with and about trust,
thereby making them more robust in the face of decision making concerning others.

The remainder of this chapter is concernedwith introducing trust, its uses,some
de�nitions, and a justi�cation for the formalism. Cooperation is also discussed,and
how it relates to coordination and collaboration. Aspects of trust are presented from
several points of view, and a brief description of the remainder of the thesis is pre-
sented.

1.2 Unra velling DAI/MAS

There are aspects of DAI which need clari�cation, particularly with regard to how it
toucheson other �elds, notably Arti�cial Life (AL), Computer-Supported Cooperative
Work (CSCW), Sociology, Anthropology, and Social Psychology. The list is longer
than this | DAI is a �eld of research perhaps unique in the number of aspects it
bears relevance to. The thesis will thus be of interest to practitioners in many other
areasof research, sinceit provides them with a general,abstract method for discussing
and reasoning about trust | something which is applicable to social sciencesof all
types2). DAI is included as a social science becauseat its heart lies the need to
understand why somethings happen in societies, or groups,of agents, and to harness
the power group action can give. For example, it is quite likely that two agents will
cleanup a room quicker than one(although not necessarily). This begsquestionssuch
as why and how, why with each other, and so forth. Such questions are inherently
applicable to sociology and psychology, and also to DAI. Acknowledging the absence
of answers, this thesis attempts to provide a meansof attaining some;it also provides
a meansfor reasoningabout behaviour, and for deciding on behaviour for agents.

1For the remainder of the thesis, we treat the two terms as synonymous.
2We de�ne a social scienceto be a `science'concerned with aspects of social existence. Clearly AL

�ts into this frame, despite its biological bent (see chapter 3). CSCW is a restricted social science
in this sense,since it deals primarily with only one aspect of social behaviour, that of cooperation.
Nevertheless, its focus is clearly social.
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1.3 Co operation, Co ordination, or Collab oration?

In DAI, cooperation amongstagents is of interest (perhapsof ultimate interest), thus
a key thrust of this work concernscooperation. We considertrust to be a major aspect
of cooperation of any kind. We make a distinction betweencooperation, coordination,
and collaboration, since the three are closely related. We take our de�nitions from
Jones(1990), who states the following:

� Co operation is when people (agents) \w ork and act together on a task, and
share the pro�ts or bene�ts from doing so." (page 3).

� Collab oration is where \one works jointly with other on a task." ibid.

� Co ordination is \the act of causing parts to function together or in a proper
order." ibid.

From this point of view, cooperation and collaboration are very similar. They di�er
since in cooperation, individuals work more independently and exchange information
(or help) where necessary(Jones,1990). Coordination is essential in a cooperative or
collaborative task, but we addressit in a cursory manner only in this work. We are
more concernedwith aspects of cooperation, such as why it should happen, and to
what extent trust plays a part.

1.4 Asp ects of Trust

1.4.1 De�ning Trust

Trust is a commonphenomenon. Indeed, it hasbeenargued that we ashumanswould
not even be able to face the complexities of the world without resorting to trust,
becauseit is with trust that we are able to reason sensibly about the possibilities
of everyday life (Luhmann, 1979). For example, we leave the house every morning
trusting that we will be able to return, and will not end up in hospital becauseof
someaccident that we trust will not happen. Despite its importance, there has been
a lack of detailed research on the topic (Golembiewski & McConkie, 1975;Luhmann,
1979; Luhmann, 1990). In addition, the work that has been carried out presents
its own problems, not least that a solid accepted de�nition of trust still eludes us.
The de�nition given by Morton Deutsch in 1962is more widely acceptedthan many,
and states that trusting behaviour occurs when an individual perceives an ambiguous
path, the result of which could be good or bad, and the occurrenceof the good or bad
result is contingent on the actions of another person; �nally , the bad result is more
harming than the good result is bene�cial. If the individual choosesto go down that
path, he can be said to have made a trusting choice, if not, he is distrustful (Deutsch,
1962). This de�nition is acceptableto the extent that the basicstructure of a trusting
choice is shown. There is disagreement as to the idea that the bene�ts should be less
than the harm done, however: Golembiewski and McConkie (1975) present a similar
de�nition, but stating that \the lossor pain attendant to unful�llmen t of the trust is
sometimesseenas greater than the reward or pleasurederiving from ful�lled trust."
(ibid., page133, my emphasis). We proceedto accept the idea that:
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Trust implies somedegreeof uncertainty as to outcome.
Trust implies hopefulnessor optimism as to outcome.

Golembiewski and McConkie, 1975,page133.

Trust is thus strongly linked to con�dence in something, be it the personto be trusted,
the environment, or whatever it is that the desirableoutcomeis contingent upon. 3 We
arrive at the concept of trust as choosing to put ourselves in another's hands, in that
the behaviour of the other determines what we get out of a situation. This is further
discussedin chapters 3 and 4. The following sectionsare concernedwith presenting
someaspects of trust, in terms of social, technological and biological considerations,
before we proceedto discussthe area of DAI in more detail.

1.4.2 Social Asp ects

In societies, trust is a fact of everyday life (Yamamoto, 1990; Baier, 1986; Deutsch,
1973;Luhmann, 1979;Luhmann, 1990). Indeed, without trust, as the opening quote
of this chapter suggests,societies would ceaseto exist (see also Lagenspetz, 1990).
There are many examples of where trust plays an explicit role in societies. That
we get up at all in the morning is a sign of the trust we have in society and our
environment (Luhmann, 1979). Since this thesis is concerned with agents working
together in some way, we touch on two of the stronger examples. These are �rstly
groups,and how they are formed and exist, and secondlythe phenomenonof working
together with others. This could be in a simple fashion, such as moving furniture,
or in a way which involves someextremely complex relationships, for example in a
hierarchical organisation, such as a large business.

Groups

Group formation is in itself a complex area, one which it is beyond the scope of this
thesis to addressin a detailed fashion. This section suggestssomeaspects of groups
which trust may relate to. Much more needsto be done in this area (seechapter 8)
but this section represents an introduction. Its form is that of a seriesof questions
which trust can help in providing answers to. The questionsare as follows:

1. How much does trust come into the processof an individual joining a group,
both from the point of view of the group, and the individual?

In other words, how much doestrust matter for the group to allow an individual
to join, and how much does trust matter for the individual to want to join the
group in the �rst place? Answers to thesequestionsare already partly available.
Individuals generally join groups to further someparticular goal (Shaw, 1981).
The aspect of trust in this is uncertain, other than the individuals `trusting' the
group to be able to achieve its goal(s). From the point of view of the group
trusting the individual, easyanswers are not available.

3There are more forms of trust than trust-as-con�dence. These are discussed in more detail in
chapter 3.
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2. How much does trust help in determining intergroup behaviour?

Intergroup behaviour is a di�cult and complex subject. Groups have been
found to behave in an aggressive manner towards membersof other groups (and
thus the groups themselves) with which they are in competition (Brown, 1988).
Sincewe are primarily concernedwith cooperation, it is educational to consider
intergroup cooperation. According to Brown (1988), intergroup cooperation
increasespositive intergroup feelings as long as the outcome is success,but the
story is di�eren t if the outcome is less than successful.Where trust may come
in is as yet an open question, unless we perceive groups as individual entities.
In that case,we could ask whether trust increaseson positive encounters, and
decreaseson negative ones,or if there may be more depth there.

3. How much of a determinant of intragroup behaviour is trust?

With groups, how do members react to one another, and how much does trust
play a part in this? Do members trust each other more than non-members? If
so,why and to what extent? All of theseremain somewhatopen questions,but
all involve trust, and would bene�t from a more precise method of discussing
and representing the phenomenon.

The list of questions is not exhaustive. It is su�cien t to see that trust may well
play a part in group formation, behaviour, and structure. In addition, becausethe
formalism introduced here is intended for embedding within arti�cial agents, we can
observe group behaviour amongstsuch agents, and the behaviour of the trust between
them.

W orking Together

To a large extent, working together is closely related to working as a group. We sep-
arate the two here becausethere are aspects which can be considereddi�eren tly . For
example, why one agent, or person, decidesto work with another, and how much he
needsto trust her in order to do so. Since working together invariably implies one of
the `C' words | Cooperation, Coordination, Collaboration, and generally Commu-
nication, it is of interest, and is discussedwith the use of the formalism in chapter
5.

1.4.3 Biological Asp ects

Is trusting behaviour a uniquely human phenomenon, or do other members of the
biological world exhibit trust? The answer to that lies largely in delayed reciprocation
in the animal world (Harcourt, 1991). Animals help each other out in the hope that,
in the future when they need help, they will be helped back. A good example is
the vampire bat. When such bats have had a good night, and a surplus of blood,
they feed those who have not (Harcourt, 1991). Invariably, those who behave in this
way are fed by those they feed when they themselves have a bad night's hunting. Is
this an example of trust? Clearly, the bat who feedsothers �rst is displaying some
primitiv e form of trust in thosehe feeds,becausehe is trusting them to reciprocate in
the future. Becausetime matters in the real world, and things take place over time,
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there is an element of risk in such behaviour. \This incorporation of risk into the
decision can be treated under a general heading that can be described by the single
word `trust.' Situations involving trust constitute a subclass of those involving risk.
They are situations in which the risk one takesdependson the performanceof another
actor." (Coleman, 1990, page 91). Thus, the bat displays trust. Of course,the bats
who contin ually reciprocate as a group attain an evolutionary advantage over their
non-reciprocating neighbours, since thosewho reciprocate will be fed when they need
feeding, thus increasing their (and their reciprocating friends') chancesof survival in
the long term (Harcourt, 1991).

There are other examplesof delayed reciprocation, such as chimps helping each
other in �gh ts (Trivers, 1985). Indeed, Harcourt argues that trust is more likely to
be present here since the intellectual capacity of primates is greater than many other
animals.

Much of the reasoning behind delayed reciprocation can be addressedin terms
of `survival of the �ttest genes.' Animals help those who are related to themselves
becauseit perpetuates their genes'chancesof survival, or vice versa, in that those
who help others already do have geneswhich are predisposed to helping others (for
more discussionon this extremely interesting topic, seeDawkins (1986,1989,1990)).

1.4.4 Technological (Arti�cial) Asp ects

In the modern world, computers are becoming all-pervading. An argument of the
present work is that where a society exists, so does trust. Arti�cial societies already
exist, in however limited a fashion. An example of such an arti�cial society is the
phone network. It consists of many nodes, each of some intelligence, each deciding
which way to route tra�c (phone calls, faxes, etc.). The very fact that these nodes
work with each other means that trust is present. It is, perhaps, a limited trust |
`should I route this messagevia that node, or not' could translate to `do I trust this
node enough to route this messagethrough it?' Another example is the Internet.
Just how much trust comesinto such systemswas evident in the virtual collapse of
the Internet a few years ago (Spa�ord, 1989). That it collapsed was perhaps due to
excessive laxit y on the part of somepeople,but the Internet Worm took advantage of
various `trusted host' connections(Spa�ord, 1989).

Trust is somethinglittle understood in such arti�cial networks (Woo & Lam, 1992).
The formalism presented in this thesis would allow nodes in such networks to reason
with and about trust, but also would allow network managersanother meansof as-
sessingtheir networks. Of course, such a means of assessment would need careful
handling | explanations, much as in present expert systems,would have to be pro-
vided to show how decisions to trust or not to trust were arrived at. Whilst the
formalism is capableof handling such requirements, they are outwith the scope of this
thesis.

DAI/MAS

DAI is social (Gasser,1991). This socialit y meansthat trust is involved at many levels.
Since the agents in DAI are much more autonomousand independent than those in,
say, a phonenetwork, the considerationsthey must makeregarding othersare similarly
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more complex. When the others are human (seeThim bleby et al., 1994,Joneset al.,
1994) the considerationsbecomeever more complex. At present, there is no explicit
consideration of trust in DAI. We argue that this is short-sightednesson the part of
DAI. If we are to expect our agents to survive in the `real world' (i.e., outside the
sterile con�nes of the research laboratory), we must make them more robust in respect
of their interdependencewith others, their reliance on others. Relying on others' good
behaviour is not enough(Marsh, 1992). An argument of the present work is that the
incorporation of trust into an intelligent agent's considerations of others will be a
step forward in providing the neededrobustness,without losing any of the freedomof
choice that such agents will be expected to possess.

1.5 Trust | Justi�cations and Argumen ts

The phenomenonof trust is di�cult to `pin down.' At the heart of the problem lies
the fact that all of us, as human beings, trust. Thus we all have an idea of what
trust is (Golembiewski & McConkie, 1975). A fundamental justi�cation for the thesis
is that being able to discusstrust in a precise manner would be an important step
forward in our understanding of the phenomenon. In other words, being able to argue
about our view of trust in languagewhich everyone elsecan comprehendand discuss
should help us reach a solid de�nition of the concept. Failing that, we may �nd that
trust is simply too complex to formalise in the fashion presented in this thesis | there
are too many featureswhich are not generalisable,or require more complex formul�.
That said, this would still be of importance since without the attempt, answers to
questionssuch as whether trust can be formalised, or whether it is a notion which is
too basedin the emotions, would not be forthcoming (seethe following chapter for a
discussionof this).

A further justi�cation relates to DAI itself. As wasdiscussedabove, DAI assumes
trust worthy behaviour at present (Rosenschein, 1985;von Martial, 1992). This works
well in a laboratory, since we mostly study and expect cooperative behaviour. It
will not work in the `real world,' since not everyone is trust worthy, and they may be
malicious. An understanding of trust for an agent would provide two major bene�ts:

� It would allow the agent to consider others with respect to trust, enabling sen-
sible, informed decisionsto be made about who is or is not trust worthy.

� It would allow an agent to consideraspectsof a particular situation, notably with
regard to who to accept help from, or ask for help from, and who to cooperate
with if necessary.

In order to allow such reasoning,we have to embed the conceptof trust into an agent.
A �rst essential step in this direction is the development of a formalism and associated
formul� which are executableby an agent, i.e., able to be embeddedwithin that agent.
The primary aim of this thesis is the development of such a formalism. The formalism,
though, is just a meansto an end; someend results, in the form of trusting agents,
are presented in chapter 7.
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1.6 Ov erview of the Thesis

This thesis addressessomeof the problems and solutions outlined above. The follow-
ing chapter presents a deeper discussionof the methodology used here. In addition,
the decision to use quantitativ e instead of qualitativ e data for the values in the for-
mul� is critically discussed. Chapter 3 presents a comprehensive survey of much
of the literature to be found on trust. The end result is a deeper justi�cation of the
requirement for the consideration of trust than is presented above, whilst providing
an understanding of what work has been done with trust.

The formalism is a major contribution of this thesis. It provides the social sciences
with a valuable tool for the precise discussion of trust, whilst it also gives �elds
such as DAI the meansto embed trust within agents. The formalism is presented in
chapter 4. This chapter introducesthe main conceptsof the formalism and associated
formul�, and goeson to extend the formalism to take ideassuch as reciprocation into
account. Having been introduced, the formalism is used in chapter 5. Examples
of the formalism at work are presented, together with discussionsabout someof the
di�culties which may arise. Chapter 6 presents somerules and principles which trust
appears to obey, in terms of the formalism and in an informal manner. Chapter 7
presents a discussion of some of the results obtained from implementations of the
formalism.

The needfor further work and exploration is necessaryin any useful research. This
work, however, is di�eren t in the sensethat it opens many doors onto possiblework.
The chapter on further work (chapter 8) is extensive, providing detailed discussions
of work that can be done, and di�eren t ways of looking at trust. It is hoped that the
work presented here will act as a spur for more research to be carried out in the area.
Chapter 9 summarisesthe results and discussionspresented in this work.

1.7 Summary

� This thesis assertsthat the incorporation of trusting considerationsin arti�cial
agents will makethem morerobust in the faceof social uncertainty. For example,
although the future is uncertain, decisionshave to be made, often in the light of
incomplete and possibly incorrect information. A knowledge of the workings of
trust, and a trust in others, the information the agents receive, or in their beliefs,
would allow them to make decisionswhich are either informed or acknowledged
to be risky, along with measuresof the risks involved.

� The development of a formalism which is straightforward and precisewill allow
such an incorporation of trust into agents.

� The formalism has several other bene�ts:

1. It provides a tool for the discussionand clari�cation of trust.

2. It is in itself discussable. That is, using the formalism, we are able to
ascertain whether or not what we are representing is `trust,' and modify
the formalism accordingly.
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3. It may prove useful to other areaswhere socialit y is prevalent, for example
distributed systems.



Chapter 2

Metho dology and Related
Asp ects

2.1 Discussion

With a subject such astrust, it is di�cult to determine that what is presented is what
is professedto be presented. There are many reasonsfor this, someof a subjective
nature, somephilosophical, somescienti�c. The way the subject hasbeenapproached
in the remainder of this work inevitably su�ers from many of theseproblems. However,
other approacheswould su�er also,and perhapsnot soclearly, to their detriment. This
chapter discussesthe methodology used for the work carried out here, and assesses
its strong and its weak points. Additionally it presents a reasoneddiscussionwhich,
whilst taking into account the arguments against what has been done in this work,
suggeststhat the formalism presented in particular is of use to social scientists and
DAI researchers alike. In addition, it is useful because,should it fail, it presents a
`start' to proceed with, or a `�nish' with which to accept the elusive, uncapturable
nature of trust.

2.2 The Metho dology , and a Critique

2.2.1 On scienti�c contributions, according to Karl R. Popp er

Trust is a natural, or `given' phenomenon.As such, it hasbeenapproached here from
a point of view in accordancewith that of Karl Popper (Popper, 1967;Popper, 1969).
In his work, Popper assertsthat a scienti�c theory has a certain structure (Popper,
1969). A scienti�c theory, much as the formalism in this thesis, 1 must satisfy the
following criteria:

� It must demarcate the areafrom pseudo-science.In other words, the theory must
be testable, refutable, and falsi�able (Popper, 1969,pp. 36{39). Each proper test
of the theory is an attempt to falsify it. The theory of trust presented in this
work is inherently testable, since it stands as a formalism. What the formalism

1The formalism presented here is a step in the direction of increasing knowledge about trust. As
such, it presents itself as a theory about trust, its workings, and its behaviour.

10
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does in addition is to circumscribe the area to which it applies: it is clear that
the formalism applies in certain circumstances, or types of trust, and not in
others. The formalism structure itself makes this clear. It is only within the
boundaries to which it applies that it can be tested (Popper, 1967).

� The theory must be simple. This is an application of Occam's Razor. Indeed,
Popper states that this is what he calls `Berkeley'sRazor,' and statesthat \This
razor is sharper than Ockham's." (Popper, 1969,Page171). Simplicit y is better
than complexity for many reasons: �rstly , it allows extreme tests to be carried
out on the theory, which admits it to being more scienti�c than more complex
theories (Popper, 1967; Popper, 1969). Secondly, without attempting a simple
exploration �rst, little can be said about the results obtained: without doubt,
a complex formalism, based on advanced concepts in mathematics, could be
applied to trust, but there are problems here:

{ If it works, we can never know why: it may work becausethat is the only
way of formalising trust; it may work becauseof an emergent or chaotic
property of the formalism itself which cannot be readily explained.

{ If it does not work, there is little that can be done to explain why, since
any part of the complex formalisation may be at fault.

The simple formalisation allows for strict testing, and if it should not work,
points to the need for a more complex formalism, or to the fact that the theory
(that trust can be formalised) is incorrect. If it should work, we can be sure
that there are no hidden reasonswhy: \the simpler theory has always a higher
degreeof testabilit y than the more complicated one." (Popper, 1969,page61).

� It must be capable of replication, or duplication. Results, when given, must be
able to be repeated,with the sameresults found. Without this, the theory is not
scienti�c: \Only by such repetitions can we convince ourselves that we are not
dealing with a mere isolated `coincidence,'but with events which, on account of
their regularity and reproducibili ty, are in principle inter-subjectively testable"
(Popper, 1967,page45). The formalism given in this thesis is both testable and
reproducible: results from the experiments carried out using the formalism can
be easily and quickly reproduced.

Finally, scienti�c theories are never static, they are \p erpetually changing. This is
not due to mere chance, but might well be expected" (Popper, 1967, page 71). In
fact, \The gameof scienceis, in principle, without end. He who decidesone day that
scienti�c statements do not call for further test, and that they can be regarded as
�nally veri�ed, retires from the game." (Popper, 1967,page53).

The formalism presented here is in 
ux, and can be contin ually adjusted and
re�ned. It may be possible to question a formula on, say, page 89 at some point
in time. This is not a fault of the formalism, rather it is one of its strengths as a
scienti�c theory. Questioning and altering such a formula will re�ne and strengthen
the application of the formalism. Therefore, a distinction must be made betweenthe
detailed contents of the thesis and its contribution to understanding trust | it is only
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with the presenceof the formalism that we can question single formul�, and were it
not presented, we would be no further towards understanding trust.

The presentation of trust in this thesis is thereforea risky undertaking: the formal-
ism can not be �nalised, and thus can be explicitly questioned. This is alsoa strength.
The taking of risk is necessaryin science(Popper, 1967). The formalism may be par-
tially or completely incorrect, but its presentation has furthered the understanding of
trust.

The contribution of the formalism as a theory of trust is thus:

� Circumscription.

� Simplicit y | Occam's Razor.

� Replicabili ty.

� Flexibilit y, or `non-�nalit y.'

2.2.2 A ttac king the Phenomenon

The previous chapter raised somede�nitions for trust, arriving at the idea that trust
involves putting oneself in another's hands, with somehope as to the bene�cial out-
come of a situation. There are those who would disagreewith such a de�nition. For
Deutsch, the de�nition would be too weak,sinceit doesnot addressthe idea (for him)
that the costsmust outweigh the bene�ts (Deutsch, 1962). Others would think it too
strong, sinceputting one'sself in another's hands is a severenotion, and, in any case,
we may have someform of control over the actions of the other. Both arguments are
valid, both miss the point in a subtle manner. To someextent, the approach taken
here does not need a de facto notion of what trust is. This is becauseof the path
we take in de�ning the formalism. With a phenomenon as di�cult to grasp as is
trust, which is evident from the number of de�nitions we have of it (seethe previous
chapter, also chapter 3), it is of use to take an `end-state' view of the concept. In
other words, we observe the phenomenon,and attempt to de�ne a formalism which
behaves in the samemanner, any de�nitions which have been put forward notwith-
standing. The de�nitions are of usebecausewe can test the formalism using them, or
vice versa. Were we to choosea particular de�nition, basing the formalism on that,
it would su�er from the inadequaciesof that particular de�nition. As it is, since it
doesnot depend on any one de�nition, there are two possibilities: we can derive all of
the bene�ts of many de�nitions, or we can su�er from all the di�eren t drawbacks of
each. Either way, we can test the results against each de�nition, and against expected
trusting behaviour, from a subjective or an objective point of view. The methodology
is of interest becauseof this.

2.2.3 Discussing the Metho dology

One of the problems inherent in discussing trust is that the phenomenon is such a
subjective one (Golembiewski & McConkie, 1975). It is di�cult to grasp even our
own private notions of what trust is, even without arriving at a general de�nition.
This is where many of the previous studies have su�ered. In attempting to provide a
detailed de�nition, they have restricted themselves to just one or two of the several
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aspects trust shows, although someof them acknowledgethis (Deutsch, 1962;Golem-
biewski & McConkie, 1975). From the point of view of studying the phenomenonin
limited terms, this is not a major problem. Where the present study di�ers is that,
instead of taking a particular de�nition, we adopt an approach which studies the es-
sential behaviour of trusting, and attempts to capture someof the essenceof that in
a formalism. So, instead of starting with a de�nition and heading for a formalism,
we start with what are by and large intuitiv e ideas about how trust works, based
on experience2 and the literature available, coupled with many working de�nitions of
trust, and attempting to develop a formalism around them. This approach has its
own drawbacks | not least, the ideaswith which we develop the formalism may well
be wildly wrong. In addition, the formalism may su�er from being too biasedtowards
one of the aspects of trust, not touching another. The advantage we have is that we
may at least know of thesebiasesand drawbacks, and can acknowledgetheir existence.
This is of great utilit y when re�ning or discussingthe workings of the formalism.

Assuming that a formalism canbe and hasbeendeveloped using the abovestrategy
(which is essentially a bottom-up approach compared to the top-down approachesof
de�nition to discussion) it is simple enough to ascertain the use of such a formalism.
For any de�nition of trust, then, it is possibleto devisea test of the formalism to see
if it �ts in with the acceptedde�nition. One of the strengths of this approach is that
this stage could be seenas a re�ning stage, gradually bringing the formalism closer
to an agreed, or accepted, point at which it does represent most people's views of
trust | what it is, and how it works.

To illustrate this point, we digress.
There is, in the sphereof Arti�cial Intelligence, an ongoing argument about what

AI actually is. Seefor example Schank (1991) and the Communications of the ACM,
March 1994. The problems are twofold. The simplest of the problems, but perhaps
the hardest to address,is that the goalposts are contin ually changing (Schank, 1991).
Not so long ago, a world-classchess-playing program would have been seento be AI.
Not any more. This is to be expected | after all, people's perceptions change as
the exampleswith which they are presented becomemore detailed and complex. The
secondproblem is of more relevance to this discussion. It concernswhat intelligence
actually is: how it works and how to represent it. There are, within AI, several schools
of thought, from the view that intelligence is the manipulation of symbols (Newell &
Simon, 1976) to the abilit y to passthe Turing Test (Turing, 1950).

Needlessto say, AI has problems regarding its identit y (Schank, 1991).
The sameconceptualproblemsapply to the trust formalism presented here. \What

is trust?" is a question which is particularly di�cult to answer, and it is sensiblenot
to try to answer it in any fashion which is not empirical. Thus, the formalism is de-
veloped from experience, intuitiv e expectations about trust, from a subjective point
of view, and conclusionsto be found in the sociological, psychological and philosoph-
ical literature which relates to the subject. In this way we amalgamate de�nitions,
intuition and observation, avoiding the problems of particular de�nitions, and simply
create a formalism which should behave the sameway trust does. In other words, we
make no claims about the validit y of the workings of the formalism, although they are
based along the lines mentioned above (the philosophical literature has had a deep

2Another of Popper's criterion for good science(Popper, 1967).
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impact on the formalism). What we do claim is that the end result of the application
of the formalism to a consideration of trust is `as if ' we had been considering the
problem using `real' trust.

There are problems with this approach. We stand to su�er from the samekind of
problem that any more formal de�nition su�ers from, namely that the kind of trust
we de�ne (implicitly or explicitly) using the formalism, that is, the kind of behaviour
we produce from trusting agents, is indicativ e of only onesub-classof trust (and there
are many | seethe following chapter). Indeed, that much is to be expected, since,
however abstract the formalism may be, it still has to be founded on some aspect
of trust, which is one of many types. However, the resultant trusting behaviour
is su�cien tly `like' trust that it is applicable in several domains, thus representing
several of the sub-classesof trust. In addition, the fact that the formalism is there at
all allows us to alter, correct, and improve it to take in more de�nitions and sub-classes
of trusting behaviour.

2.2.4 What if the formalism doesn't work?

Thus far, we have assumedthat the formalism developed here is correct. Underlying
this assumptionis a deeper one,that trust itself is capableof being formalised. In other
words, we hypothesisethat it is possible to isolate `trust,' capturing its essence,and
putting the results into a formalism. This is a major step forward in the understanding
of trust. So,what happens if this can't be done? Trust itself may be soclosely linked
with other aspects of the human psyche, such as moralit y and justice, that isolating
it is impossible.

One of the reasonsfor working the way we have is that it is possible to come
up with results fairly quickly. Since we are attempting to model end results, we
need have no precise notion of the interim phasesof the concept. That being the
case, it is a relatively simpler a�air to formalise trust (an application of Occam's
Razor). The resultant behaviour is, we suggest, representativ e of trust, but not,
we accept, re
ecting a deep consideration of the aspects of a particular situation. 3

Deeper consideration will show the utilit y of allowing experience of past situations
and behaviour to guide a trusting decision (as with `real' trust) and the bene�ts of
such an approach in terms of speed, e�cien t consideration of possibleoutcomes,and
precisenessof decision.4

We return to the point of the formalism not working at all, or failing to capture
crucial aspects of trust. There are several considerations still to be made. As was
mentioned in the previous chapter, the end result of such a pieceof work may be that
we have to conclude that trust is simply not formalisable, or that a more complex
formalisation is necessary. Although a disappointing result, it is no less important.
Such a result would be useful for many reasons,not least becauseit would allow time

3Here lies another of the formalism's strengths: if we were to consider trust in particular situations,
we would most lik ely be limiting ourselves to those situations. For the formalism to be of any use, it
must be generalisable. That this results in a loss of speci�cit y is, from this viewpoint, no bad thing.

4The �nal aspect needssomeclari�cation . Since we elected to usevalues for our trusting formalism,
we eventually come out with one number with which to make our decisions regarding trust. This is
discussed further below, but in terms of being precise, this number (value) for trust is inescapably
that. Indeed, it is perhaps over-precise, but seefurther below.



CHAPTER 2. METHODOLOGY AND RELATED ASPECTS 15

to be devoted elsewhere. Also, it may open avenues for research into other human
traits, such as emotions. Nevertheless, it is di�cult to prove such a statement as
`trust cannot be formalised' without having tried in the �rst place. Indeed, such a
statement may be self-contradictory since, in order to put forward such a hypothesis,
a formalism must have been presented which represented trust well enough for us to
be able to say that it wasnot good enough,and it must also be tested within its own
demarcation lines (Popper, 1967). What may be able to be said is that the way in
which we have approached the problem does not, and will not, bear fruit.

2.3 Discussing the Use of Values

In this work, we have chosento represent trust asa contin uousvariable over a speci�c
range (here, [� 1; +1)). We discussthe bene�ts and drawbacks of such an approach
here.

2.3.1 Sensitivit y

In a formalism using quantitativ edata, it is possiblethat small di�erences in individual
valuesproduce relatively large di�erences in the overall result (cooperate or not, trust
highly or not, and so forth). This could be perceived assensiblebehaviour in trust |
certain basicvalues,such asgeneraltrust in agents, or the risk perceived in a situation,
are of courseimportant factors to be taken into account, and small variations in these
should, it could be argued, produce large di�erences in �nal results. That thesebasic
values are somewhatmore in
exible (as in basic trust (Baier, 1986;Golembiewski &
McConkie, 1975)), or perhapsmore important (as in the risk inherent in a situation)
re
ects the idea that small di�erences in them should alter the result by a larger
amount. We considerthis further in chapter 5, oncethe formalism hasbeenintroduced
and someworked examplesgiven.

2.3.2 Sub jectivit y

Agent-subjectivit y in the use of values is a major problem. It is possible to imagine,
for example,onepersonplacing a value of 50%on how much he trusts another. Sofar,
we have a straightforward value placedon trust. The problem ariseswhen that truster
tells another how much he trusts the trustee. The third man takes the 50% value on
hand, but here he sees50% as very high, trusting the trustee with more, perhaps,
than the �rst would deem sensible,since for the �rst 50% is merely an averagetrust
value. To counter the argument against subjectivit y in values, it is possible to use
a strati�cation of trust, a kind of fuzzy logic of trust, giving each strata a label, so
for example a trust of (for argument's sake) +1 would be labelled `blind trust.' A
suggestedstrati�cation is given in table 2.1.

Table 2.1 is a simple strati�cation, and bearsa similarit y to fuzzy logic (Kosko &
Isaka, 1993). The advantagesof this strati�cation are that a trust designatedas`high'
by oneagent is acknowledgedby others asa high trust. Thus we avoid the problem of
`what doesa trust of 0:5, or 50%mean? Is it high or low,' for example. We still su�er
from agent-subjectivit y, however. Naturally , di�eren t agents will seedi�eren t things
in speci�c labels. So, an agent who assignsthe value `high trust' to the trust she has
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Value range Label
+1 Blind Trust

> 0:9 Very high trust
0:75 to 0:9 High trust
0:5 to 0:75 High medium trust
0:25 to 0:5 Low medium trust
0 to 0:25 Low trust

� 0:25 to 0 Low distrust
� 0:5 to � 0:25 Low medium distrust
� 0:75 to � 0:5 High medium distrust
� 0:9 to � 0:75 High distrust

< � 0:9 Very high distrust
� 1 Complete distrust

Table 2.1: Possiblestrati�cation of trust values

in another will passthat value on to another who, perceiving it as high, actually sees
this `high trust' aswhat he would ordinarily say was`medium trust', sincethe metrics
each usesmay be di�eren t. These are problems which will endure, however. A more
di�cult problem is the loss of sensitivity and accuracy when using strata. Once an
agent is judged to be trusted `highly,' then another agent who is more trust worthy, but
not enough to be in another strata, su�ers in the comparison. In addition, when we
reach a value just below blind trust, call it `extremely high,' then there can be no-one
trusted better, thus we su�er from the sameproblem as with blind trust, a value of
+1 (seechapter 4). With values, there is always a higher trust that can be reached, as
long as it is an open interval. 5 This acknowledgesthe variable and contin uous nature
of trust which strata cannot represent. With strata, unlike contin uous values, it is
not possibleto say `I trust him more than her, by a small amount,' becausethere will
always be smaller or larger amounts with values, not with strata.

2.3.3 Anomalies

When we discuss trust in terms of the formalism provided in this work, there is a
possibility that we may be able to observe anomalies in trusting behaviour which,
until now, have not been observed or noted. That this is a possibility rests on the
fact that we have a formalism which enablesimplementations of trusting agents to
be developed, thus allowing experimentation (and possiblerefutation (Popper, 1967)).
We can then seeknorms of trusting behaviour, how successfulthey appear to be, their
relationships with other forms of behaviour, and so forth. The results of somesimple
experiments will be presented in chapter 7. Whilst the methodology adheredto in this
work has resulted in a relatively limited set of implementations, due to the need to
develop and correct the formalism beforesuch implementation, it is presented only as
a �rst step along the road to fully implemented trusting agents. The implementations
described in chapter 7 act as a pointer towards what may be possible.

5This follows from the de�nition of real numbers.
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Bene�ts Drawbacks
Re
ects contin uous nature of Problems with subjectivit y

trust lead to misunderstandings

Allows easyimplementation More di�cult to understand

Experimentation using di�ering Sensitivity may be a problem
formalisms

Abilit y to spot subtle anomalies Fudging remains an issue

Table 2.2: Bene�ts and drawbacks of using values for Trust

We have mentioned many of the bene�ts and drawbacks that may be gained from
using values for the formalism. The main points are summarisedin table 2.2.

2.4 Linearit y

The formalism useslinear equationswith which to estimate valuesfor trust. Oneof the
main considerationsof the development of a formalism for inclusion in trusting agents
wasthat the inclusion be a simple a�air, uncluttered by problemsof how to implement
certain formul�. 6 The decision to use linear equations was partly basedon the need
for simplicit y and practicabilit y in representing and modelling trusting behaviour on
the part of the individual. There are problems with this approach however, one of
which is a lack of 
exibilit y. The previous sections discussedthe event of trust not
being formalisable as is; in other words, that the method we are using is at least
insu�cien t for formalising trust. Of course,this doesnot preclude another formalism
from capturing the essenceof the phenomenon. Any other formalism may well be
considerably more mathematically sophisticated than that proposedhere. If that is
the case,we lose simplicit y but gain power, a common tradeo�. The use of linear
equations is in the �rst instance justi�ed by their greater practicabilit y, extensibilit y,
and predictabilit y.

Another aspect of the linear equation is its easeof correction. With simple linear
equations, mistakes are easily spotted, corrections quickly made, and the resultant
formul� open to all, and easy enough to understand. Since one aspect of the work
presented here is its applicabilit y to the social sciencesas a whole, the wider the
audiencethat can easily grasp the concept the better. Whilst complex equations look
impressive, they do little for readability, and somesimple mistake caneasily be missed.

6Another application of Occam's Razor. This time applied to the embedding of the formalism in
agents, rather than its conception.
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2.5 Conclusion

There is debateon the methodology usedin this work, which hasbeendiscussedhere.
It is important to note that the methodology involves not only experiential views of
how trust works, but also relies on the amalgamation of the great deal of work that
has already been carried out with regard to trust. None of this work has been within
the sphere of AI | trust has hitherto been seenas a topic for social psychology, for
example. This work changesthat view. A possibleproblem with the thesis is that its
application to computer sciencemay seemtrivial. This is a result of the deliberate
approach we have taken: we concentrate on simplicit y, since the operational aspects
of the problem are important. Computing Sciencedoes not have to be `hard' to be
applicable. Indeed, the simpler a system is, the more able we are to understand it,
test it, and use it properly. The formalisation presented here has these bene�ts.

The next chapter presents a detailed view of the work that has been carried out
to date in social psychology, sociology and philosophy, together with other, more
incidental treatments of the topic by researchers in other �elds.



Chapter 3

Trust

\P erhaps there is no single variable which so thoroughly in
uences interpersonal
and group behaviour as does trust : : : "

Golembiewski and McConkie, 1975,page131.

\W e inhabit a climate of trust as we inhabit an atmosphereand notice it as we
notice air, only when it becomesscarceor polluted."

Baier, 1986,page235.

\T rust : : : is a basic fact of human life."

Luhmann, 1979,page4.

3.1 Starting Poin ts

Trust is undoubtedly an important feature of our everyday lives. Without a back-
ground of trust, it has been suggested,we would su�er from a loss of e�ciency and
dynamism (Golembiewski & McConkie, 1975). Perhaps worse,we would �nd it very
di�cult to get up in the morning (Luhmann, 1979), and would su�er the inevitable
collapseof our society (Bok, 1978;Lagenspetz, 1992).

So, what if trust is present? How do we bene�t? We experiencefar better accom-
plishments in task performance(Golembiewski & McConkie, 1975),greater and more
healthy personal development (ibid.), an understanding, or at least an acceptance,of
the complexity of our society (Luhmann, 1979),and the abilit y to cooperate (Argyle,
1991;Deutsch, 1962), 1 to quote someauthorities.

There are many views of trust (Barber, 1983;Shapiro, 1987), and there are more
than a few reasonsfor this. Two of these reasonsstand out to be presented in par-
ticular, since they touch on the main problems that stand in the way of formalising
the concept. Firstly , we are all `experts' on trust, at least our own brand of it, and
there is the problem, since, as there are so many di�eren t `experts,' each of which
could de�ne trust di�eren tly , there are as many di�ering de�nitions, and thus views,
of trust. This doesnot make life any easierwhen we wish to study the phenomenon.

1Arguably , cooperation is viable when trust is not present, although the presenceof trust, albeit
in a limited sense,is a major promoter of cooperation among friends and strangers. SeeArgyle, 1991,
page 34, for example.

19



CHAPTER 3. TRUST 20

The secondreasonis more straightforward | there are asmany views of trust asthere
are becausethere are a great many typesof trust (Shapiro, 1987;Deutsch, 1973). Put
another way, trust can be classi�ed as hope, despair, con�dence, innocence,and im-
pulsiveness,to name but some(seeGolembiewski and McConkie (1975), and Deutsch
(1973)). Of these, only some are `positive,' in terms of optimistic views of what is
likely to occur. Trust in situations of despair, for example, is simply a re
ection of
the dilemma that the alternativ es to trusting are so bad that trusting is the lesserof
two evils (Golembiewski & McConkie, 1975). It is still, however, trust, although it is
outwith the scope of this thesis.

As many types and views of trust as there are, there are also many �elds which
study the phenomenon. Thus, we �nd it mentioned in �elds as diverse (it seems
at �rst glance) as evolutionary biology (Bateson, 1990), sociology (Luhmann, 1979;
Luhmann, 1990), social psychology (Deutsch, 1962), economics(Hart et al., 1990;
Dasgupta, 1990), history (Gambetta, 1990b; Pagden, 1990), and philosophy (Lagen-
spetz, 1992; Hertzberg, 1988; Wittgenstein, 1977). The question arises: are these
examplesas diverseas they may seem?Clearly, the view of the all-pervading nature
and importance of trust can only be strengthened by such diversity of study. There
is, however, a link that all of these examplesdiscusstrust as part of a society, either
a particular society (e.g., 18th century Naples (Pagden, 1990), or Accra, in Ghana
(Hart et al., 1990)) or society in general (e.g., Luhmann (1979, 1990), Baier (1986)
and many others). The diversity of the �elds of study is justi�ed by their common
factors, in particular the aspect of society.

Society, or the presenceof some form of it, appears to be a salient factor in the
appearanceof trust. This, however, is a circular argument in a sense,since it has
beenargued that society dependson trust being present (Bok, 1978;Baier, 1986),see
Yamamoto (1990) for a speci�c example of this. This certainly begs the question of
which came �rst! Intuitiv ely, it can be suggestedthat trust was there before society,
at least in terms of what we perceive established society to mean. The de�nition
of society is another contentious area (Frisby & Sayer, 1986), and one without a
concreteanswer. One de�nition comesfrom van den Berghe, who states that \society
is a group of conspeci�cs bounded by a zone of much less frequent interactions than
the rate which prevails betweenits members" (van den Berghe, 1980,page77). Emile
Durkheim saw society asa sui generisobject, onewhich is irreducible to its members,
and purely a moral order (Frisby & Sayer, 1986, especially chapter 2). This is akin
to the properties of emergencein distributed systems(Forrest, 1990; Wavish, 1991),
thus society is seen as emergent by Durkheim. Other sociologists, however, see it
from a di�eren t angle, as \the network of shared understandings, the cognitive and
communicative communit y which makes the actions of individuals : : : meaningful to
themselves and others" (Frisby & Sayer, 1986,page75).

De�nitions of society notwithstanding, it is clear that societies probably cameinto
existencebefore trust. For example, although somedegreeof trust exists in animals,
as shown by reciprocal altruism (Trivers, 1985,especially chapter 5. Seealso Trivers,
1971), or delayed reciprocation (Harcourt, 1991),we seethat this appears in already
establishedsocieties. To form a society, perhapstrust is not speci�c ally necessary. For
example, animals in need of protection through numbers form a society within which
trust becomesimportant.
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There exists, then, an ambiguit y, brought on by de�nitions of society, of trust, and
of experienceand observation of trust, and its fostering or destruction in society. 2 In-
deed,Ernest Gellner, in Trust, Cohesion,and the Social Order, statesthat discussions
of trust:

: : : 
uctuate between the notion of trust as something speci�c within a
society, one thing amongothers, and another, broader version of it, which
makes it coextensive with the very existenceof the social order : : : Trust
as coextensive with any kind of social order is one thing, and trust as
somethingwithin society, of which sometimesthere is more and sometimes
there is less, is another : : : perhaps one way of making progresson the
wider topic of social order as such, and the diversity of social orders, is to
distinguish various kinds of trust.

(Gellner, 1990,page142).

There is also a dichotomy between trust as something which variates, and trust
as something which simply is. 3 In other words, we often say `I trust you,' but what
does that mean? Does it mean, for example, that I trust you more than 60% of what
I consider to be complete trust, or someother arbitrary �gure which meansthat my
trust in you is greater than some threshold value? (Below which, whether I have
any trust in you or not, I do not trust you). Or is it a general statement of fact,
which requires analysis on any action that should be taken. For example, I trust you
generally, but that says little about how much I trust you in speci�c situations, like
driving my car, or borrowing some money. It is easy, then, to say `I do trust you,
but : : : '

3.1.1 Overview of the Chapter

The opening section reviewed questions which are important, not only becausetrust
is important in itself, but also becausethey raise fundamental questions about the
way we trust. One thing that may have emergedfrom this discussionis that answers
are few, far between,and vagueat times. It is, asGellner suggests,important to know
what you are talking about before you start. Vaguenotions of trust are all very well,
but a concrete basis for discussionwould be of more help.

To that end, this chapter will cast somelight on what others' views of trust are,
much of the work that has been done, directly or indirectly , pertaining to trust, and
what results and observations can be gleaned from them. The amount of literature
on trust is substantial (Golembiewski & McConkie, 1975), although not necessarily

2There is much to say here: On the de�nitions of society, see van den Berghe (1980), see also
Campbell (1981) for a detailed review of several views of society. The observations of trust range
through many of the sources already cited; see Gambetta (1990c) for a wide-ranging collection of
essays on trust. Within that volume, there are discussions on the systematic destruction of trust, see
Pagden (1990) in particular. See also Lagenspetz (1992), particularly the example in the �rst few
sentences. The fostering of trust in society is of major importance in promoting peace therein, and
work on (both inter and intra) group trust has been done | seeGolembiewski and McConkie (1975),
also Sato (1988).

3 I am grateful to Ian Wilson for pointing this out.
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mainstream (Luhmann, 1990). It would be an interminable task to sift through it
and present it in a meaningful form. 4 Instead, with the aim of providing a worthwhile
overview of the subject, which does, at times, delve deeper into speci�c aspects of
trust, we present the subject of study as one which naturally spreads itself across
research boundaries, but has speci�c similarities within such boundaries. There is,
however, onecaveat: the work presented hereis not intended to be a de facto statement
of the research on trust; indeed, much work has been done, and is in progress, in
many spheres,and much of this is presented below. The following sectionsdepict the
thinking of those whosework has had an e�ect, mostly direct, on this thesis and the
work presented here. The presentation of these thoughts in such a manner should
help to clarify the basic structure of the trust that will be formalised in the remainder
of this work.

The chapter is separated into three distinct parts. The �rst part presents the
thoughts of some of the major proponents of trust, from various disciplines. From
these thoughts, it is possible to �nd a synthesis which describes to someextent the
major workings of the concept of trust. Ordinarily , a work of this nature involves
specialisation in one area which leads to a speci�c discussion about that particular
area. For example, if the subject of study wasauthoring systems,it would concentrate
mainly on these,writing from the point of view of, say, a Human Computer Interaction
(HCI) researcher. A histogram of what might be covered would be that as shown in
�gure 3.1.
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Figure 3.1: Histogram depicting possible research depth in one speci�c area.

Trust, however, is all-pervading, as has already been discussed.What this thesis
does is provide a wide-ranging overview of the subject of study, trust, with certain
aspects of that subject covered more deeply than others. It is possible to split the
subject of study acrossthe various research boundaries,showing that the work covers
a large amount of ground, with somesubjects covered more extensively than others.

4For reviews of trust, seeespecially Golembiewski and McConkie's 1975 work, also the collection
of essays in Gambetta, 1990. Mentions of trust abound in much of the literature pertaining to
cooperation also, some of which are mentioned in this chapter.
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Taking the �elds of social psychology, sociology, philosophy, Game Theory and DAI
for example, the area covered would be as shown in �gure 3.2.
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Figure 3.2: Histogram depicting possible research depth acrossseveral areas.

In the �rst example (�gure 3.1), one subject has been addressedvery deeply,
perhaps touching on a few others. In the second (�gure 3.2), a large number of
subjects have been addressed,some more deeply than others. What is important
for a thesis is not the depth, but the area covered by these histograms. Trust is
unquestionably a multi-discipli nary subject. Thus, for trust, delving only into social
psychology, for example, would be informativ e as regards what social psychologists
think about trust, but would su�er from not showing a picture of trust as it really
is. The concept of trust needsto be studied in this cross-disciplinary fashion. As a
result, this chapter is at sometimes deeper than others, where the particular aspects
of trust deserve it (from the point of view of the work as a whole). At the end of the
�rst part of the chapter, there will have been presented a thorough overview of many
of the contemporary views of trust.

The secondpart of the chapter amalgamatestheseviews, determining similarities
and di�erences between them, critically analysing their contribution to the general
understanding of trust. In addition, other aspects of trust are presented, and the
literature as a whole is discussed,particularly with respect to how it touches on the
remainder of this thesis. For example, discussionsof trust as an aid to the reduction
of complexity, and trust as a commodit y are presented. The aim of this section of the
chapter will be fourfold:

� To con�rm the existenceof many aspects of trust.

� To verify that there are many views of trust that are possibleor imagined, but
that most of these views see trust as a major aspect of society and societal
existence.

� To provide a deeper understanding of the place trust holds in society today, in
terms of its importance, and its sometimesinvisible presence.
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� To show that, despite common agreement as to the nature of trust and its
importance, adequatede�nitions and conceptualisationsare rare, vague,and not
particularly useful, either in terms of understanding the concept or providing
the bene�ts of that understanding to �elds such as DAI.

This thesis is about trust, but it approaches the subject from a relatively novel
angle. Firstly , it shows that, at present, although similarities between �elds and
de�nitions exist, there is an inherent vaguenessabout discussionsof trust. Secondly,
it attempts to clear away this vaguenessby the use of particular tools which are
available. In terms of the thesis, the tools of use are DAI as a modelling tool, and
mathematics for the formalism. In addition to DAI being usedasa tool for modelling,
the thesis proposesthat trust is of use to DAI as a �eld which is inherently social.

The �nal part of this chapter presents a discussionof the tools that can be usedin
order to attain a deeper understanding of trust. Firstly , it discussesthe work of the
mathematician GeorgeDavid Birkho� in aestheticsand ethics, showing that what is
proposedin this thesis is not a new idea, as far as attempts to formalise `emotional'
conceptsgo, and that, although Birkho� 's models were simple, they had an intuitiv e
appeal to them. Taking the formalism developed in this thesis, the sameapplies. As
Birkho� states:

\I make no apologiesfor the simple character of the ideasinvolved, sinceit
is inevitable that the initial results obtained be rudimentary. As possibly
suggestive in this connection, it may be recalled that the �rst classi�ca-
tion of matter as solid, liquid, or gaseousprovided a crude trifurcation of
nature, which ultimately led to the mathematical theoriesof elasticity and
hydro-dynamics."

Birkho�, 1956,page2200.

In other words, what starts out as a simple intuitiv e formalism will undoubtedly
enhance our understanding of the concept, and may eventually , when built upon
(if necessary)becomethe bedrock for the complete understanding and use of that
concept. This thesis claims that the formalism for trust will provide a basis for the
better understanding of trust.

The chapter goes on to critically analyse the research areasthat have so far at-
tempted to discusstrust, and to present discussionsof the possibletools that we have
for its formalisation and experimentation. For example,sociology haspresented many
discussionsof trust, as has social psychology, but these fail from lack of concreteness.
With the relatively new sciencesof Arti�cial Life (AL) and DAI, we are given the
possibility to attempt such discussionsfrom new, exciting points of view. As will be
shown below, however, AL proves limited, at least with respect to trust, whilst DAI
does not.

The following chapters aim to present a view of trust in a formal sense. 5 They, to
a large extent, speak for themselves, and justify their own approach, when combined
with the methodology discussedin chapter 2. The use of DAI, however, needsmore

5The use of the word `formal' may upset some. What is presented in the following chapters is,
however, undoubtedly more formal that anything yet presented with regard to trust.
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explanation. Thus far, the �eld is relatively youthful and vigorous, with much of
its potential still to be discovered. It has been acknowledged, however, that DAI is
a useful tool for modelling societies and aspects of those societies (Bond & Gasser,
1988), and lately, such research has been carried out with promising results (see,for
example Drogoul and Ferber, 1992). The thesis extends it further, however, since we
use DAI as a tool for examining the formalism we present, and commenting on its
performancein implementation (seechapter 7).

The conclusion is that DAI is an excellent tool for the task of experimenting with
implementations of trusting agents, due to its underlying socialit y and 
exibili ty. On
its own, trust asa �eld of study remainsvague. Allied to maths to provide a formalism,
it becomesunderstandable,and a seriousobject of discussion. With DAI to implement
the formalism, it can be tested further to provide seriousanswers to serious`what if '
questions. In this respect, DAI is an excellent research tool, not only for trust, but also
for other social phenomenasuch as moralit y 6 and ethics. DAI, on the other hand,
is a thriving �eld of study which appears to have no need for an understanding of
trust. The thesis arguesthat this is not the case,that DAI will bene�t greatly from
the implementation of trusting agents, since they will be more robust, less prone to
errors of judgement, and consequently more e�cien t.

3.2 Part One | Insigh ts in to Trust

The literature available on trust is substantial, and there are someresearchers whose
work is of particular note, for di�ering reasons.The main thrust of work on trust in
the past has comefrom three main areas,those of sociology, (social) psychology, and
philosophy. Within thesethree spheres,someresearch e�orts stand out in particular.
These have been carried out by Morton Deutsch, Niklas Luhmann, Bernard Barber
and Diego Gambetta. These researchers have done much to illuminate the problems
associated with trust, and have published signi�can t work in the area. Indeed, Luh-
mann and Barber in the sociological �eld have done much to solidify the conceptions
of trust used in this thesis, as has Deutsch for his part in psychology. Bearing this
in mind, it is useful to present their �ndings and propositions as independent units,
with the aim of following their ideas through, before proceedingto more generalpre-
sentations. The next few sections,then, present the thinking of theseresearchers.

3.2.1 Morton Deutsc h

Perhaps the most popular and widely acceptedde�nition of trust is that of Deutsch
(1962), which states that:

(a) the individual is confronted with an ambiguous path, a path that can
lead to an event perceived to be bene�cial (Va + ) or to an event perceived
to be harmful (Va � );

(b) he perceives that the occurrence of Va + or Va� is contingent on the
behaviour of another person;and

6Embedding moralit y into simple agents is, in fact, what Danielson has done (Danielson, 1990;
Danielson, 1992b; Danielson, 1992a).
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(c) he perceives the strength of Va � to be greater than the strength of
Va+ .

If he choosesto take an ambiguous path with such properties, I shall say
he makesa trusting choice; if he choosesnot to take the path, he makesa
distrustful choice.

(Deutsch, 1962,page303)

The use of the word `perceives' many times in this de�nition implies that trust
is a subjective, or agent-centred notion, one in which the choices that are made are
basedon subjective views of the world. This is of importance in the discussionsand
formalism to follow, and alsoaccounts for much of what hasbeensaid earlier in terms
of there being many views of trust.

If trust is based on individual perception, it is likely that in any one situation,
di�eren t agents will seethe situation di�eren tly . Consider, for example,a crime which
several witnessesobserve. Each witness will seethings di�eren tly , noticing di�eren t
details, and possibly wildly incorrect featuresabout the happening. Thesedi�erences
comeout in questioning later (De�en bacher, 1991). The casewith trust is similar, in
that di�eren t agent's perceptionsare di�eren t, thus, their estimate of costs(Va � ) and
bene�ts (Va + ) will be di�eren t.

A second observation that can be made also concerns costs and bene�ts. The
fact that they are mentioned at all is of importance | Deutsch is suggestingthat
trusting decisions are based on some form of cost/bene�t analysis (Shapiro et al.,
1992; Dasgupta & Pearce, 1972), and in fact, this assumption is carried through
by many other de�nitions of trust, in one form or another (Shapiro et al., 1992;
Golembiewski & McConkie, 1975). When we consider cooperation, the idea of cost
and bene�ts becomesmore important (Williams, 1990). There is, however, a problem,
in that determining the costsand bene�ts of each individual outcomeof a situation is
inherently time-consuming; \One could spend hours analysing the costsand bene�ts
of each situation in order to derive the maximum bene�t from it. However, time is
valuable too, and clearly the sensibleapproach to this problem of processinglimits is
to develop a scheme in which extensive intellectual work is only done under certain
circumstances" (Good, 1990,page42). Trust allows such limits to be addressed,as it
allows the truster to assumethat certain things are `asgiven,' thus plans do not need
to be made to allow for particular circumstances.This is what Luhmann meanswhen
he states that without trust we would not get out of bed in the morning (Luhmann,
1979). The environment is so complex that we have to trust in certain things in
order to reducethat complexity. 7 Thus, when determining the costsand bene�ts of a
particular route from a situation, certain assumptionscan be taken `on trust,' to risk
a somewhattautological explanation. 8

7The reduction of complexity is discussedfurther below.
8An explanation which illustrates the dichotomy discussedearlier | we determine levels of trust

using such mechanisms, which may themselves refer to `black and white' trust.
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T yp es of Trust

Many de�nitions of trust stem from Deutsch's work on the subject. His 1973 book
expands the de�nition further, and presents clari�cations, eventually arriving at the
de�nition of trust as con�dence, which is con�dence that one will �nd what is desired
from another, rather than what is feared (page 148). The notion of con�dence crops
up in much of the psychological discussionsof trust, so,Scanzoni(1979) de�nes trust
as \[an] Actor's willingness to arrange and reposehis or her activities on [an] Other
becauseof con�dence that [the] Other will provide expected grati�cations" (page78).
According to Rempel and Holmes(1986), it is \the degreeof con�dence you feel when
you think about a relationship."

Much of the literature available refersto the idea of trust being con�dence in some
aspect or other of a relationship. Deutsch, however, presents many other aspects of
trust in his 1973work. To do so, he usesthe story of The Lady or the Tiger. Brie
y ,
the story is that a Princesshasa suitor, who is discoveredby the King. Unfortunately,
the King is displeased,and so the suitor is thrown into a pit with two exits. Behind
one exit is a ferocious tiger, behind the other a beautiful lady (presumably in lieu of
the Princess). The young man is about to make a choice, when he notices the Princess
pointing subtly to one of the doors. He immediately choosesthat door. The reader
is left to imagine the results. Does the Princesswish to seeher love survive, even if
he is in the arms of another woman, or would sherather sendhim to his death, given
that choice?

Deutsch suggeststhat another question is as valid. Why does the suitor immedi-
ately choosethe door the Princess points to? What doubts may he have about her
intentions? This in itself leads to a question which Deutsch arguesis central to trust
| under which circumstancesis one prepared to make a decision where the potential
negative consequencesoutweigh the potential positive consequences?9 Deutsch pro-
ceedsto suggestseveral di�eren t circumstanceswhere such a choice could be made
(seealso Golembiewski and McConkie (1975)):

1. Trust as despair. This occurswhen the negative consequencesof not trusting,
or of staying in the present situation, are sogreat or socertain that the trusting
choice is made out of despair. For the suitor, then, staying in the present
situation meanscertain death by execution, so choosing a door is the lesserof
two evils.

2. Trust as social conformit y. In many situations, trust is expected, and viola-
tions lead to severesanctions. 10 The suitor will choosethe door becausehe may
end up socially ostracised or labelled a coward. I might lend a friend money
even when I know the chancesof repayment are slim, simply becausethere is
no socially acceptable reasonfor refusing. Lack of trust may well destroy the

9Indeed, it makes little di�erence which exit the Princess points to if the suitor does not know
what the signal means | `don't go that way,' or `do go that way' can both be signalled the sameway.
The suitor makes his own decisions about this, and indeed makes his �nal decision regardless. The
intentions of the Princess are unimp ortant | what is important is the information the suitor deduces
from the signal and his subsequent decision.

10 Note that the converse is less true | credulit y, or blind trust, is often seen as a problem in
individu als (Dasgupta, 1990), but is not generally subject to sanctions.
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friendship. This may be one reasonwhy credulity is more morally acceptable
than distrustfulness (Hartmann, 1932).

3. Trust as inno cence. The choice of a courseof action may be madeupon little
understanding of the dangers inherent in the choice. This innocence may be
rooted in lack of information, cognitive immaturit y, or cognitive defect (patho-
logical trust).

4. Trust as impulsiv eness. Inappropriate weight may be given to the future
consequencesof a trusting choice. CompareAxelrod's `shadow of the future' here
(Axelrod, 1984) which refers to the samething in a di�eren t vein | behaviour
in the present in terms of cooperation or defection in a Prisoners' Dilemma is
weighted by the shadow of the future | how the agent expects to be treated in
the future as a result of his actions in the present.

5. Trust as virtue. \Co operative action and friendly social relations are predi-
cated upon mutual trust and trust worthiness" (Deutsch, 1973,page147). Thus
trust is naturally considereda virtue in social life. Seealso the quotes at the
start of this chapter | onceit is realisedthat trust is indeed of such importance
for society, its status as a virtue can only increase.

6. Trust as masochism. The suitor may chooseto open the door expecting the
tiger rather than the lady since pain and unful�lled trust may be preferable
to pleasure. Since people tend to try to con�rm prior expectations (Rempel &
Holmes, 1986;Boon & Holmes, 1991), they will trust negatively, and generally
�nd their expectations satis�ed.

7. Trust as faith. The suitor may have faith in `the gods' such that he has no
doubt that the lady is behind the door, or he may havefaith in preordainedpaths
which mean that whatever awaits is fated and thus to be welcomed. Having
faith to a large extent removesthe negative consequencesof a trusting decision
(Deutsch, 1973).

8. Risk-taking or gambling. If the potential gains of winning (the lady) are
subjectively far greater than the potential lossesfrom losing (meeting the tiger),
even should the risk be great, the gambling suitor would be prepared to take
that risk | life may not be worth living without the lady in any case,and sothe
risk is worth taking. It should be noted, though, that theseestimatesof chances
and magnitudes of lossesor gains are subjective, and thus somegamblers may
take ill-advised risks, acting asthough they are gambling when, in fact, they are
trusting ill-advisedly.

9. Trust as con�dence. Here one trusts becauseone has con�dence one will
�nd what is desired rather than what is feared. When Deustch usesthe word
fear here, he is implying that in order to trust, one must �rst take a risk. This
analysisis agreedwith by many of the researchers in this �eld, for exampleBoon
and Holmes (1988) and Coleman (1990).

Of these nine, Deutsch concentrates on the last, trust as con�dence. Trust is, then
\strongly linked to con�dence in, and overall optimism about, desirableevents taking
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place" (Golembiewski & McConkie, 1975,page133). Thus, the truster always hopes
for the desirableoutcome, whilst taking the risk that the undesirablewill comeabout
(Boon & Holmes, 1991). Clearly, with Deustch's de�nition, this is sensible, since
the negative consequencesoutweigh the positive, and so one would not enter into
the relationship unless one was hopeful (but seepoint 6 above). Luhmann (1990)
suggeststhat \T rust is only required if a bad outcome would make you regret your
action." (page 98). This seemsat �rst sight to mean the samething, but with deeper
thought, suggestssmall di�erences in the two approaches | something which made
you regret trusting in the �rst place is not necessarilymore costly than it could have
been bene�cial. In addition, Golembiewski and McConkie (1975) state that \the loss
or pain attendant to unful�llmen t of the trust is sometimesseenas greater than the
reward or pleasure deriving from ful�lled trust" (page 133, my emphasis). Clearly,
Deutsch's statement that costs are greater than bene�ts to be gained is too strict in
this case,and also in Luhmann's. The formalism presented in chapter 4 takes the
view that the potential costsare not necessarily greater than the potential bene�ts.

Deutsc h's Hyp otheses

Having presented a de�nition of trust, Deutsch suggestssome basic assumptions,
rooted in psychology, which trusting humans would appear to obey, followed by a
set of hypotheseswhich he aims to prove or disprove with practical experiments. A
selection of the assumptionsare as follows: 11

1. Individuals tend to behave promotively toward things that are perceived of pos-
itiv e utilit y for them, and contriently towards negatively perceived things (per-
sons,events, and aspects of themselves).

2. The potency of this tendency is related to:

(a) strength of utilit y perceived;

(b) perceived increase(decrease)in likelihood of event if the person acts pro-
motively (contriently) to it;

(c) perceived probabilit y of event after such promotive (contrient) behaviour;

(d) intrinsic utilities of activities involved in promotive (contrient) behaviour;

(e) perceived immediacy of event's occurrence;

3. People(and here, we include agents) are in their own ways `psychological theo-
rists' and tend to make assumptionssuch as the above about others.

As far as intelligent agency is concerned, these basic assumptions hold true, since
agents should be rational. The rational agent will, for example, act to increaseex-
pected utilit y (Simon, 1955;Preston, 1961; von Martial, 1992) and to survive in the
world (Hobbes, 1946) thus obeying assumption 2. Assumption 3, concerning the as-
sumptions agents make of others, is perhaps more interesting in that it involves the

11 We do not include all of Deutsch's assumptions since someare not applicable here. The interested
reader is referred to Deutsch's own work, particularly The Resolution of Con
ict , 1973, chapters 7
and 8.
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agent making a model of another and the other's plans, and about the world. In
situated action, the agent behaves in a completely reactive manner, thus models are
not possible (Agre & Chapman, 1987;Chapman & Agre, 1987) and unnecessary. For
Hobbes, everyone was in a state of `war against all,' thus the only model that was to
be made concernedthe potential harm to be had from the actions of others (Hobbes,
1946,chapter 13, seealsoKavka, 1983). In more deliberative systems,a knowledgeof
others is much more important (von Martial, 1992), particularly where coordination
is required. Trust is one such model, or an aspect of a more detailed social model.

Deutsch presents 19 hypothesesrelating to trust, which he tests in more practical
psychological experiments. The thrust of thesehypothesesconcernshow the individual
is likely to behave in relation to others before and after a trusting decision. Someof
these hypothesesare relevant here, and are presented below. For the remainder,
the interested reader is referred to Deutsch, 1973, chapter 7. In the following, we
use Deutsch's notation, thus, an individual makes a trusting choice if, in a situation
where Va+ (positive valency/utilit y) is less than Va � (negative valency/utilit y), the
individual choosesan ambiguous path (see above). Deutsch's basic hypothesis is
related to expected utilit y theory (seeSimon (1955)):

Hyp othesis 1: \Giv en that Va � is stronger than Va + , a trusting choicewill occur
if: Va+ � S.P.+ > Va� � S.P. � + K." Where:

S.P.+ is the subjective probabilit y of attaining Va + , and S.P. � to that of attaining
Va� . K is a constant which Deutsch calls the `security level' for the individual , and
which di�ers between individual s. Thus, an agent will trust when he perceives that
the probabilit y of being let down by the trustee is small enoughthat the likelihood is
he will bene�t. The things that e�ect the subjective probabilities are numerous,and
include past experiencesin similar situations, the experiencesof known others, and
their opinions, and con�dence in the abilit y to in
uence the outcome of the situation.

This hypothesis treats the positive and the negative aspects of a situation as
linked, thus when S.P. + is high, S.P. � will be low. There are situations when both
good and bad things can occur with equal likelihood, however, and Deutsch suggests
that, if that were the case,a trusting choice would not be made. In a situation where
temporal considerations are necessary, however, the subjective probabilit y is not all
that is considered:

Hyp othesis 2: \The more remote in time the possible occurrence of Va � as
comparedwith that of Va + , the more likely it is that a trusting choice will be made."
(page 153). Thus, immediate gains are likely to be sought after, even when the costs
of the future are known | people smoke now, since they enjoy it, in the knowledge
that it may adversely a�ect their future life. The future is `discounted' with respect
to the present (Pearce& Turner, 1990).

Hyp othesis 3 concerns the seeking of evidence for what decisions have been
made. The suggestion is that once a choice has been made, the truster will tend
to seek evidence in favour of this choice (Good, 1990), and that the more di�cult
the choice was to start with, the more evidence is sought. Note that this is not
entirely rational, since the evidence which is sought is con�rmational evidence, not
objective evidence. Since it is sought, it will be found, generally speaking, possibly
even where none exists; so, in a romantic relationship, one partner may read into the
other's actions something which is not there | \he's just buying me 
o wers because
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he wants to go to the pub with his mates tonight," for example (see Rempel and
Holmes, 1986). Such a `vicious circle' e�ect is doubly di�cult to escape following a
breach of trust, even if the partner is truly repentant (Rempel & Holmes, 1986).

Hyp otheses 4 to 7 are concerneddirectly with the intentions of agents, and are
thus of interest here. For example, it is of use to know the intentions of another (or
at least to be able to estimate them) when entering into a relationship with them
which might be detrimental or bene�cial to oneself. Hyp othesis 4 states that \The
stronger a perceived motivation underlying a given intention, the more reliable it will
be perceived as being" (Deutsch, 1973,page155). Hyp othesis 5 takes this further,
stating that \The stronger a person's commitment to his intention is perceived to
be, the more reliable it will be perceived to be." (page 155). Commitment, here,
refers to the \desire to avoid not doing what one intends." There are many sourcesof
intention with regard to actions, someof which are an altruistic or malevolent inten-
tion, an exchange intention (where something is wanted from the other person), and
a conscience-directedintention, where the desire is to obtain approval. Some inten-
tions cannot be satis�ed without producing the actual behaviour (e.g., the altruistic
or malevolent) whilst others do not have to be carried through, and can be accom-
plished by other means. Thus, Hyp othesis 6 states, somewhat loosely, that \When
an intention must persist over time, through changing circumstances,an individual
is likely to perceive another's intention as more reliable if the sourceof the intention
cannot be satis�ed by means other than the production of the intended behaviour
than if it can be satis�ed otherwise" (page 157). In other words, the means to the
end are important as far as intentions are concerned.

Hyp othesis 7 is concernedwith the focus of an intention. Thus, a person may
have asthe focus of an intention the e�ect that his behaviour producesin the trusting
person,or his own conscientiousnessor his own behaviour. Thus, \An intention that
is perceived to be focused upon producing certain e�ects in another person will be
perceived as being more likely to result in such e�ects than if the intention is focused
elsewhere"(page 157). This hypothesis, in other words, states that when we wish to
be trusted, our focus is on producing trusting behaviour from those we wish to trust
us. If this is the case,we are likely to be trust worthy. If the desiredend is to go to the
pub with our mates, however, the focus is not on the truster, and we, as the trustee,
are likely to be perceived as lessreliable.

3.2.2 Niklas Luhmann

The Reduction of Complexit y

Niklas Luhmann's seminal work Trust and Power, was �rst published in German in
two parts in 1973 (Vertauen) and 1975 (Macht). It was �rst published in English
in 1979. Luhmann's approach to trust is sociological, as opposedto Deutsch's more
psychological, practical approach (particularly using the Prisoners' Dilemma). Luh-
mann's main thesis is that trust is a meansfor reducing the complexity of society. He
seesit as a \basic fact of human life" (page 4). The complexity of the world is, for
Luhmann, a distinct problem for those agents who attempt to align themselves with
it, or to adapt to it | \The only problem that doesarise is the relation of the world
as a whole to individual identities within it, and this problem expressesitself as that
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of the increasein complexity in spaceand time, manifested as the unimaginable su-
perabundanceof its realities and its possibiliti es." Thus, for the individual within this
system, it presents itself as of a complexity so unimaginable as to inhibit adaptation.
And yet, adaptation happens (Holland, 1975). There are reasonsand methods for
this. The basic method, which is accomplishedby many di�eren t means,is to reduce
the complexity of the environment to such an extent that adaptation can take place
(Luhmann, 1979).

In simpler mechanisms, the organism \lo cates itself in a selectively constituted
`environment' and will disintegrate in the caseof disjunction between environment
and `world'." (Luhmann, 1979,page 6). For human beings, however, the caseis not
so simple, since they have the knowledge and capacity to select their environment,
perceiving themselves as being able to make decisions which change their environ-
ment, a�ecting self-preservation and other aspects of their life. An important aspect
of this is the interactions with others who are similarly acting to select their environ-
ment, possibly a�ecting our own (Good, 1990). Thus society lends its own problems
to increasethe complexity of the everyday world. And so, \further increasesin com-
plexity call for new mechanisms for the reduction of complexity" (Luhmann, 1979,
page7). There are meansof doing this, from Hobbes'sultimate political authorit y to
utilit y theory. The point is, Luhmann suggests,that \in conditions of increasingsocial
complexity man can and must develop more e�ectiv e ways of reducing complexity"
(ibid., page 7). Moreover, \Where there is trust there are increasedpossibilities for
experienceand action, there is an increasein the complexity of the social systemand
also in the number of possibilities which can be reconciled with its structure, because
trust constitutes a more e�ectiv e form [than, for example,utilit y theory] of complexity
reduction." (ibid., page 8). Thus, trust is a meansof reducing complexity, which is
stable, socially acceptable,and e�ectiv e.

Risk

In commonwith the majorit y of others researching trust, Luhmann seesit asa means
of handling risk: \It becomesever more typical and understandable that decisions
cannot avoid risk. Such awarenessof risk | the risks of technological development
or of investment, of marriage or of prolonged education | is now a very familiar
aspect of everyday life." (Luhmann, 1990,page 96). Indeed, \T rust : : : presupposes
a situation of risk." (ibid., page97).

Does this acceptanceof the inevitabilit y of risk weaken the concept of trusting
at all? Luhmann, and others, argue that it does not, rather the acceptanceof risk
and the means,via trust, to cope with and assimilate it into the decisionswe make,
enablesus to exist in the complex society which is around us. Without an acceptance
of risk, and a means of handling that risk, we would be unable to face life, partly
becauseit is too complex, partly becausethe risk of getting out of bed in the morning
would be too great (Luhmann, 1979). Less friv olously perhaps, a knowledge of risk
and its implications allows us to make plans for the future which take the risks into
account, and thus make extensionsto those plans which should succeedin the faceof
problemsor perhapsunforseenevents. Unfortunately, it is often di�cult to predict the
magnitude of these events, and risk analysis remains a problematic area (Zeckhauser
& Viscusi, 1990).



CHAPTER 3. TRUST 33

Social Psyc hology and Sociology

As Luhmann (1979) points out, \Social psychology : : : constantly attempts to reduce
the social sphereto individual personality variables, which is why it is in no position
to account for thesefacts [why trusting choicesare made]very clearly. One of the �rst
lessonsof a theory of social systemsis that very di�eren t personality systemscan be
functionally equivalent in social systems,sothat social systemsmay to a certain extent
be free from the personality processesof individuals." (page 9, note 15). Both social
systemsand personality variables are of importance. Trust is a social phenomenon
(one trusts oneself,but onealso trusts others). Indeed, if trust is in fact a method for
coping with the freedom of others (Luhmann, 1979; Dunn, 1984;Gambetta, 1990a),
then it cannot be anything but social. Trust, then, does not operate merely on a
personal level, but alsoon a social level. Without both levels, we do not seethe whole
picture.

In fairness,Luhmann is guilt y of ignoring the bene�ts of social psychology some-
what. In fact, it appears that, at the level of the individual, trust is one thing, but
viewed at the level of society, as an emergent property of a properly behaving society,
it is quite another, appearing to obey certain rules. It does, in fact, obey these rules
(Luhmann, 1979), but since the society is made up of individuals, if every individual
chose to change those rules, they would change. Thus, again, you cannot have one
(social aspect) without the other (individual behavioural tendencies). The pathologi-
cal behaviour of a single individual will hardly (most of the time) a�ect society, as far
as trust in concerned,but trust neverthelessfunctions at the individual level. And so,
individual personality traits a�ect it. Taking trust at the social level and formalising
it, as we have done in this work, allows us to embed that trust in individuals (here,
rational agents) and observe it, both at the individual level and at the social, collective
level.

In summary, trust within society is an emergent property of the interactions of
trusting individuals in that society. Studying the phenomenonat either level whilst
ignoring the other leads to the inevitable lossof understanding of trust as a personal
and a social concept.

3.2.3 Bernard Barb er

Bernard Barber, dissatis�ed with the looseusageof the word `trust' in many walks
of life, set about attempting to solidify and de�ne the concept in his 1983work, The
Logic and Limits of Trust. In fact, this work concentrated on two aspects, �rstly , an
attempt to clarify the concept of trust, and secondly, an analysis of American society,
with the initial question of whether or not it was a trustless, or distrustful, society.
We are concernedwith the former aspect here.

Barber's view of trust, as Luhmann's, is inherently sociological, and both in fact
have roots in the work of Talcott Parsons (see for example Parsons, 1970). They
are, then, functional accounts of the workings of particular aspects of society. For
Luhmann, one of the functions of trust is to reduce the complexity inherent in the
environment, thus allowing existence in, and adaptation to, that environment, pre-
serving a functioning which is \b oth di�eren t from and in somerespects more stable
than its environment." (Parsons, 1970). Barber builds on both Parson's and Luh-
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mann's work (although confessinghe had not read Luhmann's work until he waswell
into his own formulation). As a sociologist, Barber leans towards Luhmann and away
from Deutsch in viewing trust \predominantly as a phenomenonof social structural
and cultural variables and not : : : as a function of individual personality variables"
(Barber, 1983,page5).

Barber's view of trust is that it is an aspect of all social relationships. Moreover,
it implies someform of expectation about the future (seeBarber, 1983, page 7. See
alsochapter 2 of Luhmann, 1979). Theseexpectations are for the most part basedon
relationships and social systemsin the world, and Barber presents three that \in volve
someof the fundamental meaningsof trust" (Barber, 1983,page9). These are:

1. expectation of the persistenceand ful�llmen t of the natural and moral social
orders.

2. expectation of \tec hnically competent role performance" from thosewe interact
with in social relationships and systems;

3. expectation that partners in interaction will \carry out their �duciary obligations
and responsibiliti es, that is, their duties in certain situations to place others'
interests before their own."

When we consider that Barber's analysis is slanted towards examining the society in
America, i.e., the social systemsof, for example, government and the learned profes-
sions, these expectations becomemore sensible than if we consider trust in roman-
tic relationships or friendships (see Rempel, Holmes and Zanna, 1985, Rempel and
Holmes, 1986, Boon and Holmes, 1991). Thus, we expect professionalsto behave in
a responsible fashion towards us, neither `blinding us with science'nor attempting to
`pull the wool over our eyes.' However, in a generalsense,trust is an expectation that
the natural, physical and biological order will contin ue to hold true (Barber, 1983,
page9). In a morespeci�c sense,Barber asserts,trust is alsoplacedin the moral social
order. It is this which Luhmann refersto when hestatesthat it is a basicfact of human
life, and it is this that Bok (1978) says society will collapse without. It is this that
is of relevance here. Of interest here is Gar�nk el's work in the area, which involved
somedisturbingly e�ectiv e experiments regarding the moral social order (Gar�nk el,
1963).

As well as the moral social order, Barber suggeststhat there are two more speci�c
typesof trust. The �rst is the expectation of a technically competent role performance,
thus we trust our doctors to perform operations well, or we trust those we elect
to govern the country in a sensible and e�cien t manner. The second type is the
expectation of a �duciary obligation and responsibilit y being ful�lled. That is, for
those members of society who have moral obligations and responsibili ties (to put the
interests of others before their own), we expect that this will be done. The two are
di�eren t, since although we can monitor the competenceof those in most professions
(by their results, if nothing else),we are frequently in a position where we know much
less than they about what they are doing, and thus must trust them not to use this
power against us, but for us, with our well-being in mind. 12

12 To that end, professional societies and the law can come in handy | seesections 4.7.5, 5.3 and
8.5, seealso below in this chapter, particularl y section 3.3.3.
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The question as to whether trust can be transferred or generalisedacrossrelation-
ships and between systemsis addressedby Barber, who states that \It should be an
axiom of social analysis that actors who perform competently or show great �duciary
responsibilit y in onesocial relationship or organisation may not necessarilybe trusted
in others: : : Trust cannot necessarilybe generalized." (Barber, 1983,pages17{18). In
this work, however, we have ventured to suggestonemethod, not for generalisingover
systems,but between relationships, such that, in the samesituation, the sameactor
can be trusted, to someextent, dependent on his behaviour towards others. Clearly,
a doctor builds a reputation basedon his competenceand �duciary responsibiliti es.
This reputation is generalisableto other patients, but not necessarilyto other roles
(e.g., as a family man). Seechapter 6 for a discussionof this.

Trust, then, according to Barber, has three meanings, one very general (trust
in the moral social order) and two more speci�c (technical and �duciary). At any
time, we may place all three in one person. The functions of trust, therefore, include
the provision of a social ordering, \pro viding cognitive and moral expectational maps
for actors and systems as they contin uously interact." (ibid, page 19). This is of
importance for agents in DAI | seebelow. Another function of trust, Barber asserts,
is social control, speci�cally with regard to technical and �duciary trust. For this,
Barber states that social control has a positive, rather than the usually understood
negative, meaning | \the mechanism for providing the necessarymeans and goals
for the achievement of social system requirements" (ibid). For this to work, power is
necessary, and in order to place power in the hands of, for example, the government,
trust is necessary(Dasgupta, 1990). \Th us the granting of trust makes powerful
social control possible. On the other hand, the acceptance and ful�llmen t of this trust
forestalls abusesby those to whom power is granted" (Barber, 1983, page 20). At
least, in theory; as Dasgupta notes, in order to trust those in power, it is necessary
to believe that they can be removed from power (Dasgupta, 1990), through the ballot
box or otherwise. The withdra wal of trust is sometimesapt to be violent, another
indication of its importance.

3.2.4 Diego Gam betta

Diego Gambetta's collection of works under the title Trust (Gambetta, 1990c)gathers
together the thoughts of many diverseareas,from biology to economics.Of particular
interest in this section is the �nal chapter of that collection, by Gambetta himself,
Can we Trust Trust? In it, he presents a view of trust similar to that in the formalism
presented in the following chapters. (The paper was found someway into the work
documented here, but the similarities are often striking.) It is reviewed here for two
main reasons:

� It presents a view of trust which, although from a di�eren t viewpoint than that
presented here, echoes much of the views presented in this work as regards the
workings of trust. It is thus of major interest both due to thesesimilarities and
becauseof its di�eren t viewpoint.

� It summarisesa volume, edited by Gambetta (Gambetta, 1990)whosethemewas
trust. It is thus of great applicabili ty to this work, and is a major contribution
to the trust literature.
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Gambetta's view of trust, seenfrom the viewpoint of an amalgamation of di�er-
ing viewpoints, much as in the present work, is similar to the present work in many
important ways. The most important similarit y concernsthe use of values. As dis-
cussedin chapter 2, the use of explicit values for trust can be seenas something of a
problem, particularly since trust is subjective enough that the samevalue may mean
di�eren t levelsof trust for di�eren t agents. However, the use of values does allow us
to talk succinctly and precisely about speci�c circumstances in trusting behaviour.
In addition, it allows the straightforward implementation of a formalism. Gambetta
usesvaluesin the range0 to 1. In other words, trust is a probabilit y, which he de�nes
as follows: \trust (or, symmetrically, distrust) 13 is a particular level of the subjective
probabilit y with which an agent assessesthat another agent or group of agents will
perform a particular action, both before he can monitor such action (or independentl y
of his capacity ever to be able to monitor it 14) and in a context in which it a�ects his
own action." (Gambetta, 1990a,page217).

As the �nal part of this de�nition suggests,trust is a meansof coping with the
freedom of others, and how this a�ects us (Luhmann, 1979; Dunn, 1990). In other
words, trusting a person meansthat the truster takes a chance that the trustee will
not behave in a way that is damaging to the truster, given that choice.

Gambetta's de�nition excludescertain aspects which are of importance to trust,
however, in that clearly it refers only to trusting relationships between agents, not,
for example, between agent and environment. It also excludes those agents whose
actions have no a�ect on the decision of the truster, despite trust being present. The
�rst circumstance is more problematic since we do have some form of trust in the
natural order of things (Barber, 1983; Luhmann, 1979). However, from the point
of view of the present work at least, this trust is simply implicitly assumed| that
walls don't move, or more practically that if an inanimate object is moved, it stays
where it is put, all other things being equal. The secondexclusion, of those whose
actions do not in
uence the decision, is lessof a problem, since, as trust is based in
the possible future actions of those the truster perceives will be able to a�ect him,
having trust in someonewho is not perceived to be able to a�ect the truster does
not a�ect the decision that is made. In other words, an agent may or may not trust
his bank managerto look after his money, but this has little e�ect on the decision to
trust his o�ce mate to post a letter for him. Di�eren t situations, such as the decision
to invest money, for example, would naturally concentrate on the agent's trust in his
bank manager.

Of course,there is always a risk involved in trusting (Luhmann, 1979;Luhmann,
1990), and thus people tend to try to remove the need to trust by establishing pre-
commitments, or constraints, on the truster and the trustee. In a discussionclosely
related to thosepresented later in this work on legal aspectsof trust, Gambetta states
that pre-commitments establish that we as trusters can also be trusted, thus we make
promises,sign contracts, and soforth. Ulysses,when he tied himself to the mast of his
ship, showed a lack of self-trust, but combatted this by committing himself. Because
he could not trust his sailors,he madesurethey could not hear the Sirens' songsor his

13 As Luhmann notes, trust and distrust are not merely opposites, but are functional equivalents of
each other (Luhmann, 1979; Luhmann, 1990).

14 This corresponds directly to the notion of �duciary trust for Barber, seeabove.
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orders to take him closerto the Sirens(Elster, 1979). Such a form of pre-commitment
is usually applied towards others, so that they may rely on, or trust, us. On a weaker
note, contracts and promises are made, not physically binding, but costly to renege
upon.

An interesting point in Gambetta's paper concerns competition. It is accepted
(for example, in economics,concerning monopolies) that there are times at which we
would say that cooperation was not a good thing, and would wish to discourageit.
One example is monopoly control in the businesssector, another is the control of
criminals | a cooperating society of robbers is quite undesirable, where cooperating
police forcesare unquestionably useful in this context. It seems,then, that we should
try to �nd \the optimal mixture of cooperation and competition rather than decid-
ing at which extreme to converge." (Gambetta, 1990a,page 215). With regard to
competition, even then, cooperation is of great importance, since, \Ev en to compete,
in a mutually non-destructive way, one needsat somelevel to trust one's competitors
to comply with certain rules." (ibid., page 215). As Gambetta notes, \there is a
di�erence betweenoutdoing one's rivals and doing them in" (ibid.), and inter-species
rivalry is considerably more inclined towards the former.

Despite the important insight of using valuesfor trust, Gambetta doesnot develop
the idea in any concrete fashion. He does mention contracts and how the law and
legal aspects will lessenthe need to rely on trust (pages 221{222; seealso chapter
8, section 8.5 in this work). In addition, the concept of a threshold is mentioned at
several points, and closely resembles the cooperation threshold discussedin chapter
4, often with signi�can t insight: \W e may have to trust blindly, not becausewe do
not or do not want to know how untrust worthy others are, but simply becausethe
alternativ es are worse." (page 223). This is a direct similarit y to Deutsch's view of
trust as despair (seeearlier in this chapter). Deutsch ignoresthis aspect of trust, but
Gambetta includes it not as a separate aspect, rather as a part of the whole which
is necessaryin order to get the `whole' picture of trust. In the present work, trust is
seenas somewherebetween the two | clearly, trust as con�dence (to use Deutsch's
de�nition) is a major aspect of proper functional trust, but the other, lessimportant
aspects allow an agent to behave in a reasonablemanner even when rationalit y fails.
It is this which trust as despair actually allows, and this is why Gambetta refers to it
in such a way.

The �nal part of Gambetta's paper concernswhether or not trust is a rational and
sensibleoption, i.e., whether we can trust trust, and correspondingly distrust distrust
| that \it canbe rewarding to behave as if wetrusted even in unpromising situations"
(page228). So that, given trusting behaviour, others will learn to cooperate, much as
in Axelrod's Prisoners' Dilemma tournaments, where Tit for Tat actually encouraged
cooperation. And even Tit for Tat neededat �rst to behave as if it trusted, so that it
cooperated on the �rst move. There are someconclusionsto present here:

� \I cannot will myself to believe that X is my friend, I can only believe that he
is." (page 231). In other words, trust cannot be brought about at will. Indeed,
the statement `trust me' does not work unlesstrust is present in the �rst place
(Boon & Holmes, 1991).
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� \if X detects instrumentalit y behind my manifestations of friendship, he is more
likely to reject me and, if anything, trust me even less" (page 231). This is
of particular importance in the formalism to be presented, and is similar to
Deutsch's idea of the focus of intention (seeearlier, also Deutsch, 1973). If the
workings of the formalism are known, deceit can becomeproblematic. Bearing
this in mind will help armour the trusting agent against such actions.

� Trust is of use in situations of ignorance. However, the seeking of evidence
in situations often a�ects the evidence itself (Boon & Holmes, 1991). Thus,
\While it is never that di�cult to �nd evidenceof untrust worthy behaviour, it
is virtually impossible to prove its mirror image." (Gambetta, 1990,page233).
In other words, once distrust has set in, it is particularly di�cult to know if
such distrust is justi�ed since such experiments will not be carried out. Trust
is capable of spiralling dramatically downwards (Golembiewski & McConkie,
1975). Conversely, however, it is capable of spiralling upwards, and being self-
reinforcing (ibid.).

Perhaps most importantly from the point of view of this work, and multi-agent
systems,Gambetta states that \sustained distrust can lead only to further distrust.
Trust, even if always misplaced, can never do worse than that, and the expectation
that it might do at least marginally better is therefore plausible." In other words, a
knowledge of the workings and usefulnessof trust can help arti�cial agents get along
better in the unpredictable world they exist within.

3.3 Part Tw o | Generalitie s of Trust

3.3.1 Risks, Costs, and Bene�ts

A decision to trust is a decision laced with risk (Rempel et al., 1985;Boon & Holmes,
1991; Luhmann, 1990). All of the literature on trust appears to agree with this
statement, to a greater or lesserextent. According to Boon and Holmes (1991), the
taking of risk is necessaryin ongoing relationships, both in order to con�rm the trust
that already exists, and to strengthen it, should the risk be justi�ed. On the other
hand, if the risk is not justi�ed and the other party `defects,'trust is reviseddownwards
dramatically. As Govier (1992) states, \T rust is often founded on evidence,but even
when our expectations are well grounded there is an element of risk in trust, a chance
that those whom we trust will not act as expected" (page 17). In Deutsch's example
of the Lady or the Tiger, the suitor takesthe risk that he will be killed, whilst trusting
the Princessto choosewhat shewill for him.

Despite its usefulnessin both human and arti�cial senses,trust remains a risky
proposition, and one which can be incorrectly placed: \Ho wever indispensable trust
may be asa device for coping with the freedomof others, it is a device with a perma-
nent and built-in possibility of failure" (Dunn, 1990,page81).

The estimation of that risk remains a problematic area (Zeckhauser & Viscusi,
1990), and frequently is virtually impossible. Boyle and Bonacich introduced a sim-
ple method for risk estimation in 1970, using the Prisoners' Dilemma matrix for an
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example. Given the matrix: 15

A

B

c d

c x
x

z
w

d w
z

y
y

Where w > x > y > z, the risk inherent in making a cooperative decision was
estimated by r = (y � z), contrasted with the possible gains from cooperation of
g = (x � y). The higher the risk, the less likely is cooperation. The temptation to
defect, t = (w � x) also plays a part here, so that the higher it is, the less likely
is cooperation, and since this is common knowledge, the less trust there is. Boyle
and Bonacich �nally suggestedan intuitiv e `caution index,' taken as

p
r �t
g . This is

becausewe can standardise r and t using g, giving caution as the geometric mean of
the two, since the motivation to cooperate increasesas g increases.They de�ne trust
as the \di�erence betweenPlayer's expectations of the probabilit y that the Opponent
will cooperate and the degree of cooperation implied by the caution index" (page
130). This is simplistic, but according to Boyle and Bonacich, is upheld by various
experimental simulations. So, the higher the caution index (the lower g), the less
likely the agent is to cooperate, or trust.

As useful as the Prisoners' Dilemma is, it is limited (seethe discussionon Game
Theory below, also chapter 7). Estimating a caution index in situations where ev-
erything of relevance is known or can be easily found is a fairly simple a�air. It is
much more di�cult to estimate risks under conditions of uncertainty, or even where
judgement is clouded, for example when the decision is a matter of life or death, or if
the risk is far into the future and is thus discounted (Pearce& Turner, 1990). From
Boyle and Bonacich, and indeed from much other literature, the risk can be said to
be intimately related to the amount of perceived costsand bene�ts in a situation |
the higher the potential costs, the higher the risk, with the amount of bene�t having
a more or lessequal e�ect on risk, so that, in a simple estimate, risk = costs/bene�ts
(Marsh, 1992).

Whatever the relationship between risks, costs,and bene�ts, the relationship be-
tweenrisk and trust is clear and acknowledged. The taking of the risk either reinforces
the trust that is there already if cooperation ensues,or if trust was not there before,
builds trust if cooperation ensues. If cooperation does not ensue, then the risk of
trusting is shown, and the trust decreasesaccordingly. If it was high initially , and
the risk of rejection was great, then rejection will causea large loss of trust (Boon &
Holmes,1991),which is particularly hard to rebuild since the truster will tend to look
for evidencewhich provesthat trust is not warranted (Good, 1990).

3.3.2 Con�dence, Familiarit y, and Faith

To someextent, this section presents a discussionof what trust is not. With respect
to con�dence, clearly trust and con�dence are particularly closely related in that they

15 Seeappendix A for clari�cation.
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are both expectations of things which can be disappointed. As Luhmann points out,
however, the di�erence betweenthe two is that trust presupposesan element of risk,
whereascon�dence doesnot (Luhmann, 1990). Nevertheless,trust and con�dence can
be routine behaviours. The distinction is more complex than this. In a situation of
con�dence, alternativ es are not considered| leaving the housewithout a gun every
morning is a sign of con�dence that the weapon will not be needed. If alternativ es
wereconsidered,however, and you still left unarmed, then the situation would become
oneof trust (Luhmann, 1990). The choice under con�dence may be disappointed, but
if trusting choicesare madeand disappointed, then the truster will regret the decision
to trust. This may be the case,but the truster should not be blamed for trusting,
rather the trustee should be blamed for renegingon that trust (Hertzberg, 1988). As
an example, leaving the housewithout a weapon and getting shot or mugged is not
our fault, even if we consideredthe situation. Relying on not getting mugged is our
fault, however, if we go into a rough area: \trust can only concern that which one
person can rightfully demand of another" (Herzberg, 1988, page 319), and since we
know the area is rough, we cannot demand anything of anyone.

3.3.3 Trust as a Commo dit y

Trust has been looked at from many angles,but a novel and important one is that of
Economics. As Dasgupta (1990) states; \T rust is central to all transactions and yet
economistsrarely discussthe notion." (page 49). From the point of view of entering
into transactionswith strangers,this statement is extremely pertinent. Questionssuch
as `is the good merchantable,' `is the dealer reputable, not 
y-b y-night,' `wherecan I
take it if it goeswrong,' and soon, have to be asked. A degreeof trust is necessaryto
enter into such transactions (except when there is no choice | as in trust as despair
(seeearlier)). Dasgupta notes that there are ways around having to trust too much,
notably the presenceof enforcing agenciesto ensureour safety asconsumers.In other
words, the incentiv es to be untrust worthy for the dealer must be large enough that
trust worthy behaviour is more likely than untrust worthy behaviour (and this is all we
can hope for). There are several points which Dasgupta raises:

1. Absenceof punishment meansthat the incentiv es to be trust worthy are absent.
Since this is common knowledge, no-onewill enter into transactions;

2. The threat of punishment must be credible, otherwise the threat does not ex-
ist. In other words, the enforcement agency(government, central or otherwise;
or professional institution, for example) must be trust worthy, and seen to be
trust worthy;

3. Following from 1 and 2, trust between personsand agenciesis interconnected.
So, if you losetrust in the enforcement agency, you will not enter into an agree-
ment. Likewise,you wil l lose trust in the enforcement agency(e.g., the govern-
ment) if it cannot be punished (voted out of power) itself;

4. You do not trust someoneto do something simply becausehe says he will do
it. This is an important point, implying that `blind trust' is ill-advised (and,
as we argue in the next chapter, not really trust at all). You trust becauseof
perceived dispositions, abilities, etc.
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5. Since you have to look at the dispositions of the trustee, it follows that when
you trust, or consider trust, you look at the world from the perspective of the
trustee when he has to comply with the agreement.

6. Trust has no measurableunits, but its value, its worthwhileness,can be mea-
sured. It is, thus, a commodit y, like information and knowledge.

7. Dasgupta takes trust to be \correct expectations about the actions of other
people that have a bearing on one'sown choice of action when that action must
be chosen before one can monitor the actions of those others." (page 51). It
is, in this sense,a way of dealing with the freedom of others (see especially
Luhmann (1979,1990)).

Much of what is stated here has been reinforced elsewhere. One point which is im-
portant is that of trust as a commodit y. Dasgupta is not alone in holding this view.
Baier (1986) sharesit, as is shown by the quote at the start of this chapter. Indeed,
trust is seenby many to be a common good, and a good which paradoxically decays
with misuse,and grows with use. The more trust we exercisein others, the more trust
is generated. If it is common knowledge that everyone is trusting and trust worthy,
trust itself is strengthened. The notion of trust being a common, or social good, is
an especially pertinent one, since it highlights many of the problems we may have in
discussingthe phenomenon. Becauseit is, by and large, invisible and accepted,any
attempt to `pin it down' is doomed to failure | there is always something missed.
Thus, previous attempts to de�ne trust, from within the narrow con�nes of speci�c
�elds of research, have failed to notice other aspectsof the phenomenon.Undoubtedly
this attempt will also fall somewhatshort of the mark, but as is mentioned elsewhere,
this is to be expected, and in any casethe formalism can be re�ned to take this into
account.

As Bok (1978) states, trust is a social good which has to be protected. Somewhat
paradoxically, the protection for trust appearsto be its use. Thus, the more we trust,
the stronger it becomes,and with it, the society which is built around it (Bok, 1978;
Baier, 1986;Yamamoto, 1990).

The notion of trust asa commodit y doeshave its problems,however; not being able
to measuretrust in units is in itself an obstacle to our understanding of it. However,
we are able to measureits value, in terms of what bene�ts it brings to us. In the
following chapter, we present a view of trust asmeasurable| a persontrusts another
by a certain amount | there are no units, as Dasgupta states, and the interpretation
of the values is left to the reader. For the purposeof this thesis, however, the values
represent subjective probabilities of trust worthy behaviour on the part of the trustee.

3.3.4 Variable and `Absolute' Trust

Much of what has been discussedso far mentions, but inevitably glossesover, the
problem of values of trust. In the previous section, for example, we mention that
trust hasa value which hasno units, but can still be measuredin terms of such vague
notions as `worthwhileness' and `intrinsic value.' In other parts of this chapter and
thesis, we mention the idea of trust being an absolute medium | one either trusts,
or one does not.
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Rather than being problematic, this suggeststhat trust has certain threshold val-
ues, above which it is possible to say that something or someone`is trusted,' below
which it is possible to say that it `is not trusted.' As Gambetta notes, this threshold
is di�eren t not only for di�eren t people, but also for the same people in di�eren t
circumstances(Gambetta, 1990a. Seealso Marsh, 1992). Then again, not trusting
someoneis not the same as distrusting them (Marsh, 1992; Marsh, 1994b), and it
would be sensibleto assumethat there is also a negative threshold, above which one
could say that something or someone`was not trusted,' below which one could say
that they `were distrusted.' Figure 3.3 illustrates this.

Positive Threshold

Negative Threshold

Degrees of
trustedness

`trusted'

`distrusted'

Amount

of

Trust

in

Other

Figure 3.3: Positive and negative thresholds for trust.

3.3.5 Exp ectancies | Generalised Probabilities

Generalisedexpectations about others also tend to be suggestedas part of trust by
many, particularly Rotter, who states that trust is \a generalizedexpectancy held by
an individual that the word, promise, oral or written statement of another individual
or group can be relied on" (Rotter, 1980, page 1, seealso Rotter, 1967 and 1971).
Rempel et al. also touch on this when they de�ne trust as \a generalizedexpectation
related to the subjective probabilit y an individual assignsto the occurrenceof some
set of future events." (Rempel et al., 1985,page 96).

Referring to trust as a generalisedexpectancy implies that trust is an adaptation,
a generalisation, or, as Luhmann states, a means for the reduction of complexity.
Adaptation in the world is of critical importance for independent agents: for example,
adaptation (via evolution) provides organismswith a meansof becoming increasingly
�t with respect to the environment, and it is this which enablesorganisms(agents)
to learn from experience in bene�cial ways (Holland, 1975). Whether or not trust is
an evolutionary adaptation may be debatable (Gambetta, 1990a), nevertheless, it is
a good generalisationacrossexperience. In other words, trust enablesagents to make
general assumptionsabout situations in which they are ignorant of something, be it
other agents, outcomesof previous situations, or in situations in which they lack some
information. Thesedecisionsare most likely not as `good' as well-informed decisions,
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in the sensethat they may often result in an outcomewithin which the payo�s received
by agents (the truster in particular) are not as much as they would have been under
conditions of perfect information. This imperfection notwithstanding, the decisions
that are madecan be better than no decisionbeing madeat all, a state of deadlock, or
worse. Trust, in the sensethat it allows agents to make generalisations,is a powerful
tool to the agent in a state of imperfect information.

3.3.6 Trust and Cooperation

Cooperation requires trust in the sensethat dependent parties needsomedegree
of assurancethat non-dependent parties will not defect.

Williams, 1990,page8.

The previous sections of this part of the chapter have introduced aspects of trust
which are generally agreedupon by those working in the area. In addition, they have
referred at several points to `intelligent agents.' One of the claims of the present work
is that trust can help arti�cial intelligent, or pseudo-intelligent, agents to reasonabout
others and their environment, thus becomingmore robust in situations of uncertainty,
for example. Another is that having a knowledge of trust will help such agents in
their considerationsof cooperative situations, in conditions of imperfect information,
or where the situation depends on speedy, accurate decisions,as quite often will be
the case(consider the hypothetical example of agents in a 
igh t control system for a
jet airliner, for instance, where speedof decision is matched by the needfor accuracy
and robustness).

This sectionconsidersthe e�ect that trust canhave on decisionsregarding coopera-
tion with other independent agents, in cooperative and non-cooperative environments,
and shows how one of the claims of the present work is justi�ed with respect to intel-
ligent agents; namely, as presented above, that trust can help independent agents in
their decisionmaking processwith regard to cooperation. In order to do this, it argues
that a climate of trust can encouragecooperation, and that trust allows cooperation
when it would be unlikely were the trust not present or considered.

Cooperation is undoubtedly a good thing for society as a whole (Argyle, 1991).
Indeed, it is questionablethat society would exist without somecooperation, between
governorsand governed,police and public, car drivers,and soforth. As Argyle argues,
cooperation is central to the whole existenceof humansand humanity. Cooperation is
not limited to humans either. In the animal world, cooperation exists between chim-
panzees(Trivers, 1985),bats (Harcourt, 1991)and whales (Trivers, 1985). It appears
that cooperation is, in evolutionary terms, a successfulstrategy, onewhich ensuresthe
survival of the `genesfor cooperation.' Cooperation appears to be necessaryfor the
very survival of the animals involved (Argyle, 1991). In humans, this is lessobvious,
but society depends on its presence.

Argyle (1991) gives three main ways in which people can be cooperative:

1. Co operation to wards mutual rew ards.

2. Comm unal relationships. For example, marriage and love. Situations where
altruistic concern is of importance. Also friendship, which, as well as providing
its own bene�ts, sustainssocial support also.
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3. Co ordination. Coordination is necessaryfor all social situations, even if just
to avoid bumping into others, for example when driving, or to hold a coherent
conversation, or to work towards a group project. Clearly, cooperation is needed
here.

All of these are important, and all are of some relevance to the present work. In
fact, splitting the concept of cooperation in such a fashion does little to clarify it,
particularly with regard to multi-agent systemswithin which arti�cial agents play a
part. In addition, the problems of emotional attachment and potentially altruistic
feelings on the part of an agent are beyond the scope of this thesis, although they
are interesting avenues in themselves. Nevertheless, they illustrate the scope and
importance of cooperation in society.

There have been in the past experiments with cooperation among small groups
(face to face). Once again, Deutsch is a leader in the �eld. His view was essentially
basedon the work of GeorgeHerbert Mead. Deutsch states that \cooperation breeds
new motives,attitudes, values,and capabilities." (Deutsch, 1962,page275). As early
as1949,Deutsch developed a theory of cooperation and competition (Deutsch, 1949a;
Deutsch, 1949b), and associated experiments to attempt to justify his hypotheses.
Indeed, this work bears a resemblance to the work Deutsch did later with trust and
cooperation. In common with other researchers, many of Deutsch's hypothesescon-
cernedgroupsand their feelingstowards others (McNeel et al., 1974). Thus, members
of cooperative groups perceive themselvesto be interdependent with that group, par-
ticularly if it is in competition with another (Argyle, 1991). Whilst acknowledging the
importance and undoubted bene�ts of competition (Galliers, 1989), it is safeto assert
that cooperation is often a bene�cial strategy, particularly for those cooperating. 16

Taking such bene�ts into account, the question remains as to where trust plays
a part in the initiation and maintenance of cooperation. At the most intimate level,
for exampleof marriage, trust plays a large part in the relationship (Boon & Holmes,
1991). In such a relationship, partners contin ually place themselves in the others'
hands, with the knowledgethat the other is free not to cooperate. Boon and Holmes
(1991) give an example of a wife, tired after a long day's work, in the dilemma of
whether or not to ask her husband to cook the evening meal. Her actually asking
placesher in his hands, with his di�eren t responseseither justifying her decision to
trust or not. As Deutsch states, \the initiation of cooperation requires trust whenever
the individual, by his choiceto cooperate, placeshis fate partly in the handsof others."
(Deutsch, 1962,page302). For the wife, the decision to cooperate is made when she
asksher husbandto cook. It follows that in order to initiate cooperation, risks must be
taken (Rempel et al., 1985;Rempel & Holmes, 1986;Boon & Holmes, 1991;Shapiro
et al., 1992). But the bene�ts are often worth the risk | the wife may well �nd that
her husband is only too happy to cook the tea, with the associated bene�ts of not only
a rest in the evening, but also a bolstering of her trust in him, and thus an increase
in the likelihood shewill ask another time. Trust often spirals upwards in this fashion

16 As Argyle (1991) and Gambetta (1990) argue, somecooperation is de�nitely not a good thing, for
example between aggressorsin a situation of war (Hinde & Groebel, 1991b) or between the members
of an oligopoly, which indeed must be controlled by government. There are, then, situations where
we would wish to discourage cooperation. As another example, consider how bene�cial cooperation
between criminals may be (Gambetta, 1990a).
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(Boon & Holmes, 1991). 17

In less intimate relationships also, trust plays a part in the initiation and main-
tenance of cooperation (Golembiewski & McConkie, 1975; Deutsch, 1962; Deutsch,
1973). Also in businessrelationships, trust allows increasedperformancesince it pro-
vides the bene�ts of \reduced need for monitoring behaviour and greater speed in
making decisions" (Shapiro et al., 1992,page365).

In terms of the present work, there is much of interest in what hasalready beendis-
cussed.The formalism presented in the following chapters has ambitious ideals. One
is that trust, or an understanding of it, can be instilled in arti�cial agents to provide
robustnessin the face of uncertainty and an acknowledged meansof coping with the
complexity of the environment, amongstother things. (This hasbeendiscussedin the
previous sections.) Another goal is to develop a greater understanding of the actual
workings of trust, so that the concept can be discussedin a precise and meaningful
manner. An initial aim was related to the �rst, in that instilling a knowledgeof trust
in arti�cial agents allows the agents to reasonsensibly in cooperative (or competitiv e)
situations involving others (trust is predominantly a social phenomenon,despite its
undoubted utilit y in adaptation). Clearly, trust plays a major role in initiating and
maintaining cooperative relationships, even if emotionsare ignored (as in the example
of the wife and the evening meal). 18 This argument is addressedexperimentally in
chapter 7.

3.4 Part Three | Tools and Researc h Areas

This part of the chapter presents discussionsof the particular aspects of several re-
search areas, from Game Theory to DAI, which may be useful in attempts to ex-
periment with implementations of trust. The �rst section digressesbrie
y with a
justi�cation of the choice to use mathematics for the formalism, and takes as its
justi�cation the relative successGeorgeDavid Birkho� attained when attempting a
scienti�c understanding and formalisation of the conceptsof aestheticsand, perhaps
more importantly from the point of view of the present work, ethics. Birkho� 's rel-
atively simple formlu� show that an \understanding" of such concepts can indeed
be arrived at, and that the formalism used can initiate practical and enlightening
discussions.

Following this, we present an overview of the particular research approaches that
can be used in experimentation concerning a phenomenonsuch as trust. In no par-
ticular order, we seethese to be:

17 However, it also can spiral downwards (Golembiewski & McConkie, 1975). Consider the attendant
lossesfor the wife if her husband refuses | not only does she have to cook (in a simple argument),
but also she loses face and trust in her husband. Following this, she is not lik ely to ask again, since
she expects a refusal, and her trust decreasesagain, even though she did not ask. In such situations,
a risk must be taken to get the relationship back on the right footing, but such a risk becomesless
and less lik ely to be taken (Rempel et al., 1985; Boon & Holmes, 1991).

18 In fact, ignoring the emotions involved gains us very little apart from the bene�ts of not worrying
about how emotions work. What trust involves is costs and bene�ts | the costs to the wife should
her husband refuseto cook the tea are great becauseof the emotions involved. This is easily simulated
arti�cially since we can state that the relationship is close: closerelationship s bear great expectations,
and when great expectations are crushed, the costsare very high, thus trust is decreasedby a relativ ely
large amount.
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1. Traditional methods, such as sociology and psychology.

2. Game Theory and its associated practical implementations.

3. Arti�cial Life.

4. Distributed Arti�cial Intelligence.

Whilst this list is not exhaustive, it contains the major areasthat are applicable. To
be fair, the �nal three items are inherently inter-discipli nary, taking into account many
of the aspects of the �rst, adding more 
exibilit y as we proceed down the list. We
reach the �nal conclusionthat DAI provides social agents, the conceptof distribution,
distributed intelligence from independent agents, and the concept of interdependence
in that the freedom of other agents enablesthem to a�ect that of others. With these
bene�ts, we can simulate and test the formalism for trust.

3.4.1 Formalising Aesthetics | George David Birkho�

The proposeduse of mathematics to formalise an agent-centred notion such as trust
is not particularly new. The �eld of aestheticswas examined by the eminent mathe-
matician GeorgeDavid Birkho� earlier this century.

Birkho� followed a long tradition in mathematics and philosophy in his attempts
to de�ne a formalism for the concept of aesthetics. Indeed, his list of those who had
beforehim contributed to the understanding of the concept is impressive, and contains
philosopherssuch asPythagoras,Plato and Aristotle, artists such asMichelangeloand
Pacioli (who rediscovered the Golden Section), mathematicians, and psychologists
(Birkho�, 1933). The length of the list is an indication of the prevalent thesis that
such notions could be understood better if mathematics wereto be used. Someof those
mentioned are artists, particularly musicians (Rameau) and poets (Poe). These are
not mentioned becauseof their art, rather becauseof their applicabilit y to the scienti�c
study of aesthetics Birkho� proposes,since \aesthetics, if it is to be scienti�c, must
be approached from the analytic point of view and must concern itself chie
y with
the formal aspects of art" (Birkho�, 1968,page386).

Birkho� 's work in aestheticsled him to the all-encompassingequation:

M =
O
C

(3.1)

Where the concept of aesthetic measureis denoted by M , that of complexity by C,
and that of harmony, symmetry, or more generically order, by O. Thus, Birkho� notes
that the generalaesthetic experienceis to regardedasa compound of three successive
phases. The �rst concernsthe preliminary e�ort of attention, which Birkho� argues
increaseswith C, the secondis the reward, the feeling of value from the experience,
M , the third is \a realization that the object is characterised by a certain harmony,
symmetry, or order (O), more or lessconcealed,which seemsto be necessaryfor the
aesthetic e�ort" (Birkho�, 1968,page321).

Birkho� 's aesthetic equation is remarkably simple, yet beneath it lies a clear un-
derstanding of the concept of aesthetics. Not only that, its constituent parts are
themselves calculable from their own components. Thus, complexity, C, is basedon
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the physiological-psychological ideasof the time. Birkho� arguesthat there is a `ten-
sion' felt when observing objects, and that the tension is greater the more complex
is the object. This tension can be measured,or at the least calculated, from partial
tensionsfelt when the perception automatically adjusts itself to view the object. Such
adjustments relate to motor nerves,the cerebral cortex, and so forth (ibid, page322).
Birkho� contin ues:

: : : the feeling of tension always attendant upon perception appears as
a summational e�ect due to the partial tensions which accompany the
various automatic adjustments. Thus, if A, B, C: : : are the adjustments
required, with respective indices of tension a; b;c : : : and if these adjust-
ments A,B,C: : : take place r; s; t : : : times respectively, we may consider
the sum r a+ sb+ tc+ : : : to represent the total (negative) tone of tensional
feeling: : : It is this feeling of tension or e�ort of attention which is the
psychological counterpart of what has been referred to as the complexity
C of the aesthetic object. In this manner we are led to regard the sum
just written as the measureof complexity, and thus to write

C = r a + sb+ tc + � � �

Birkho�, 1968,pages322{323

Similar discussionsare provided for order, O. Thus in fairly straightforward yet
inherently sensiblestages,Birkho� summarisesthe aesthetic experience,and provides
several detailed examples of the formalism at work. Of particular interest is his
investigation of the aesthetics of rhyme (see Birkho�, 1933, chapter 8) and that of
polygonal forms (seeBirkho�, 1933,chapter 2, alsoBirkho�, 1968,pp 334{381,which
is a reprint of an earlier paper). Indeed, Birkho� applied his formula to a great number
of aesthetic feelings, and each was well summarisedby the formula.

Birkho� was spurred by his results in aesthetics to attempt to formalise ethics.
This is a considerably more di�cult task, since ethics, to a far greater degreethan
aesthetics,are referencedto the moralit y of the observer. Nevertheless,the psycholog-
ical assumptionsBirkho� made allowed him to attempt a formalism. The formalism
is similar to that for aesthetics. Birkho� arguesthat the concept of ethical measureis
similar to that of aesthetic measure,and that ethical measureis related to the total
good achieved in a situation, thus

M = G (3.2)

Where M is the ethical measure, the \amount of moral satisfaction basedon good
accomplished" (Birkho�, 1968,page757), and G is the total good achieved. Thus the
\ethically-minded personendeavours always to select that one of the possiblecourses
of action which maximises the ethical measureG, just as the aesthetically-minded
person compares aesthetic objects and prefers those which maximise the aesthetic
measure O

C " (ibid). Birkho� goeson to comparethe concept of aesthetic measureand
ethical measurein great detail. This servesto suggestthat he envisagedthat the two
were alike in that they were formalisable, and understandable from relatively simple
mathematics. It is this hypothesis that the present work mirrors. That Birkho� was
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able to formalise aesthetics in quite a detailed fashion, and to formalise the more
complex notion of ethics by a smaller, although signi�can t, amount, is a pointer to
the hypothesis that such formalisations can be applied to other aspects of the human
or animal psyche, of which trust is one.

3.4.2 Ways of Addressing the Problem

Having discussedthe phenomenonof trust, and presented many views on the subject,
it becomesclear that a clari�cation is of use. There are several ways of addressingsuch
a clari�cation. Someof them have, for other aspects of society or psychology, been
attempted before. For example,on various aspects of cooperation and con
ict, Game
Theoretical approaches, such as Axelrod's experiments with the Prisoners' Dilemma
(see especially Axelrod (1984), also Axelrod (1986)). Axelrod's approach involved
implementations on computer, asdid Dawkins's (1986) example for the Blind Watch-
maker, involving human beingsarti�cially selectingattributes which weredesirable in
computer-bred animals.

The use of computers for simulation and experimentation in such areas as psy-
chology and biology is becoming more widespread. In aspects of biology and more
recently sociology (or at least, society), Arti�cial Life (AL) is a steadily growing re-
search �eld (Langton, 1990a)with applications in many areas. Someaspects of AL,
such as Genetic Algorithms (GAs), �rst mooted in Holland's seminal work on the
subject (Holland, 1975) and developed widely since are becoming more and more
successfulin their own right, and have found applications in areasas diverseas Neu-
ral Networks and the Prisoners' Dilemma game(Axelrod, 1987). AL is also shedding
light on societies of simple animals, such asants (Drogoul & Ferber, 1992),whilst pro-
viding mechanisms allowing greater dissemination of information acrossdistributed
databases(Witten & Thim bleby, 1990; Witten et al., 1990). In short, Arti�cial Life
is moving forwards all the time.

A spino�, it could be argued, from the social side of Arti�cial Life, whilst inherit-
ing all of the bene�ts of intelligent agency from Arti�cial Intelligence, is Distributed
Arti�cial Intelligence (DAI). DAI bene�ts from many productive yearsof research in
AI, whilst adapting it's premisesto take into account the idea of a distributed system
of arti�cial intelligent agents. In a sense,then, it is AL with intelligence. Indeed, often
the distinctions blur, both betweenDAI and AI, and betweenDAI and AL. Whatever
the case,much of the power of DAI has yet to be exploited.

3.4.3 Traditional Research Metho ds

Traditionally , computers have been on the periphery of the social sciences,used for
data collection and assimilation, rarely for simulation. More and more, however,
computers are becoming part of the repertoire of research tools proper of the social
scientist. Political philosophersand psychologists, for example,bene�t from computer
implementations of Game Theoretic approachessuch as the Prisoners' Dilemma (Ax-
elrod, 1984;Axelrod, 1987). The fact remains, however, that this usageis still on the
periphery, and the methods usedare for the most part not well integrated, both inter-
and intra-subject. In other words, philosophy, sociology, psychology, and other social
sciencesare lacking in integration, with the consequent lossof a clear direction.
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This lack of integration is a clear hindrance to the furtherance of understanding
of social concepts such as trust. The study of such phenomenais inherently broad
and does not lie within the boundaries of any speci�c research area. As an example,
Ariti�cial Intelligence, or its study, requiresa broad repertoire of understanding, from
philosophical aspects to the psychology of mind. Phenomenasuch as trust and moral-
it y lie in as broad a spectrum. The result is that in order to study such phenomena
accurately, a much broader approach is necessarythan any one research areacan pro-
vide. Distributed AI, as discussedabove, provides such an approach, incorporating
aspects of sociology, psychology, AI and philosophy, amongstothers (Bond & Gasser,
1988).

3.4.4 Game Theory

Game Theory is an important sphere of research in psychology, politics, and many
other social spheres. It has, in the past, provided many important insights into be-
haviour in zero-sum games| gamesof pure con
ict (Schelling, 1960). Indeed, in the
sphereof non-zero-sumgamesalso, Game Theory has had much to o�er.

Game theoretic approaches,however, do not explicitly consider the wider aspects
of societal existencewhich are of importance to conceptssuch as trust, which in itself
would not exist without society. In addition, many Game Theoretic approaches are
inherently confrontational: the Prisoners' Dilemma, for example, assumestwo `ene-
mies' facing each other, with no prospect of real communication and no real method
of encouraging cooperation for any single interaction. The iterated PD goes some
way to include a method for encouragingcooperation in the form of the `Shadow of
the Future' (Axelrod, 1984), but is still inherently confrontational. This being so, it
is often the casethat the agents who do best are those who are perhaps less moral
and defect �rst (Behr, 1981). Trust is not a confrontational phenomenon. Indeed, it
serves in many casesto avert confrontations, and provides agents with the meansto
judge others favourably and put themselves in others' hands with somecon�dence 19

as to the outcome of that decision.
A Game Theoretic approach to the study of trust does provide someanswers |

somesuch studies have beenentered into, and GameTheoretic notions of someof the
workings of trust do exist (seeBoon and Holmes (1991) for an example). They are
limited, however, and rely often on vague languageconstructs in attempts to clarify
many of the notions involved. Game theory clearly does not provide su�cien t tools
for the understanding of trust, although it does go someway towards understanding
the workings of interactions between individual agents, and this is of someuse.

3.4.5 Arti�cial Life

Arti�cial Life is a strong, growing research �eld with applicabilit y in all of the above
discussedareas. In GameTheory, we can bene�t from sophisticated implementations
of theoretical puzzles. In biology, Arti�cial Life may help us ultimately understand
much of what is still hidden by showing us new forms of life (Langton, 1990b). In

19 The word `con�dence' has been used earlier, and criticised by Luhmann, who states that it does
not imply consideration. This is not that form of con�dence, rather it is con�dence in one's judgement
that the other is trust worthy.
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anthropology, behaviours can be studied and experimented upon, producing, once
again, a greater understanding of the world and its inhabitants (see,for example,Bill
Coderre's PetWorld (Coderre, 1989),or Pattie Maes'sexperiments with the selection
of actions (Maes, 1990c;Maes, 1990b; Maes, 1991; Maes, 1991), seeespecially Maes
(1990a). Also on action selection, seeTyrell (1993)).

Arti�cial Life's major drawback concerns its lack of intelligence, the lack of, in
this instance, purposive deliberation on the part of an agent. Indeed, AL's main
strength is in showing the arising of emergent properties | properties of a system
as a whole derived from, but not necessarilypresent in, the properties of the agents
which constitute the system (Forrest, 1990). By de�nition, emergent properties can
never be deliberative (although they can be made use of when they arise, and when
a `use' is detected for them (Wavish, 1991)). Thus, intelligent, or at least purposive,
deliberations are outwith the scope of strict AL. 20 It is widely acceptedthat, without
anthropomorphising, trust is such a deliberation. 21 The answer, then, appears to be
the use of DAI for a study of trust.

3.5 Distributed Arti�cial In tellige nce

DAI is a research �eld which is growing in applicabili ty and relevance, both to Ar-
ti�cial Intelligence and to computing as a whole. In short, it involves concepts of
distribution, intelligence, society, independence, graceful degradation, and localised
decision making. It is, then, an ideal tool for the study of trust. The following sec-
tion summarisesthe strengths of DAI as a tool for the study of an implementation
of trusting behaviour in arti�cial agents, taking into account the criticisms of other
approachesdiscussedabove.

3.5.1 The use of DAI as a Research Tool

With independent, rational intelligent agents, we are presented with the ideal tool for
researching implementations of trust. We summarisethe reasonshere:

� Agents are assumedto be (pseudo-) intelligent. Since in societies of agents,
intelligent behaviour must include considerationsof the beliefs and attitudes of
others who may a�ect the agent who is considering, trust presents an agent with
an extra capability in that direction. In addition, without seeking to anthro-
pomorphise, trust as an a�ector of behaviour in arti�cial agents may present
interesting viewpoints on human agents.

� Agents are assumedto be (pseudo-) rational. Whether or not trust is rational
depends on many things. In Deutsch's investigations, the story of the Princess

20 Whilst emergent behaviour can arise in DAI, or any other complex system. Also, DAI, as a
superset of AL, can make use of reactive aspects of agents (Chapman & Agre, 1987; Spector &
Hendler, 1990; Downs & Reichgelt, 1990)

21 It is granted that, in animals, trusting behaviour, such as in the form of delayed reciprocation, can
and does take place (Harcourt, 1991). Indeed, in this work, we take such an open view of trust. The
fact remains, however, that the human race makesmost e�cien t useof the phenomenon, to the extent
that it has becomea part of our everyday existence, and we deliberate about it, both consciously and
unconsciously.
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and the Tiger presents an interesting view of this, with some of the forms of
trust (e.g., trust as despair, trust as faith) not necessarilybeing rational, and
others (trust as con�dence) being rational in many cases.For rational agents, a
goal would be the implementation of rational trust. Trust ascon�dence supplies
this viewpoint. However, instances of irrationalit y in this area of trust can be
studied more closely in supposedly rational agents.

� Agents are generally assumedto be cooperative (von Martial, 1992). In fact,
agents are generally assumedto be trust worthy also,and clearly neither assump-
tion can be justi�ed in the `wider world' that exists outside the research labs.
Nevertheless,there are situations within which cooperation is necessary(Con-
nah & Wavish, 1990;Marsh, 1992),and others where,although cooperation may
be necessary, there is a choice about who to cooperate with (Marsh, 1992). In
both of these types of situation, the behaviour of the formalism can be tested
and re�ned.

� Agents are distributed. Trust is a societal concept (Luhmann, 1979; Baier,
1986),and distributed agents, with non random interactions between them (ei-
ther through choice or direction) are a society in themselves (Bond & Gasser,
1988; Gasser, 1991). Thus trust is not out of place and can be observed in
interactions within such arti�cial societies.

� Agents are generally independent. Trust is a meansof coping with the freedom
of others (Gambetta, 1990a;Luhmann, 1979). Within a society of independent
agents, its behaviour can be readily investigated and observed, and anomalies
detected.

� There is a wide range of potential and actual applications for DAI, from Air
Tra�c Control (Cammarata et al., 1983)to Open Informations Systems(Hewitt,
1991). Trust can potentially be implemented and observed in realisations of
many such spheres,and its behaviour and in
uence detected and re�ned over
time.

3.5.2 Amalgamation

The implementations to be discussedin chapter 7 arenot strictly DAI. In fact, they are
very closelyallied to GameTheory in that they usethe Prisoners' Dilemma situation,
but are an amalgamation with many of the conceptsof DAI in that the agents are
independent, social, and geographically distributed, with somecontrol of movement.
Thus, the agents are limited in terms of intelligence, although they are knowledgeable
of the aspects of the Prisoners' Dilemma, particularly in terms of payo�s and utilit y,
and so they are more complex than the usual entities of Arti�cial Life. Future work
(seechapter 8) envisagesmore detailed intelligent trusting agents.

3.6 Summary

Trust is an issuewhich is closeto all membersof society, however it is used(Luhmann,
1979). It is thus an extremely complex area,and onewhich is not properly understood
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or researched (Luhmann, 1990). This chapter has presented a summary of many of
the prevailing views of trust, from �elds such as sociology, social psychology, and
economics, to name but some. It is inevitable, with trust being so all-pervading,
that such a review cannot cover the entire sphere in detail, and will obscure some
aspects of that �eld. What was attempted then was to present the view of trust that
several more prominent researchers in the �eld held, comparing and contrasting these
views. The chapter then discussedaspects of trust which, although considered of
importance, were not easily classi�ed in these terms. The result is a comprehensive,
although not complete, review of the work done concerning trust, and the thoughts of
several prominent minds. A complete review is both outside the scope of the present
work and unnecessaryin the attempt to provide an understanding of the concept.

The present work is concerned with formalising the concept in a way that en-
ables its inclusion in arti�cial agents. Several methods for examining such an idea
were critically discussed,with the conclusion that the �eld of DAI presented unique
opportunities in the form of pseudo-rational, intelligent, sometimescooperative, in-
dependent agents. Such agents, it is argued, will also bene�t from the inclusion of a
concept of trust in their decision-making repertoires.

To that end, the following chapters present and work with the formalism that
has been developed in this work. Chapter 4 presents the formalism, based on an
amalgamation of much of what has been presented here, and re�ned much over the
past three years. Chapter 5 discussesthe formalism, showing examplesof it at work.
Chapter 6 usesthe formalism in a descriptive way, discussingsomeprinciples for trust.
Chapter 7 culminates with discussionsof implementations of the formalism in simple
arti�cial agents. Such implementations not only follow the correct experimental path
for work of this kind, but also justify the claim that the formalism can be implemented
and produce agents whosetrusting behaviour is as can be expected.



Chapter 4

An Example Heuristic
Formalism

\Justice is represented by a squarenumber"

Pythagoras.

\ : : : values are not the least vague when you're dealing with them in terms of
actual experience."

Pirsig, 1991,page63.

4.1 Discussion

From the previous chapters, it is clear that a uni�ed theory for trust is lacking. In
order to develop such a theory, and associated principles, it is necessaryto provide a
precisemeansof discussionabout the phenomenon.Deutsch (1973,developed further
by Golembiewski and McConkie (1975)) can be seenas starting to develop such a
meansof discussionin the various aspects of trust that he brought together into one
solid consideration of the subject. The present work provides a formalisation 1 of trust
with which to contin ue the discussion in a precise, unambiguous manner. As was
suggestedin chapter 2, the introduction of a new formalism has potential problems,
not least that the formalism will be seen by many as too restrictiv e, particularly
with something as rooted in our subconscious and unconscious thoughts as trust.
Acknowledging those problems, we argue that the formalism as it stands can help in
discussionsabout them, leading to better versionsof itself.

This chapter introducesthe formalism that has been developed. The early devel-
opment of the formalism waslargely basedon discussionsof trust in the literature (see
chapter 3). However, the later work built upon the initial formalism using experimen-
tal results and other observations, including discussionswith others whilst applying
it to areasother than cooperation in DAI (e.g., as in Thim bleby et al., 1993). What
follows, then, is a formalism that is considerablymore applicable than when it started

1There is perhaps confusion between the use of the words `formalisation' and `formalism'. For the
remainder of the thesis, we discuss a `formalisation of trust' in terms of a `formalism for trust'. The
two are considered to be interchangable here.
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out (and as presented in Marsh (1992), Marsh and Thim bleby (1992)) without losing
any of the intuitiv ely appealing aspects of trust that it �rst described, such as the
three forms of trust (see below). The formalism consequently has more applicabil-
it y to the consideration of the phenomenonof trust in social situations than it �rst
achieved.

The main consideration in the introduction of such a formalism is which approach
to take. In this work, the aim was to provide a formalism which was as simple to
understand as possible, whilst preserving its expressive power (the use of Occam's
Razor). One reason for this was to allow an implementation based very closely on
the formalism to be developed. This consideration led to the decision to use simple
probabilistic methods for describing trust. This argument is put in chapter 2. A
di�ering approach to the concept of trust | that of harmony, or Wa | is discussed
in chapter 8.

4.1.1 Overview of the Chapter

The formalism, as might be expected of something describing trust, is large in the
sensethat extensions are possible, have been described, and contin ue to be made.
This chapter presents the formalism `as is,' in the hope that it will spur others to
extend it and correct it further, and the knowledgethat such work is indeed possible.
To allow a greater understanding of the formalism and associated formul�, we present
it in a stepwise fashion. Thus the next section will present the initial aspects of the
consideration, describing how we represent trust at all in a formalism. Following that,
we present the major aspect of the formalism | its application to agents deliberating
in a potentially cooperative situation. Acknowledging the restrictions in the formul�,
we proceed to extend them, attaching other considerations, �nally achieving a solid
formulation which considers temporal constraints, di�ering situations and the simi-
larities between them, and the past behaviour of other agents and the environment
as a whole (although such a consideration is, in this chapter, implicit). Chapter 5
extends the formalism further, showing its use for describing considerationsof trust,
and chapter 6 presents someprinciples which trust in generaladheresto.

4.2 Initial Considerations

In this section, we present the basic notation used in the formalism.

4.2.1 Agen ts and Situations

We represent agents by a; b;c; : : : Individual agents aremembersof the set of all agents,
A . Particular subsetsof that set can be represented with B; C: : : In particular, we
can represent societies, or communities, of agents. We de�ne a society of agents as
a number of agents (greater than 1) which is grouped together according to some
metric. This is in keeping with the de�nition found in van den Berghe (1980) which
de�nes society as \a group of conspeci�cs bounded by a zone of much less frequent
interactions than the rate which prevails between members." (page 77), with the
notion of interactions being replaced by that of some measurable metric. In fact,
interactions provide us with the ideal measureof such a notion of society, and allow
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the idea of `nested' societies. Thus, we can be members of several societies, each of
which may be either independent or members of others. For example, I am a member
of the society of the village in which I live, but also of the country at large (the
`normal' view of society). In addition, I am a member of a more global communit y, or
society, which communicates via the Internet. Thus, societies are no longer bounded
by physical space.The sameapplies to agents. For the purposeof the formalism, we
represent societies with S 1, S2 : : : � A .

Agents �nd themselves in particular situations by de�nition. This is becausewe
de�ne a situation asa point in time relative to a speci�c agent. Di�eren t agents in the
`same'situation will not consider it from the samepoint of view. Halpern and Moses
(1990) illustrate this point with the story of children playing, someof whom have mud
on their foreheads,and somewho don't. For each child in the situation, it is di�eren t
(each can seeevery other child except themselves). Thus, in a particular situation,
agents may have only incomplete knowledgeabout that situation, yet someknowledge
may be common(there are somechildren with mud on their foreheads| which onesis
more di�cult to answer, sincewe don't know if we're oneof them). Sincesituations are
agent-centered, or subjective, we represent them with Greek letters, with subscripts
for the agent concerned: � x is situation � from x's point of view, � y is situation �
from y's. In the formul� that follow, the subscript is often dropped. This is because
it is evident which agent is doing the considering. Situations are taken to be members
of the set of all possible situations in the world (a very large and open ended set!)
notated S.

4.2.2 Kno wledge

It is important to be able to reasonabout whether oneagent `knows' another. In other
words, whether the two have met at some time. It is important for the formalism
becausewith such an explicit knowledge,we can make certain claims about trust (see
chapter 6 for a discussion of knowledge in trust). As far as agents are concerned,
the concept of knowledge is important in the sensethat considerationsof trust imply
considerationsof knowledgeof the trustee, at least after the �rst interaction between
two agents. That one agent (x) knows another (y) is given by K x (y) | they have
met at some time, and x can remember it. 2 One point worth making here is that,
whilst the items in the formalism have explicit values, someneed not be considered.
Knowledge in this senseis a boolean concept | one either knows someoneor one
does not know them. Thus, K has a value of 0 or 1, or true or false. The notation
allows us to ignore this, and just write K x(y) for x does know y, and : K x (y) for the
opposite. This doesnot preclude the useof more speci�c values (representing partial
knowledge, for example) where necessary.

4.3 Trust

We have separatedtrust into three di�eren t aspects: basic, general, and situational
trust.

2For a discussion of memory in trusting agents, seelater in this chapter.
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4.3.1 Basic Trust

Agents are consideredto be trusting entities. As such, they will have a `basic' trust
(Boon & Holmes, 1991; Govier, 1992). This is derived from past experience in all
situations, indeed through the agent's entire life of experiences. It is represented
by Tx for the basic trust of agent x. It has a value in the range [� 1; +1), thus
� 1 � Tx < +1. It is not the amount of trust an agent has in any other agent,
or situation, or the environment; it is simply representativ e of the general trusting
disposition (Boon & Holmes, 1991) of the agent. The higher it is, the more trusting
is the agent. Considering agents as trusting entities, this allows us to simulate a basic
`disposition' to trust someoneor something that has only just been encountered. If
we consider the agent to be adaptive in the sensethat it learns from past experience,
we would then expect that disposition to be dependent on what has happened to the
agent in the past. Good experienceslead to a greater disposition to trust, and vice
versa (Boon & Holmes, 1991).

There are possibleexceptions to this, however. Pathological forms of trusting can
result in the behaviour of trust not being so clear cut. In Marsh (1994), we present a
view of somedispositions to trust, amongwhich are optimists, pessimists,and realists.
We argue that optimists are general trusters whosedisposition to trust is relatively
in
exible in a downward direction, despitepast experience. Thus, their trust in others
can only increase,never decrease. The opposite is true for pessimists. We contin ue
with this argument later in the chapter.

4.3.2 General Trust | Trust in Agen ts

Given two agents, x; y 2 A , to notate `x trusts y,' we use: T x (y). Given that we are
using a value-ladenaspect of trust, this alsohasa value in the interval [� 1; +1). Thus
� 1 � Tx (y) < +1. The value represents the amount of trust x has in y here. It is
not relative to any speci�c situation (seebelow), it simply represents general trust in
another agent. A value of 0 meansx hasno trust in y (indeed, may not actually know
y at all, although the existenceof a representation for T x (y) would seemto imply this
knowledge.). A value of � 1 would represent a negative trust | complete distrust.
Informally , the value represents the probabilit y that x will behave `as if ' he trusts y.
In other words, x expects that y will behave according to x's best interests, and will
not attempt to harm x (seeThim bleby et al (1994), Marsh (1994), Boon and Holmes
(1991)) .

No Trust and Distrust

The two aspects, of zero trust (or no trust) and distrust, are not the same. The
reasonsfor a situation in which one agent has a zero trust in another may be several:

� The trusting agent may not know the trusted agent.

� The trusting agent may be impartial with respect to the trusted agent.

� The two may have just met, with the trusting agent having T x = 0, thus assign-
ing 0 to general trust.
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� Experience may have led to the decision to allocate a trust of 0 in the other.
This may be becausethe other was previously trusted in a positive fashion and
has behaved badly, or vice versa.

This list is not exhaustive, and serves to illustrate various paths to the judgement
that an agent is `not' trusted (trust value 0). It also serves to illustrate that, in
somecircumstances, the value can be allocated becauseof incomplete knowledge of
the other agent. However, complete distrust is arrived at through some judgement
at least. It is an extreme statement to make about someoneto say that you have
complete distrust in them, and is usually arrived at through careful consideration of
past events with that person. In particular, you most certainly do know that person.
This seemsto suggestthat a value of � 1 should not be ascribed to any agent on a
�rst meeting. Whilst it is possible, given that the basic trust value of an agent may
be � 1, it is hoped that the futilit y of such an ascription of distrust is clear | the
agent who madesuch a `rash' judgement would have severeproblemsgetting anything
collaborative done!

Blind Trust

It can be seenthat whilst a value of � 1 for complete distrust is possible, a value of
+1 for complete trust is not. There is a justi�cation for this which is founded on
philosophical ideas of trust. Trust implies a consideration of something or someone
(Broadie, 1991). Evena value of 0 ascribed to something(when the agent knowsof that
something| seealsochapter 6), implies someconsiderationof that somethingin order
to arrive at the decision that, perhaps, more consideration is necessary. Either that,
or it acknowledgesthat such consideration is not possible, and reserves judgement.
However, in this system, a value of +1 means absolute trust | blind trust. It is
in the name blind trust that the problem becomesapparent. Since trust necessarily
meansthat we have searched for evidenceto believe (in) something (Broadie, 1991),
blind trust implies blind acceptance,a sheep-like acceptanceof what is. Thus, it also
meansthat the thing being trusted is not consideredat all (why bother, if onetrusts it
blindly?). Blind trust is not trust, as it doesnot involve thought and consideration of
things (this de�nition is similar to Luhmann's notion of con�dence (Luhmann, 1990)).
A value of +1 is thus not acceptedhere. Nor is it generally acceptable in everyday
life, where credulity is seento be problematic (Dasgupta, 1990).

The value for complete distrust, � 1, is also questionable, from another point of
view. When a value of � 1 is reached, we are implying that no-one could be trusted
lessfrom our point of view. Just as no-oneis perfect, so no-oneshould be completely
imperfect. Although this seemsan unnecessarily optimistic view of the nature of
things, it is not the basic reasonwhy a trust value of � 1 is possibly unsound. Giving
an absolute `perfect' distrust meansthat no-one can be trusted less. It is unwise to
make such a judgement, since we do not have knowledge of everyone and everything
in the world (Luhmann, 1979). Round the corner, it is possible, is someoneeven
lesstrust worthy than this person. These considerationsapply equally to blind trust,
of course. The reason complete distrust is present in the formalism is that it is
not contrary to the idea of trust that we have, speci�cally concerning consideration.
Complete distrust, or incredulit y, almost certainly does require consideration before
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and after it is ascribed, and contin ual consideration should be given to the matter.
Blind trust implies no consideration, thus it is not included in the formalism.

4.3.3 Situational Trust in Agen ts

As wasmentioned above, agents are basedin situations. A situation meanssomething
di�eren t to each agent experiencing it. In addition, it is the casethat di�eren t situa-
tions will require di�eren t considerationswith regard to trust, and most will comeout
with di�eren t valuesfor trust, even in the sameperson;whilst I may trust my brother
to drive me to the airport, I most certainly would not trust him to 
y the plane! This
suggeststhat agents should consider others relative to the situation they �nd them-
selves in (indeed, to the things they envisagethe situation to involve). Thus, we have
a representation for the amount of trust an agent has in another in a given situation.
This, and the previous value, are arrived at through consideration (seebelow). The
notation for `x trusts y in situation � ' is: T x (y; � ). Here, we drop the x from � x , since
the whole value is clearly taken from x's point of view. Once again, this takesa value
in the interval [� 1; +1). Rempel and Homes(1986) state that trust is in people, not
their actions. The view of situational trust extends that view of trust, stating explic-
itly that trust is in people in speci�c situations. We still have trust in people rather
than their actions, but we add power to the de�nition by allowing considerationsover
time in di�ering circumstances. Situational trust is discussedin more detail later in
this chapter.

4.3.4 Imp ortance and Utilit y

The rational economicactor attempts to maximise utilit y (Simon (1955),seealsoPre-
ston (1961),Sycara(1988)). In our formalism, this alsoholds, although considerations
of utilit y will be allied to considerationsinvolving trust.

The notation for utilit y is similar to that for knowledge, thus, for the amount of
utilit y x gains from situation � , we write U x (� ). Ux (� ) has values over the interval
[� 1; +1]. The valuescan be normalised over this range. We take utilit y to be basedin
expected utilit y theory, with for example the overall utilit y of a particular situation,
over all outcomes,as being the mean of these utilities of the outcomes (Zeckhauser
and Viscusi, 1990). This implies that the agent concerned should consider every
possible outcome of a situation. Whilst this may well be feasible in situations with
few outcomesthat are known with somecertainty, there will be situations wheresome
outcomes are not known, or with a probabilit y of occurrence which is not known
(ibid). An agent can thus rely on, for example,a weighing up of the costsand bene�ts
that it estimates the situation holds. For a learning agent that adapted according to
the results that it obtained from situations, it should not be too long before these
estimatesbecamefairly accurate.

Related to utilit y is the conceptof the importance of a situation. On consideration,
it may seemthat the importance and the utilit y are one and the same. This is not
the case,although the distinction is not obvious. In particular, utilit y is generally
measurable, or at least relatively straightforward to �nd an estimate for, whereas
importance is an agent-centered or subjective judgement of a situation on the part
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Description Representation Value Range
Situations � , � , : : :
Agents a, b, c, : : :
Set of agents A
Societies of agents S 1, S2 : : :

Sn 2 A
Knowledge (e.g., x knows y) K x(y) True/False
Importance (e.g., of � to x) I x (� ) [0; +1]
Utilit y (e.g., of � to x) U x (� ) [� 1; +1]
Basic Trust (e.g., of x) T x [� 1; +1)
General Trust (e.g., of x in y) T x(y) [� 1; +1)
Situational Trust (e.g., of x in y for � ) T x (y; � ) [� 1; +1)

Table 4.1: Summary of the basic (non-temporal) notation.

of the agent concerned. For example, 3 the utilit y of winning at dice in Las Vegas
is potentially enormous,whereasthe importance is negligible, since it is not rational
to expect to win. Were the odds stacked in your favour (loaded dice, perhaps?)
then it becomesvastly more important that you play, whilst the utilit y of winning
may well stay the same. In addition, whilst the concept of utilit y is an accepted
measureof the actual outcomeof a situation, importance is a subjective measureof the
expected bene�ts to be gained from a situation under consideration. The importance
of two identical events on di�eren t days may well be assesseddi�eren tly for the same
agent. Importance allows us to represent the fact that things outwith the situation
changein the world (Spector and Hendler, 1990). The agent itself may change,it may
receive speci�c orders to carry out someaction which make that action much more
important now than it wasyesterday, and soforth. In addition, trust cannot be based
on rationalit y alone (Herzberg, 1988; Lagenspetz, 1992). The subjective concept of
importance allows something additional to rationalit y to be considered. Importance
gives the formalism added prescriptive and descriptive power.

We represent the importance of a situation � for agent x with I x (� ). It has a
value over the interval [0; +1]. Negative importance is not consideredhere. This is
becausefor the purposesof this work, we take situations of negative importance to be
the oppositesof situations of positive importance | thus \it is important that this is
not done." Further complexity is outwith the scope of this work.

To summarisethe notation in an accessiblemanner, we present it in table 4.1.

4.4 Temp oral Considerations

The abovenotation is adequatefor discussingtrust in a static situation, wherememory
is assumed to be perfect, and trust alterations have been carried out `elsewhere.'
Time matters in the real world, however. Indeed, trust is neededbecausetransactions
betweenagents take place over time (Coleman, 1990). As it stands, there is no means

3A similar example to this was suggestedin a discussion with Harold Thim bleby.
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Description Representation Value Range
Situations � , � , : : :
Agents a, b, c, : : :
Set of agents A
Societies of agents S 1, S2 : : :

Sx 2 A
Knowledge (e.g., x knows y at time t) K x(y) t True/False
Importance (e.g., of � to x at t) I x (� ) t [0; +1]
Utilit y (e.g., of � to x at t) U x (� ) t [� 1; +1]
Basic Trust (e.g., of x at t) T t

x [� 1; +1)
General Trust (e.g., of x in y at t) T x (y) t [� 1; +1)
Situational Trust (e.g., of x in y for � at t) T x (y; � ) t [� 1; +1)

Table 4.2: Summary of the temporally-indexed notation.

of representing time in our formalism, We introduce a temporal index to allow us to
refer to, for example, how much x trusts y now, comparedto how much that was last
week, or sometime ago.

Providing a temporal index is a relatively simple task. The reason why the for-
malism for static situations doesnot possessthe temporal index is that we consider it
to be necessaryto be able to reasonwithout the index, since the index adds a dimen-
sion that, in somecases,we do not wish to exist. For example, when implementing
a computer simulation basedon the formalism, the temporal constraints need not be
there, sincethey are already present in an ongoingsimulation. The computer provides
the necessary
uidit y in terms of time to allow us to forget consideration of temporal
aspects in the formalism. De�ning the formalism without the temporal index makes
it clear that we don't need it to make the formalism work. It is an addition, extra
descriptive power is given that in somecasesis not needed.

The addition of the temporal index is achieved by the addition of a superscript to
the items we wish to index which represents a speci�c moment in time. Thus:

Tx (y) t

Represents how much x trusted y at time t. Table 4.2 givesthe time-extended version
of the notation. As can be seen,it di�ers very little from the basic notation.

4.5 Using the Notation

Having introduced the notation, we can develop it to allow useful discussionsabout
trust, in addition to giving an agent the means to reason with and about trust in
inherently cooperative situations. We focus on cooperation in this chapter since DAI
is itself inherently cooperative (see chapter 1). This is natural, since we want our
agents to be cooperating to get things done. If they didn't, we would be as well
assumingthe agents were monolithic AI systems,with no interaction with each other
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at all, sincenonewould be needed.Not only is this unrealistic, but even for traditional
AI systems(Hewitt, 1992), it is becoming lessapplicable (Gasser,1991).

In consideringcooperation there aresomequestionswhich needto be asked(Marsh,
1992):

� With whom to cooperate.

� To what extent cooperation should be extended.

� When to cooperate.

The basic question is, given the choice between cooperation and non-cooperation,
whether to cooperate with a speci�c agent or not. In the extensionsbelow, we provide
a meansof arriving at an answer to that question in a situation (� ) in which oneagent
(x) is consideringwhether or not to cooperatewith another (y). The basicassumptions
we make are:

1. That x has a choice | he can say no if he wishes(for a consideration without
this assumption, seethe following chapter, section 5.2.2).

2. That there is someone(e.g., y) to cooperate with in this situation.

3. That x has a knowledge of y (K x(y) is true).

4. That x is not `in debt' to y. This rules out any consideration that x helps to
reciprocate for something y has done in the past. Seepage76.

5. That x has a knowledge of the situation, in other words, that x perceives simi-
larities between this situation and others he has experienced. 4

4.5.1 Determining Situational Trust

Of the three types of trust: basic, general and situational, situational trust is of
most importance when considering trust in cooperative situations. Indeed, the basic
assumption is that, if the situational trust is above a certain threshold (seesection
4.7) cooperation will ensue.

In order to estimate situational trust, x will needto considerseveral aspectsof the
situation. It is a rational thing to do to try to increaseutilit y asfar aspossible(Simon,
1955; Sycara, 1988). Whilst this is an acceptedde�nition of economicrationalit y, it
is felt that it lacks elements in decision making which should be present, speci�cally
agent-subjective measuresabout the situation. It is for this reason that we add a
consideration of the importance of the situation to that agent. A situation with large
utilit y but little importance would, in this scheme, be less likely to be undertaken
than onewith utilit y large and a high importance. Conversely, a situation with a high
importance and a low utilit y has no more chance of acceptancethan the high utilit y
low importance situation.

Since our agents are basically trusting entities, we need to consider trust in our
formula. The reasoning is that in order to estimate situational trust in an agent

4Although this may not be of interest in this particular working, it becomesmore important as we
extend the formalism further.
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(the trustee), the truster has to use knowledge of that agent in other settings, other
situations, and so forth. This information is embedded in the general trust values the
truster has of the trustee. These are the T x (y) values. The estimate of general trust
is notated dTx(y) for the amount x trusts y. It is x's estimate after taking into account
all possible relevant data with respect to T x (y; � ) values in the past; i.e., if t is the
present time, x will take knowledge from all situations T x (y; 
 ) T , with T < t, and 

similar or identical to the present situation � (seeDechter (1984) for a consideration
of similarities between situations). If we consider a seriesof these values, there are
several methods of choosing how to work out which estimate to use. These will be
discussedfurther in section 4.6.

We comenow to the formula for estimating situational trust in another agent. In
this example,we take x to be consideringy, having a knowledgeof y, and carrying out
the consideration with respect to situation � . There are no temporal considerations
in this example. To estimate situational trust, x uses:

Tx(y; � ) = Ux (� ) � I x (� ) � dTx (y) (4.1)

Informally , we de�ne the trust of an agent x in another, y in somegiven meeting as
the probabilit y weighted by UI that x acts to achieve an outcome as if it trusts y
(Thim bleby et al, 1994).

Analysing the Form ula

The formula for situational trust highlights some problems which formalising trust
may hold. It is clear that negativity posesproblems here, since the multiplication
of two negatives results in a positive value. For this formula, table 4.3 presents a
detailed examination of �nal values of the situational trust variable for di�eren t ex-
tremes of its components. Since this is an important aspect of formalisation, certain
formul�throughout the thesis will be 
agged for discussion,and general conceptsare
further addressedin section 9.6. In addition, the problem of negativity is partially
addressedin section 8.6.1.
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Ux (� )
� 1 � 0:5 0 +0 :5 +1

� 1 +1 1 +0 :52 03 � 0:54 � 15

� 0:5 +0 :5 6 +0 :257 03 � 0:258 � 0:59

Tx (y) 0 03 03 03 03 03

+0 :5 � 0:5 4 � 0:258 03 +0 :2510 +0 :59

+1 � 15 � 0:59 03 +0 :59 +1 11

Notes:
1 Represents one way of behaving, which is machievellian. There may be others, for example,
deciding not to cooperate at all if any of the two determinants is negative.
2 This is machievellian again, mediated by the size of U x (� ).
3 Again, this is one way of looking at the problem, and results from the chosen operator
(multiplication). It seemssensibleenough,however | a situation of zero utilit y or zero trust
may well result in indi�erence as far as situational trust is concerned, no matter what the
value of the other determinants. There may be other ways of addressingthis situation: this
is an avenue of further work.
4 This is sensiblebehaviour, mediated by the multiplicatio n operation.
5 Again, this is sensible,although there may be other ways of attaining a sensiblevalue for
di�ering dispositions.
6 This is another exampleof machievellian behaviour.
7 This is as 6, but seenote 10.
8 This is an exampleof sensiblebehaviour for trust.
9 Again, this is sensiblebehaviour.
10 This is an oddit y which arises from the use of multiplication and fractions. The result is
lower than each of the values for utilit y and general trust, and will be further reduced by the
importance. Other operators (for examplelogarithms) would perhaps remove this oddit y.
11 This is sensiblebehaviour for trust as we seeit.

Table 4.3: Examination of the formula for determining Situational Trust.
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4.5.2 Problems with Imp ortance

As formula 4.1 stands, the more important the situation, the more the �nal value
for situational trust. Thus, we take the view that important situations have to get
done (seesection 4.7). Paradoxically, this meansthat the less important a situation
is, the lower the situational trust will be, leading to a situational trust of 0 for an
importance of 0. The method usedfor determining the cooperation threshold (section
4.7) takesthis into account however, leading to a lower cooperation threshold for low
importance. The problem of an importance of 0 is to someextent mitigated by the
formula for the cooperation threshold, which will also equate to 0 if the importance
is 0. The agent, then, will always cooperate if the importance is set to 0. This is not
necessarilysuch a good thing, however. We leave this problem for future work. In the
formul� below, we assumethat this consideration has been undertaken by the agent
concerned, thus the value is acceptable. The same considerations should be taken
with the cooperation threshold. For more on this, seesection 4.7.

4.5.3 Extension to Situational Trust Form ula

Trustworthy people are more likely to trust (Rotter, 1971;Deutsch, 1962). The con-
verseholds also: untrust worthy people will generally trust less. Whilst these results
have beenobtained by experimentation, it would seemintuitiv ely natural that, if you
were not capable of being trust worthy, you would expect others to be the same,thus
you would not put yourself into a situation where you were in the hands of others.
It follows, then, that if we as a trusting agent can somehow estimate how much we
are trusted by those we are considering, we can come up with a fair idea of whether
they are trust worthy or not. At the very least, we would realise we weren't quite as
trusted as we �rst assumed! In people, it has been found that cooperation (hence
trust) is \lo w when situational factors conspired to make learning about the other
person di�cult." (Boon & Holmes, 1991, page 196). It's a question of determining
the other's motives. Trust is just one of these,but in a cooperative situation, it is of
paramount importance (Deutsch, 1962).

The problem is �nding out how much we are trusted. Short of asking, there is no
way of knowing, and even should we ask, we are not guaranteed the correct answer,
particularly if the trust is low. Whilst taking into account that this is an important
problem, there is, then, little we can do about it at present. 5 After all, if agents were
transparent enough for us to know how much they trusted us, then they would be
so transparent that there would be little need for trust in the �rst place! This being
the case,we stick with the workings of formula 4.1. For completeness,however, we
present here the possible extension to those formul� which would take into account
an agent's (x here) estimate of how much it is trusted by another (y). This is notated

d(Ty(x))
x
:

Tx (y; � ) = ((U x(� ) + bTx (y)) � (I x (� )) � d(Ty(x))
x

There is a further problem here. If x's estimate of how much y trusts him is useful,

5The problem is inherent in trusting relationship s, and is not limited to the formalism. Indeed, the
formalism may help arti�cial agents �nd a way around the problem by allowing them to disseminate
trust readily.
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then by de�nition so is x's estimate of y's estimate of how much x trusts y:
dd(Tx(y))

y x

!
This recursion is potentially in�nite, but the amount of recursion is limited sinceeach
additional recursion producesdata of lessand lessimportance in the schemeof things.
Though in the limit, the `�xed point' might be completely di�eren t from the original
estimate, it is not obvious what this would mean in practice, since no agent could
compute it in �nite time.

4.6 Agen t Disp ositions

In humans, there are di�ering `orientations' (Boon & Holmes, 1991) suggestingwhat
kind of things they might do in a given situation. This section discussesorientations
in terms of how an agent estimates dTx (y) in formula 4.1. This estimate waspresented
as x's estimate after considering all possible values for T x(y) in the past. Little was
said about the di�eren t meansof obtaining this value. We present somehere, along
with an examination of the orientation or disposition of x that they may signify. 6

We focus on three major statistical methods of obtaining the value. They are, the
mean, the maximum and the minimum. The discussionsbelow are taken from Marsh
(1994a).

4.6.1 Maxim um Estimate | Optimism

The optimist expects the best in all things (Marsh, 1994a). He looks for the best
in people, and is always hopeful about the outcome of situations. As such, for the
purposesof this example, the optimist is taken as the agent who always selectsthe
maximum trust value from the range of experiences he has had. Consider �gure
4.1. The optimist will take the peak �gure in this distribution, hence in formula
4.1, we would substitute that value for dTx (y). There are other considerationsto make
regarding optimism and the other dispositions discussedhere,particularly with regard
to alteration of the general trust value for an agent. We present thesebelow.

4.6.2 Minim um Estimate | Pessimism

In contrast to the optimist, the pessimist is one who seesthe worst in people, always
doubting the result of situations. It seemsclear, then, that the pessimist will take
the worst possible value in all of the data he was presented with. In �gure 4.1, the
pessimist would take the lower value indicated, substituting this in formula 4.1 for

dTx (y).

4.6.3 Pragmatism and Realism

It should be clear from the above discussionsthat, although there are extremes of
optimism and pessimism,most of us would consider ourselves to be `somewherein-
between.' Indeed, it may be the casethat, depending on the situation, or even the side
we got out of bed that morning, we may choose(consciouslyor otherwise) to be overly

6Disposition and orientation are used interchangeably here. Thus, the orientation an agent has
refers to his disposition towards doing something.
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Time

Trust

in

other

Optimist

Realist

Pessimist

Length of memory

Figure 4.1: Fluctuations in trust for a typical agent, showing the possible estimates
used for determining situational trust in other.

pessimistic or optimistic. This suggeststhat there exists a spectrum of dispositions
within which we exist. This spectrum is shown in �gure 4.2. The samespectrum will
apply to our agents, but for simplicit y, we take two of the points along the spectrum,
and discussthem here.

Pessimist Realist Optimist

Less forgiving
Trust more inflexible upwards

More forgiving
Trust more inflexible downwards

Figure 4.2: Possiblespectrum of behavioural dispositions (from Marsh, 1994).

The mean is an example of a point along the spectrum which is relatively easyto
obtain values of T x (y) for. It was �rst presented in (Thim bleby et al., 1994) and is
discussedhere due to its practicalit y as a solution to the problem of estimating the
trust value, but onewhich is perhapslesssusceptibleto memory lapsesand forgetting
than the extremes of optimism or pessimism (For a discussion of memory within
agents, seelater in this chapter). To work out the mean, we use:

dTx (y) =
1

jAj

X

� 2 A

Tx(y) (4.2)
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Here, A is the set of situations similar to the present situation (� ) which x has expe-
rienced with y. This is bounded in two ways:

� x may not have known y for long, thus will not have a large samplesizeto draw
on;

� There will be a bound on memory which will allow x to remember only so far
back with respect to situations (seebelow).

Another considerationheremay be that x would want to considerall situations within
which he has interacted with y, or more expansively, all situations he hasever experi-
enced,either with y or not. Theseconsiderationsare in fact too extensive in practical-
it y, and with memory bounds, will only provide an agent with information of limited
utilit y. The more restrictiv e estimate, using similar situations, is also more sensible
and of more use, since the information it gives the agent pertains to situations of a
similar nature to the present one,which is in the spirit of situational trust. We remain
with the more restrictiv e implementation here (and in the practical experiments |
seechapter 7).

The meanrepresents what might be termed a `pragmatic' or `realistic' point on the
spectrum in �gure 4.2. It is not, in other words, pathological or extremebehaviourally.

4.6.4 Commen ts

Final experiments with this set of formul� are shown in chapter 7, along with dis-
cussionsof how the various strategiesavailable to the trusting agent a�ect its overall
decisions.

The strategiespresented here are not the only onesavailable. Another option for
the trusting agent may be to take the mode of all T x (y) in the past. Yet another
may be to substitute the �nal situational trust, T x (y; � ), for all situations known with
that agent in the formula for dTx(y). Another would be to �nd the mid point of all
Tx (y), and so forth. Much remains to be done to �nd the ideal measurefor the trust
estimate. We remain with optimism, pessimismand realism for a number of reasons:

� Optimism and pessimismprovide ideal examplesof extremesof behaviour. It is
of interest to seehow much they di�er from each other in the �nal analysis, and
how much they di�er from realism.

� The realist, or pragmatist, disposition forms a control point from which to study
the behaviours of many other dispositions, including those mentioned above.

� The realist disposition is also of merit by itself, since, as the results from ex-
periments show (chapter 7), it holds somesurprises of its own, particularly in
terms of being a�ected by extreme points in the agent's memory of situations
(seesection 7.4.2 in particular).

� The range of possibledispositions is potentially in�nite, spread along the spec-
trum shown in �gure 4.2. We have chosensomesamplesalong that spectrum
which we believe provide a good insight into the workings of trust and how it is
a�ected by an agent's disposition.
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4.7 The Co operation Threshold

Having determined the situational trust in y, x can consider whether or not to co-
operate. In other words, does x trust y enough in this situation to cooperate with
her? To determine the answer to this question, we introduce the concept of threshold
values for trust. If the situational trust is above a cooperation threshold, cooperation
will occur, if not, cooperation will not occur.

This view of cooperation may seemsomewhatsimplistic. Although it is extended
further in the following chapter (seespeci�cally section 5.2.3), it presents a straight-
forward notion of cooperation which is deeper than many (e.g., Tit for Tat (Axelrod,
1984;Godfray, 1992;Novak and Sigmund, 1992),which simply usesa memory spanof
oneaction to determine its next reaction) and lessdeepthan others (e.g., many of the
strategiesused in Axelrod (1984), also planning architectures, such as APE (Spector
and Hendler, 1990),and GOFER (Le Pape, 1990); seeFerguson(1992) for a detailed
discussion). In addition, it provides an interesting view of the problem which is not
so complex as to put substantial overheadsonto an implementation (seechapter 7).
Also, the notion of trust presented here is not intended to be the soledecisionstrategy
in use in an agent at any time. It is intended to be an augmentation to the agent's
current reasoningstrategy. A trusting Tit for Tat player, for example, may be more
successfulin Axelrod's experiments than simple Tit for Tat. For this thesis, trust is
consideredin isolation for clarit y. So:

Tx (y; � ) > Cooperation Threshold x (� ) ) Will Cooperate(x; y; � )

4.7.1 Determining the Cooperation Threshold

: : : the optimal thresholdof the probabilit y of believing we trust someone
enough to engagein such [trust worthy] action will not be the samein all
circumstances: : : we cannot only expect the threshold to vary subjectively,
as a result of individual predispositions (one's inclination to take risks or
degree of tolerance of potential disappointment); we can also expect it
to vary in accordancewith objective circumstances. For example, it will
be higher when the costs of misplacing trust are potentially higher than
those of not granting it at all and refraining from action: to walk about
in a trench in sight of the enemy (to pick up the example discussedby
Axelrod (1984)) requiresan extremely high degreeof trust that the enemy
will observe the implicit truce, and the costs of being wrong may prove
much more seriousthan those of lying low.

(Gambetta, 1990a,page222)

The cooperation threshold is a subjective measure,temperedby objective beliefs. It is
calculated here in a similar fashion to the caluclations for situational trust. In earlier
work (Marsh, 1992; Marsh, 1993) we suggestedthat the cooperation threshold was
determined by:

Cooperation Threshold x (� ) =
Perceived Risk x (� )

Perceived Competencex (y; � )
� I x (� ) (4.3)
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This was thought to be too restrictiv e, as it was felt that it did not take into account
the importance of trust in its determination. In addition, the notion of risks over
competenceis too shallow without taking trust into account (competencein particular
is a shallow notion which su�ers from its agent-centredness, or subjectivit y). We
therefore in the later stagesof this work introduced an alteration to this formula,
which is now:

Cooperation Threshold x (� ) =
Perceived Risk x (� )

Perceived Competencex (y; � ) + dTx (y)
� I x (� ) (4.4)

Where dTx(y) is as discussedabove. Here, trust plays a role in the mediation of the
cooperation threshold | a very low trust will ensurecooperation is lesslikely to occur
than if trust is high. This is in keepingwith psychological �ndings (Rempel et al, 1985;
Rempel and Holmes, 1986).

The cooperation threshold formula is as important as that for situational trust
(formula 4.1). We therefore present a discussion of the formula in table 4.4, with
associated notes. In the event, the incorporation of the value of T x (y) in the formula
posessomeproblems, and may well be taken out again in further work. For the re-
mainder of this thesis, however, it remains,sincethe exampleschosenare not seriously
a�ected by it, and becauseits inclusion may provide insights into the working of trust
in cooperative situations.

Perceived Competencex (y; � ) + T x (y)
� 1 � 0:5 0 +0 :5 +1 +2 a

0 01 01 1 2 01 01 01

Risk b +0 :5 � 0:5 3 � 14 1 2 +1 5 +0 :56 +0 :257

+1 � 18 � 29 1 2 +2 10 +1 11 +0 :512

Table 4.4: Examination of the formula for determining the Cooperation Threshold.

Notes on table 4.4.

a Since the Competencecan only be zero or greater, there is no � 2 to mirror the +2
here. Actually , although neither is possible, it is sensibleto examine the extremes.
b Perceived Risk can only be greater than or equal to 0 also. A negative risk is not
sensiblehere. This column measuresPerceived Risk x (� ).

1 This is sensiblebehaviour: if no risk is involved, then the Cooperation Threshold
can be e�ectiv ely ignored. Note that this is only one way of addressingthe problem:
another would be to concentrate more on trust or competence here to arrive at a
suitable estimate. This is an avenue for further work.
2 This occurs when Perceived Competence x (y; � ) = � T x (y). This is a problem with
the representations usedhere,and the operations upon them. It suggestsalsothat the
removal of the trust value from this equation may be a sensiblechoice in the future.
Thus, in further work, we may return to the original formula for the Cooperation
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Threshold, without consideration of trust.
3 This behaviour is clearly nonsensical. Low competenceand high risk should sensi-
bly give a higher Cooperation Threshold, which is not happening here. Again, this
problem arisesbecauseof the presenceof the T x(y) value in the formula.
4 This is again not sensible. Seenote 3.
5 (With notes6 and 7) As risk remains static, an increasingcompetencedecreasesthe
Cooperation Threshold. This is sensibleand desirable behaviour in a rational agent.
6 Seenote 5.
7 Seenote 5.
8 This behaviour is againnot sensible. Seenotes 3 and 4.
9 Seenotes 3, 4 and 8.
10 High risk with low competence,and therefore a high Cooperation Threshold. This
is sensible,but does lead to arti�cially high Thresholds, which may be sensibly nor-
malised in someway.
11 Again, this is sensiblebehaviour.
12 This is sensible. Taking notes 10 and 11, the resultant behaviour is as could be
expected, sincceas trust and competenceincreaseand risk remains static, the Coop-
eration Threshold decreases.Taking notes 1 and 7, as competenceand trust remain
static and risk increaes,so does the threshold.

4.7.2 Too Imp ortan t, or not Imp ortan t enough?

Formula 4.4 presents one view about cooperation: this is that the more important a
situation is, the more we need to trust someoneto enter into cooperation with them
in that situation. Hence, as I x (� ) increasesin the formula, so does the cooperation
threshold.

There is, however, another possible view, which characterisesa di�eren t way of
thinking about things. This is that the more important a situation is, the more we
need to get it done, so the lower the threshold of cooperation should be in order to
guarantee it getting done.

Both of these considerations have their place; both are equally valid. They may
even be adopted by the sameagent in di�eren t situations. The secondof them may
signify that the agent concerned has critical time constraints on the completion of
the situation. Hence, the importance is associated with temporal considerations.
The former consideration may signify an agent who wants something done extremely
well, and thus the importance is based on satisfactory completion of the situation
without time constraints. There are other such examples, notably that the former
consideration signi�es an agent who has little con�dence in the abilities of others,
despite how much he might trust them.

In fact, where importance is seenas a function of time, it is plausible to consider
it to relate closely to the concept of `urgency' for an agent: where it is important to
get the job done quickly, then the job is urgent.

In earlier work (Marsh, 1992)we took the former consideration to be paramount,
and we will tend to remain with this formula for the remainder of this thesis. Thus, the
equation for the cooperation threshold will mostly remain as in formula 4.4. However,
there may be situations in which the latter consideration becomesof interest. Then
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the following formula could be used:

Cooperation Threshold x (� ) =
Perceived Risk x (� )

(Perceived Competencex (y; � ) + dTx (y)) � I x (� )
(4.5)

It is problematic and paradoxical that, for identical importance values, this formula
will result in higher cooperation thresholds than formula 4.4.

The inclusion of importance, coupled with the mechanism we use for determin-
ing situational trust, gives us a powerful decision making tool not limited to simple
probabilities, but relying alsoon agent-centered measuresor estimates. The main con-
tribution of such a subjective measureis that is is basedon experienceof that agent
in the past, and is 
exible enough to incorporate the changing requirements of the
environment in which the agent is embodied. What wasnot very important last week
may well be of vital importance this (for example, revision for an exam tomorrow, or
delivery of aid to a crisis areawhich has just 
ared up). The inclusion of subjective or
agent-centered measuresallows powerful, 
exible, trust-based decisionsto be made.

4.7.3 Risk

Risk is an important component of trust:

The incorporation of risk into [a] decision can be treated under a gen-
eral heading that can be described by the single word \trust." Situations
involving trust constitute a subclassof thoseinvolving risk. They are situ-
ations in which the risk one takesdepends on the performanceof another
actor.

Coleman, 1990. Page91.

That risk plays such a large part in trust is clear. How to estimate the potential
risks in a situation is not: \Decisions involving risks illustrate the limits of human
rationalit y: : : " (Zeckhauser & Viscusi, 1990,Page 559). Zeckhauser and Viscusi dis-
cussthe di�erence betweenrisk, uncertainty, and ignorance: \in the situation of risk,
we know the states of the world that may prevail and the preciseprobabilities of each
state. In the caseof uncertainty, the preciseprobabilities are not known. With igno-
rance,we may not even be able to de�ne what statesof the world are possible." (ibid.,
page 561). The trusting agents we consider may well be operating under conditions
of uncertainty or ignorance. As time progresseswith similar situations, experience
will give them more of a means of determining risk accurately. This suggeststhat
the determination of risk involves di�ering methods for di�ering situations. We will
consider three states for a given agent considering the risks involved in a particular
situation, � :

1. The agent has no knowledgeor experienceof � .

2. The agent has someincomplete knowledge or experienceof � .

3. The agent has considerableexperienceor knowledgeof � .
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State 1, where the agent has absolutely no knowledge of the situation, is on
the face of it the more problematic of the three. The agent is acting under a state
of ignorance, and any decision could be wildly wrong. We suggesta strategy which
involvesthe useof how much the agent trusts itself within the situation of making such
a decision. For example, if the situation of ignorance is characterised as � , then the
agent, call it z, will take into consideration T z(z; � ). Past experience in the decision
situation (� ) will allow z to put someform of certainty on the risks it thinks may be
involved with � . Of course,they may be erroneous,but then z will trust itself lessin
making such decisions in future, and may look further at a problem before jumping
into it. In other words, it will becomemore cautious in unknown situations.

State 2, the state of uncertainty, implies that the agent knows the possibleworld
states that may arise from the situation. It may also know someof the probabilities
of such states, in which caseit is in a fairly good position, being an adaptive, learning
agent (Zeckhauser & Viscusi, 1990). If none of the probabilities are known, then the
procedure for state 1, involving the agent's trust in itself, will again prove useful,
providing a measureof certainty in the probabilities it ascribesto the di�eren t states.

In State 3, the agent will simply assessthe risks involved, perhaps using a form
of Bayesian theory (see Zeckhauser and Viscusi (1990) for an example), arriving at
someusable metric.

This discussionof risk provided few concrete answers as to `how to calculate the
risk inherent in a situation.' It did, however, provide some pointers which can be
useful. In the state of risk with `complete knowledge,' the answer is clear, and the
agent knows how to estimate the risk (i.e., take the meanassessment of the probabilit y
of each outcome). The other two statesrequire someinitiativ e on the part of the agent.
Any mistakes made will be learnt from, however. It is primarily through experience
that the information necessaryto assesssuch risks and to assessone'sown capabilities
as regardsthat assessment, is obtained.

4.7.4 Comp etence

Competence,as risk, involvesan agent making a judgement about someonewho may
or may not be known to the agent. Once again, there are three possiblestates to con-
sider. Here,however, additional considerationsare available which re
ect what society
can do to help for an individual. They concern the law, and professionalstatus and
societies. In order to understand the choices an agent can make regarding compe-
tence, it will be useful to discuss membership of professional societies beforehand.
Later considerationswill involve the legal aspects of contracts, and so forth.

4.7.5 Mem bership of Professional Societies

Whether or not an agent is known to our truster, it may be that the agent hasanother
way of securing cooperation, of guaranteeing `good work done.' Society has a legal
systemwhich ensuresthat certain `bad' things should not be done(Lagenspetz (1992),
seealsosection5.3below). This system,however, sometimesdoesnot stretch asfar as
it could. Take an exampleof furniture removal; here,we expect our furniture to arrive
unscathedat its destination, to be treated well. There isn't much we can do about it
if it doesn't unless the removal man is a professional | a member of a professional
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institution. In this case,we know that the institution has set down guidelines (ethics
or laws) which its members must follow. Our furniture should be treated well.

This example introduces the concept of professionalism. Professionalsbecome
members of professional institutions, and are acknowledged by these institutions, to
assurethe public that they will do their job properly, an approximation of Barber's
�duciary responsibility (Barber, 1983). In computing, the situation is similar (Associ-
ation for Computing Machinery, 1992). Being a member of such an institution means
that peopleaccepting your help or work will expect you to adhereto the ethics of that
institution or face the consequences.Your competencewill be judged on this score.

Membership of a professionalinstitution begsthe question of whether or not trust
is neededany more. This, along with what legal restrictions society can impose on
individuals is discussedin section 5.3.

We proceedwith our discussionof competence.

4.7.6 Three States of Comp etence

As with risk, there are three statesof knowledgeregarding the competenceof an agent
under consideration. They are:

1. The agent is not known, in this or similar situations (: K x(y) holds 8� 2 S).

2. The agent is known, but not in this or similar situations.

3. The agent is known and trusted in this or similar situations.

Thesestates are discussedbelow:

State 1: The trustee is not kno wn

This is perhapsthe most problematic situation, sincein the basic situation there is no
way of judging the other. In a situation where absolutely nothing is known, a sensible
measureto use might be the general trusting disposition of the truster, moderated
by how important the situation is. Once again here, we have to consider whether the
agent believes the situation is too important to get done badly, or too important not
to get done at all (seeabove). In contrast to the cooperation threshold, we consider
that, if the situation becomesmore important, whatever we may want in terms of
getting it done, we should expect a more competent agent to do it, since, should we
want it done quickly, the more competent agent will do it, and should we want it
done well, then, again, the more competent agent can do it. There are alternativ e
considerations (e.g., who caresabout the competence as long as the job gets done).
We do not consider them to be viable alternativ essincewe make the assumption that
our agents will expect competenceno matter what. We use the following formula in
this instance:

Perceived Competencex = Tx I x (� )

State 2: The trustee is not kno wn in this situation

In this case,the trustee may be a friend who o�ers to help, or who requestshelp, in
a situation within which both agents have not yet interacted. Thus it is impossible
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to use past actual competencevalues in similar situations for the competenceof the
trustee. The truster, however, will know of the actual competenceof the trustee in
somesituations (at least one, otherwise we are in state 1). Thus we can take this into
account in someway. We suggestthat this knowledgeis moderated by the amount of
trust the truster has in the trustee in general. So, the following is used to determine
competence:

Perceived Competencex (y; � ) =
1

jAj

X

� 2 B

(ExperiencedCompetencex (y; � ) t 0
) � dTx(y)

Here, dTx(y) is as in formula 4.1, and � is the set of all situations in which x has had
interactions with y. By de�nition, thesewill all be dissimilar to situation � .

State 3: The agent is kno wn and trusted

Since competencenaturally takes into account the agent to be trusted, the problem
of ascribing competenceis relatively small when the agent is known, and smaller still
when the situation is similar or identical to one in which the two agents have inter-
acted in the past. The considerations are clearly agent-centered. A simple meansof
estimating competenceis looking at similar situations in the past (here we comeback
to memory span, for which, seebelow). One solution is to take all of the resultant
competencevalues from these situations, and to gain an estimate of the competence
from these| after the situation has completed, we know the value of the competence
of the agent, or at least, the competence of that agent at that time in that situa-
tion. Taking a statistical measureof all of these competence values helps eliminate
the problems associated with, for example, our only knowing similar, not identical
situations. It helps reducethe amount of error. This brings us back to which measure
to choose(e.g., optimism, pessimismor realism). We will userealism (the mean) here.
So:

Perceived Competencex (y; � ) =
1

jAj

X

� 2 A

(ExperiencedCompetencex (y; � ) t 0
)

Where t 0 represents the fact that the competence value is taken after the situation
has concluded. It is thus an accurate representation of what was experienced in that
situation.

Professional Societies

In all situations, there may be another way of judging competence,such asmembership
of a professional institution (see section 4.7.5) or other quali�cations. There may
also be other considerations, such as money withheld for a poor job done (section
5.2.4), or a legal binding (section 5.3). In all of these cases,the competencemay be
relatively simple to determine. In addition, we need not consider the competenceof
the individual at all, rather what we know of the organisation he is a member of.
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4.8 Memory

Since time is an important aspect of the real world (Coleman, 1990), it follows that
we want our agents to be able to consider temporally aswell associally, and, perhaps,
spatially. One of the bene�ts of trust is that in one value, a large amount of past
experience can be represented. That is, since the trust in an agent will rise and fall
according to the past experiencesthe truster has had with that agent, the �nal value
is a good approximation of how well the trustee shouldbe trusted.

There are, however, other considerations. When determining situational trust, for
example,we would wish our agents to makeasinformed a decisionaspossible. Clearly,
the more information regarding trust values in the past that the agent has, the better
informed it will be; thus we incorporate the concept of memory into a trusting agent
to allow deeper consideration of past events, enabling greater predictional power. The
aspectswe would like our agent to remember asfar astrust is concernedare relatively
simple: the trust values for past events, for example. From an implementation point
of view, these can be stored in very little spacewithin the agent. Space, however,
is not in�nite. Memory is therefore a �nite concept for trusting agents. In reality,
a bound will be placed on the amount of situations the agent can `remember.' A
simple boundary value is time | we say that the agent can only remember so far
back in time, and can set that value to whatever we wish. This allows us in an
implementation to study the e�ects of short memoriesor long memoriesin agents of
particular dispositions (seeabove). Another bound is the number of interactions with
particular agents; for example, an agent can remember the last 10 interactions with
all agents. For more realism, this could also be bounded by time, such that if the
last interaction x had with y was, say, 10 yearsago,x would have trouble recalling it
unlessit was meaningful.

4.8.1 Memory Span

An agent hasa memory span,which is the number of things it can remember, bounded
by time (or someother realistic metric). The memory span of an agent is signi�ed by
�, with 0 � � � 1 . As an example, consider the formula for taking the mean of the
available trust values in the determination of situational trust (see formul� 4.2 and
4.1). The formula states:

dTx (y) =
1

jAj

X

� 2 A

Tx(y)

For agent x, A is the set of all situations similar to the present one within which he
has interacted with y. The bounds of this set are determined by � for x (call this � x ).
So, for example, x will not remember a situation at time � , if � < � x . If the number
of interactions is the bound, the result is similar, with x not remembering more than
10 interactions back.

4.8.2 Problems with Memory

This implementation is a simple one. It presents us with some problems, however.
Most notable is the following. Consider �gure 4.3 for x estimating values for y. The
peak value of trust at t1 � m will be taken into account for all of the methods we
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describe above for obtaining the estimate of trust. Thus, an optimist would choose
a very high value here. The pessimist would remain low, and the mean and mode
would take their respective, less sensitive, values. If x has a memory span equal to
m, however, a major problem occurs on the next time round, particularly for the
optimist. The peak is not taken into account | it is `forgotten' by x. This clearly has
rami�cations for the estimate of trust; it is reduced by a large amount for optimists,
at least. The mode would not be a�ected by such peaks,however, and neither would
a pessimist be a�ected, although the samee�ect would be seenwith a deep trough
in the graph. It is worth noting that such peaks and troughs should generally not
occur | the amount of trust will be a gently 
uctuating value which changesonly
slightly over a short period of time. Rarely do we completely lose trust in someone
we trusted to a large extent yesterday.

Time

Trust

in

other

Length of memory

Length of memory

1
iteration

Choose this peak
at time t1

Choose this at
time t2

t1

t2

(m)

 (m)

Figure 4.3: The e�ects of memory on decisionsinvolving trust.

4.9 Recipro cation

4.9.1 Discussion

For the purposeof de�ning trust, our examplesmake the assumption that the only
considerations agents make involve trust. They should also, however, have some
knowledge of certain real-world concepts. Perhaps the most important of these con-
ceptsis that of reciprocation | if onedoesanother a favour, oneexpects that favour to
be returned, either now or at sometime in the future. Reciprocation is a commonphe-
nomenon| bats are known to reciprocate (Harcourt, 1991), as are chimpanzeesand
cetaceans,amongst others (Trivers, 1985). Indeed, delayed reciprocation in animals
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can be seenas a precursor to, if not synonymous with, trust (Harcourt, 1991). The
notion allows an extension to reasoningabout trust, since someexpectation of future
actions can be basedupon expected present behaviour as a result of past behaviour.
For example, if x had helped y with homework last week, she might reasonably ex-
pect y to help her move this table today. Reciprocity is also likely to bene�t the
reciprocator in the long run too: \Recipro city is [an] important sourceof non-random
social interaction: : : If individuals commonly employ some such rule [of reciproca-
tion], cooperative interactions among reciprocators will persist, while interactions of
reciprocators and non-cooperators will quickly cease.Thus reciprocators will be more
likely than non-cooperators to receive the bene�ts of the cooperative acts of others."
(Boyd & Richerson,1991,pages28{29). Considerationsof reciprocation can easily be
added to the formalism in order to allow a deepening of the considerationof oneagent
or situation by another. We provide an example of an extension to the formalism to
that e�ect in the following sections.

4.9.2 Recipro cation | Extending the Formalism

In considerations of reciprocation, aspects of memory, and thus time, need to be
addressed. There are several di�eren t states of the world with respect to memory
that require consideration before we can arrive at a satisfactory representation for
reciprocation. We will considerthe caseof two agents: x; y 2 A , wherex is considering
whether or not to cooperate with y. Assuming that K x (y) is true, thus there is a
calculable value for T x (y; � ), where � is the situation x �nds herself in. Also, there
are reasonablestraightforward means for x to calculate Risk and Competence for y
in � . Assuming t n is the present time, and t n � � is some time in the past (not
necessarilyidentical for each of the following states) we consider the possible states
of the memory of x and y:

1. At sometime t n � � , y has helped x (and it was not a reciprocation for help x
had given y at someearlier time), and x has not yet reciprocated.

2. At sometime, t n � � , x has helped y (lik ewise,it was not a reciprocal act), and
y has not yet reciprocated.

3. At sometime, t n � � , y helped x, and at a later time, x reciprocated.

4. At sometime, t n � � , x helped y, and at a later time, y reciprocated.

Thesestates are summarisedin the �rst column of table 4.5, below, as y: x, x: y, yx,
and xy. There are more things to consider, however; these are summarised in the
sametable. They are that x and y have �nite memories,thus either or both of them
may have forgotten the actions carried out at t n � � . The �nal revision of trust for
both agents is di�eren t depending on what happens (does x decide to cooperate or
not?) and what was expected (did y expect cooperation, or had she forgotten that
reciprocation was to be expected?) are di�eren t for each consideration. Memory in
this example is not of the last two interactions for each agent, rather of the last two
interactions they had together. For example, during the courseof a day, agents may
interact with many other agents, and meet up with the sameagent they started with
at the end of the day. As far as these two are concerned,it is the interactions they
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State x remembers? y remembers? x favours y trust s when
cooperation? x cooperates x doesn't

y: x tr ue tr ue yes $ +
y: x tr ue f alse yes " #
y: x f alse tr ue see text $ +
y: x f alse f alse see text " #
x: y tr ue tr ue no 1 " 2 $ or #3

x: y tr ue f alse no 1 " #
x: y f alse tr ue see text " 2 $ or #3

x: y f alse f alse see text " #
yx tr ue tr ue see text $ +
yx tr ue f alse see text " #
yx f alse tr ue see text $ +
yx f alse f alse see text " #
xy tr ue tr ue see text $ +
xy tr ue f alse see text " #
xy f alse tr ue see text $ +
xy f alse f alse see text " #

Symbol Interpretation
$ Trust remains the samevalue (or changeslittle).
" Trust increasesby someamount, � .
# Trust decreasesby someamount, � .
+ Trust decreasesby someamount, 
 , where 
 > � .

Table 4.5: Possiblememory states and outcomesfor reciprocation

last experiencedwith each other that are to be considered. Thus, when we say xy, for
example, we mean that the last time thesemet, y `helped' x, and that the time they
met before that, it was x that helped. Clearly, then, memory is an important aspect
of this. The four casesgiven above do not cover the whole aspect of the problem;
it may well be that in xy, y can only remember that she helped x at some time,
and thus perceives that this situation is actually y: x. In which case,looking at the
interaction from y's point of view, cooperation is expected, rather than `hoped for.'
The table handles these situations, since we can look up from y's point of view what
the situation is. It can only be one of the four, xy, yx, x: y, or y: x in any case.
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Discussing the Table

There are several aspects of the table that need to be addressed.Firstly , note 1 sug-
geststhat x doesnot favour cooperation in the x: y state. This requires clari�cation,
since it is not always the case. In the context of a single set of interactions, x is less
likely to cooperate with y if he perceivesy is already in debt to him. There is another
consideration, however, in that x and y may be in an ongoing trusting relationship,
in which case,reciprocation will be a matter of course,and x will not mind helping
again, since someat time in the future, he will expect to bene�t from this. Hence,at
note 1, we could substitute a yes if the relationship is a contin uing one.

Note 2 suggeststhat y will trust x more should he cooperate in x: y. This is
becausey can perceive that x is helping even though she is already in debt to him.
Once again, in the context of an interaction, this may not occur, especially if the
situation is such that the two are very close, with a high trust value between them
anyway.

Note 3 is explained in a similar way. If the two are not closefriends in a contin uing
relationship, y should not expect help from x if sheis already in his debt (what reason
could x have for helping?). Thus if x does not cooperate, this is no less than could
be expected, and her trust in him will stay static | after all, she may have done the
same(Lagenspetz, 1992). In a contin uing relationship the sudden refusal to help by
a partner results in a drastic revision downwards of the trust one has in the other,
however. Thus in the samesituation, if y cannot remember the situation, and x does
not cooperate, we revise trust down less,since the two are not in such a relationship.
This represents one aspect of contin uing trusting relationships | a sudden defection
does a lot of damage(Rempel and Holmes, 1986;Boon and Homes,1991).

The other parts of the table (at see text ) can be explained in a similar fashion. If
x and y are in a contin uing trusting relationship, x would favour cooperation anyway,
sincehis trust in y is likely to be high whether he can remember their last interaction
or not. In the xy and yx conditions where x can remember, he would probably favour
cooperation more if the contin uing relationship condition held, not somuch if it didn't.

Mo difying the Formalism

In addition to the considerations addressedby the table, there are other questions
that may be asked, notably whether x is an altruist (seebelow), and that, whether
or not x favours cooperation, he may or may not cooperate. Why is this? The risk
involved may be far too high, or in the situation under consideration, x may perceive
y to be absolutely incompetent (cf. my brother 
ying a plane). Thus, when we talk
of x favouring cooperation, we mean just that there is more of a chance that he will
cooperate. Thus we reduce the cooperation threshold by somevalue (say, 10%). If
it is initially high, there is still a fair chance that the situational trust will not be
enough to justify cooperation. This is a consideration to be discussedor addressed
in individual situations. It is, however, worth noting that a lowered cooperation
threshold and a high trust (as with a contin uing relationship) will almost certainly
guarantee cooperation.

Thus, the cooperation threshold will be determined by:

Cooperation Threshold x (y; � ) =
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�
Perceived Risk x (� )

Perceived Competence x (y;� )+ dTx (y)
� I x (� )

�

� Reduction Percentage x (y; � ) (4.6)

Where the Reduction Percentage is calculated by x according to the past history of
the relationship, as partly described by table 4.5.

Mo difying Trust

Given the extra reasoning power from the above formula, the examples below will
allow agents to take reciprocation into account both before and after the event. That
is to say, for example, if y refusesto help x, then it would be reasonableto expect x to
reduceher trust in y by a larger amount than if y had not helped with the homework.
This allows us to modify the formalism for increment/decrement of the trust value:
If:

Helped(x; y; � ) t � � ^ Defected(y; � ) t (4.7)

Then:
Tx (y) t+1 � Tx (y) t

Informally , if x helped y in the past, and y responded at this time by defecting, the
trust x has in y will reduce by a large amount. The converseis if:

Helped(x; y; � ) t � � ^ Cooperated(y; � ) t (4.8)

Then:
Tx (y) t+1 � Tx (y) t

Informally , if x helped y in the past, and y reciprocated at this time with cooperation,
then the amount of trust x has in y will remain the sameor increaseonly by a small
amount.

In other words, the amount of trust x has in y substantially decreasesfollowing
y not reciprocating (Boon and Holmes, 1991). However, y's reciprocation merely
con�rms to x that she (x) was correct in helping y in the �rst place (Lagenspetz,
1992). This being the case,x had every right to expect y to help. So, although y's
reciprocation may lead x to trust her judgement of people more, she may revise her
trust in y only slightly , if at all (Lagenspetz, 1992).

The amount of alteration of the trust value at any particular time is a subject
of great importance, since it is this which underlies the adaptive nature of trust.
However, this work is concerned with the introduction of the formalism for trust
itself, rather than its alteration. In the practical work that follows, we have used a
simple metric, involving taking or adding percentagesto trust (seechapter 7). This is
unsatisfactory in the long run, and the e�ects of di�eren t strategiesfor the alteration
of trust are an important aspect of further work.

4.10 Summary

Trust has never been a topic of mainstream sociology. Neither classical
authors nor modern sociologists usethe term in a theoretical context. For
this reason the elaboration of theoretical frameworks, one of the main
sources of conceptual clari�c ation, has been relatively neglected.
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Luhmann, 1990,page94. My emphasis.

In discussionsof trust (Barber, 1983;Gambetta, 1990b;Gambetta, 1990a;Yamamoto,
1990)there remainsan ambiguit y associated with the concept. As Luhman notes, this
leadsto problems when we want to say what trust really is! A theoretical framework,
based on trust, would give sociologists and social psychologists a tool for precise
discussionof the concept. Distributed Arti�cial Intelligence is a �eld in which sweeping
generalisationscan be made regarding social phenomenasuch as trust. Indeed, trust
speci�cally is glossedover with cursory statements (such asthosefound in Rosenschein
(1985) and von Martial (1992)). It seems,then, that trust is to be consideredpresent
whilst not being really consideredat all.

The work presented in this chapter goes someway to correcting the situation in
sociology, social psychology, and DAI. A formalism has been presented which takes
into account many of the aspectsof trust. It allowsprecisereasoningabout the concept
while being relatively simple, and thus easyto implement with very small overheads.
One of the principal concernsherewas that, with somany agent architectures (Hanks
et al., Win ter, 1993)and agent description languages 7 the incorporation of trust should
be a painlessa�air. With small overheadsin terms of spaceand implementation, this
formalism may satisfy that condition. The evaluation of this is a topic for further
work.

The formalism is extensible. There are considerationswhich have not been made
as regards trust here. The following chapter extends the formalism further to take
someof theseaspects into account, such as choice of who to cooperate with, the law,
and how legal aspects in society can help agents in making trusting decisions.

7For example, the Michigan Intelligent Coordination Experiment (MICE) language, or MA GSY
(Fischer, 1993). See also Hanks et al. (1993) for a review of some of the testbeds that are in use
today.



Chapter 5

Using the Formalism

5.1 Discussion

Chapter 4 discussedthe concept that trust can be formalised, and provided a for-
malism and associated formul� which can be built upon to allow reasoningwith and
about trust. The useof a single �nal value for trust allows qualitativ e and quantitativ e
comparisonsof di�eren t agents' trust values, and with an allowancefor trust being a
subjective measure,it allows us to use trust as a reasoning tool in embodied agents
(seechapter 7 for someimplementations of these) and as an analysis tool.

In this chapter, the concept of using trust as an analysis tool and as a descriptive
tool for interactions is presented. Several examples are discussed,with particular
attention focusedon applications for DAI. The examplesare mostly from potentially
cooperative situations, since, as was discussed in chapter 1, much of the work in
DAI is concernedwith circumstancesinvolving cooperation amongst agents (seealso
Marsh (1992,1993),Rosenschein (1985),Urzelai and Garijo (1992),and for a di�eren t
approach to this idea Kuwabara and Ishida (1992)). The chapter focuseson furniture
moving as an example, and is developed from Marsh (1992), which in turn used the
example given in Connah and Wavish (1990). The reasonsfor the use of furniture
moving as an example are given in section 5.2.1.

5.1.1 Form ul� Used

The formul� presented in the previouschapter will be usedin the examplesbelow. The
notation is presented in the previous chapter in tables 4.1 and 4.2. For clari�cation,
the basic formul� used here are as follows:

Situational Trust

This is determined by: 1

Tx (y; � ) = Ux (� ) � I x (� ) � dTx (y)

1The fomul� presented here subject trust to certain limitations . Seethe discussionsin the previous
chapter, also section 9.6.

82
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Where we are using the mean as the estimate for trust, so:

dTx (y) =
1

jAj

X

� 2 A

Tx(y)

And A is the set of all situations x knows (can remember).

Co operation Threshold

We determine this as follows:

Cooperation Threshold x (y; � ) =
Perceived Risk x (� )

Perceived Competencex (y; � ) + dTx(y)
� I x (� )

We thus assumethat our agents take the view that, the more important a situation
is, the more they need to trust in order to cooperate | situations are too important
to get done badly.

The Perceived Risk is determined by necessarily agent-centered, or subjective,
means. Seethe previous chapter for a discussion of these. Thus, when we come in
our formul� below to a consideration of risk, values will be discussedand presented
as they becomenecessary.

Perceived Competenceis also agent-centered. The three states given in the previ-
ous chapter provide somesolid answer to the question of how to estimate this. Once
again, in the examplesbelow, we will present the meansof determining competence
`on the 
y .'

As was discussedin the previous chapter, reciprocation is an important aspect of
trust. We thus include considerationsof reciprocation as we proceedin the following
examples.

5.2 The Furniture Remo vers

5.2.1 Wh y Furniture Remo val

The domain of furniture removal is a constrained example of what could, in future,
be expected from embodied agents | the sort of work which is heavy, messy, and
potentially physically risky (Ferguson,1992). For more physical risk, there is always
work in nuclear installations, or in space. (As an aside, enlightening presentations
of this concept, albeit in idealised forms, are to be found in Isaac Asimov's work
involving the robots. Seein particular \I Robot"). In addition the domain provides
an example of an inherently cooperative environment. There will be situations where
agents (human or otherwise) cannot manage to move a piece of furniture alone |
it is too heavy, or has to be lifted through an awkward space,for example. In such
situations, agents will haveno choicebut to cooperatewith oneanother (Argyle, 1991).
It is thus realistic to study such a domain in the knowledgethat the consideration of
cooperation is not a futile one, since it allows us to consider trust unencumbered by
other external considerations.

Such inherent necessarycooperation could be seenas forced, or impelled cooper-
ation, particularly if there was only one other agent with whom to cooperate. Hence
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y
z

Figure 5.1: Starting situation for two agents with two piecesof furniture to move.

this sectiondevelopsthe furniture moving domain from two agents, each with furniture
to move which is too heavy for oneagent alone(section 5.2.2), to a situation involving
three agents, with two having the task of moving furniture too heavy for them (section
5.2.4). This example gives each of the agents who need to cooperate a choice about
who to cooperate with, and provides us with a view of how such considerationsmight
work out.

5.2.2 Tw o Agen ts, Tw o Pieces of Furniture

In the �rst example, we have two agents in a room, each with the task of carrying
out one piece of furniture (for simplicit y, each must take his piece of furniture to the
door). The initial con�guration of the example is shown in �gure 5.1. The agents
are labeled y and z, and the situation is labeled � , so from z's point of view, it is in
situation � z, and from y's, � y. Note that two agents in the samesituation may not
call the situation the samething. So z may have nominated this as situation 
 . The
present choice of labels is for simplicit y and easeof understanding, and to reinforce
the idea that the two agents are in the sameplace and time. Further assumptions
made are that the agents know each other (K y(z) is true, as is K z(y)). Moreover, the
two have been in several interactions together (hence,estimating competenceis not a
problem, since the information neededto determine it is available).

The agents in this situation havea problem: each cannot movehis pieceof furniture
alone; indeed each pieceof furniture needstwo agents to move it, thus each agent must
consider cooperation with the other in order to get the job done. For the present
situation, consider that they have a choice, they may cooperate and get the job done,
or they may choosenot to, and nothing will get done. In the secondcase,there are no
sanctions, their orders are not compelling. Deadlock is, then, possible. We consider
the situation from y's point of view.

In order to move his piece of furniture, y has to ask for help from z (it may have
already been o�ered). Assuming that, y considers the amount of trust he has in
z. Since the two know each other, and have interacted, y can estimate trust fairly
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easily. The next few sectionswill present y's considerations. For the purposeof this
example,valuesfor the subjective estimates,such as importance, will be presented `as
is.' Sincethis exampleis simply to illustrate the working of the formalism, this is not a
seriousproblem. Since trust evolvesover a seriesof interactions, valuesgiven without
seeingthis evolution will seemarti�cial. The valuesbelow are chosento re
ect certain
aspectsof cooperative situations wheretrust is involved. In addition, comments about
the values below serve to illustrate the example, and are not consideredto be part of
an agent's `musings.'

Ty(z) = 0:6, hencey trusts z relatively highly in general,but considersthe situation
to be of fair importance: I y(� ) = 0:5. The utilit y y stands to gain from moving the
furniture is, he believes, very high, since, for example, the furniture may be his, and
he wants it moved from this room. He estimates utilit y as U y(� ) = 0:8. From these
values, and the values of T y(z) for as far back as he can remember (these work out
as 0:63, thus in the past, he has trusted z more than at present), he can estimate the
situational trust he has in z:

Ty(z; � ) = Ux (� ) � I x (� ) � dTx (y) = 0:80� 0:50� 0:63 = 0:252

This value is on the faceof it quite low. This is to be expected, sinceaswasdiscussed
above, the application of the formul� results in heavily moderated �nal values. In or-
der to cooperate, or acceptz's help, the cooperation threshold must be lower than the
situational trust value. This may well be the case.For example, y may consider z to
be very competent in this situation. For the purposesof this example,we selectvalues
that represent this case.Thus we can show that using trust as a consideration allows
cooperation to take place with somecertainty as to the outcome. The cooperation
threshold for y in � is determined as shown in formula 4.4 in the previous chapter.
It usesvalues for importance, perceived risk, and perceived competenceof the other
agent in a particular situation. As far as risk is concerned,y can estimate this fairly
easily: there is a risk of his piece of furniture being damagedby z's clumsy handling,
alsoof the job not being done in the �rst place (this is a risk, although it is considered
in various other measures,as in the importance). He comesout with a fairly low risk
(z is a friend, and he will try to be careful | any more than that is considered in
the competence value), so Perceived Risk y(� ) = 0:4. The competenceof z is not in
question, at the end of the day. Considering all of the furniture moving z has helped
him with in the past, y estimates that: Perceived Competence y(z; � ) = 0:7. Given
thesevalues, we can determine the cooperation threshold, which in this casewill be:

Cooperation Threshold y(z; � ) =
0:4

0:7 + 0:63
� 0:5 = 0:1504

This is indeed quite low. In addition, it is below the situational trust of 0:252. Co-
operation between y and z will be possible from y's point of view (although z may
have di�eren t ideas. We do not considerz or his perceptions in this example). There
is one further consideration to make, and that is that the two are in a contin uing
relationship which involves reciprocation. Whilst this will make no di�erence to the
outcome of the situation here, it is informativ e to include a consideration of it. Since
reciprocation is expected and given, the cooperation threshold is loweredby a suitable
percentage, say, 50%. So the �nal cooperation threshold is:

Cooperation Threshold y(z; � ) = 0:1504� 0:50= 0:0752
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Considering the situational trust, cooperation is almost certain to ensue,providing z
agreesto it (this is likely, on consideration, if the two are `friends').

5.2.3 The Safety Net

When two agents �nd themselves in a situation where both need to get something
done, such as the two agents in the previous furniture moving situation, there is the
possibility of deadlock if neither trusts the other enoughto risk cooperation. We can
make allowancesfor this with trust by incorporating someform of safety net into the
system. Having a speci�c measure,or value, for trust allows us seeexactly how much
extra trust is neededin order to get the job done. The previous chapter suggestedthat
the law and legal aspects may help trusters to accept cooperative interactions with
trustees in whom they had little trust. (This is further discussedin section 5.3). Here
we extend the situation above to allow for a casewhere y doesnot trust z enoughto
cooperate with her, but has little or no choice. In other words, both agents have strict
orders to move the furniture, and reprimands will be very severe if the order is not
complied with. These facts will be incorporated into the utilit y, risk and importance
of the situations for the agents concerned,so that cooperation may be more likely in
any case.This may not, however, be enough to encouragecooperation.

For this example, we consider once more y's point of view. He knows z, and
trusts her little: T y (z) = 0:2 (note that he still trusts z, and doesn't distrust her).
The situation is important; the importance is judged by y to be I y (� ) = 0:85 (more
important than the previous example). The utilit y to be gained from the situation
is unchanged at 0:8. The mean value of trust values so far is determined by y to be
bTy(z) = 0:25. So the situational trust is as follows:

Ty(z; � ) = Uy(� ) � I y(� ) � dTy(z) = 0:8 � 0:85� 0:25 = 0:17

This is again a low value, despite the high importance and utilit y values. The cooper-
ation threshold is likely to be higher, however, since nothing elsehas changed much.
Perceived competenceis unchangedat 0:8, as is perceived risk at 0:3. This may seem
strange on the face of it, but the competenceof an agent need not be linked to how
much he is trusted. The cooperation threshold, then, is:

Cooperation Threshold y(z; � ) =
0:3

0:8 + 0:25
� 0:85 = 0:243

Paradoxically, this is higher than the previous example. The situation, however, is
more important. There are no considerations for reciprocation | neither is in debt
to the other, and they are not in an ongoing relationship. Thus the cooperation
threshold stays as it is. So y will decide not to cooperate with z here. There is a
problem, then, since it must be done! In this situation, y can set up some form of
contin ual assessment or `safety net' to protect himself from untrust worthy behaviour
on the part of z.

The safety net can take several forms, which can depend on the size of the gap
betweenthe cooperation threshold and the situational trust, and may depend on other
factors, such asother knowledgethe truster (y) hasabout the trustee (z). Safety nets
can come in the form of withheld cooperation (Marsh, 1993), such as y refusing to
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PossibleSafety Net Problems Bene�ts
1. Help after help given Deadlock Easy to set up
2. Do tasks bit by bit Takesa long Almost as easy

(alternate) time to do task as 1.
3. Do tasks together May be Straightforward

(simultaneously) impossible and intuitiv e
4. y monitors progress Could be Gets someof

contin uously futile the jobs done
(esp. in example)

5. Negotiation As above Could be the
Deceit only solution

6. Use social threats May not help here Works well in
(e.g., sanctions) Takesplace over time close-knit societies

Table 5.1: Possiblesafety nets with bene�ts and drawbacks of each.

help z until z helps him out, or conditional cooperation (Danielson, 1992a). These
can quickly lead to situations more problematical than the one under consideration,
however, with both agents refusing to help until the other does! There are other
solutions, though, such as moving each piece of furniture a bit at a time towards the
door (somewhat childish, but a solution, nonetheless). Since the taking of a risk is a
prerequisite to establishing a trust relationship (Deutsch, 1962;Swinth, 1967;Rempel
et al., 1985), it may be sensible for y to take a risk and try to establish a trusting
relationship (y's perception of trust may be wildly inaccurate, in which casehe would
be pleasantly surprised). The other agent will have to perceive that a risk has been
taken, however, so this may not be feasible. The safety net will go someway towards
allowing cooperation, but determining which form it takesis a problem in itself. Table
5.1 suggestssomepossiblesafety nets and the problems and bene�ts of each.

The examplesgiven in the table are not exhaustive. They do provide an agent
with someidea of what can be done when cooperation is a necessaryaspect of a job.
In the �nal analysis, there may also be recourseto the law for assistance(seesection
5.3, below). The idea of social sanctions may be expressedby legal action, but what
is meant by the entry in the table is that, in a society, it may only take one defection
or untrust worthy action by one member of that society against another for the �rst
to be ostracised(for another perspective on this, seeLagenspetz (1992)), or put out
of business(for example, when banks lose the con�dence of their customers, many
are brought down in the deluge of customerswanting their money right then). When
society decidesto take collective (non-violent) action against a member, that member
is hard put to do more than just `exist' in the society. Threats of social sanctionsare
not hollow.

Other entries in the table merit somediscussion. The idea of negotiation is not
a futile one: occasionally negotiation produces results. There has been much work
on negotiation for problem solving (Sycara, 1988; Galliers, 1989; Chang and Woo,
1991; Zlotkin and Rosenschein, 1992), and some work on reaching consensusplans
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that maximise social welfare (Ephrati, 1992). All of these could be useful in the
negotiation stage to help solve con
icts. Where a safety net cannot be constructed,
we are in a classic con
ict resolution situation (Hinde and Groebel, 1991b). If the
agents recognisethis, they can take appropriate actions to remedy the situation. We
believe that trust can allow interactions beforesuch a situation arises. The safety net
using trust is an example of this.

Table 5.1suggeststhat the tasks can be completedsimultaneously. In the example
of furniture moving, both agents could perhaps carry one piece of furniture in one
hand, and the other piece in the other hand. This would get the job done in half
the time, but may not be possible | it depends on the domain of the problem. In
addition, a problem for one agent may not be akin to a problem for another agent,
even in the samesituation.

So in the worked example above, where y would not ordinarily cooperate but has
to, a safety net must be set up. The safety net could be any of the above suggestions,
for example that of negotiation (Galliers, 1989). We conclude that with a safety net,
the needfor which is suggestedby a considerationof trust, cooperation can be entered
into and `bad' outcomes(such as z running o� after y had helped move z's piece of
furniture) accounted for and possibly prevented.

5.2.4 Three Agen ts, Tw o Pieces

The above examplesconcernedtwo agents interacting in a situation wherecooperation
was desirable or necessary. In the �rst, it mattered little whether cooperation was
coerced(i.e., necessary)or not, sincey would have cooperated anyway. In the second,
given a choice, y would ordinarily have chosennot to cooperate. There are examples
where y would have cooperated even given the chance not to, with a trust so low.
These include situations where, for example, y really neededto get the job done in
order to start on something more important (lik e painting the room). Also, y may
have consideredthat z was the lesserof several evils (better the devil you know: : : ),
and thus cooperation with z was `the best that could be done.' This section looks
at an example where another agent is involved (call it x). The bene�ts of examining
such a situation are that:

� It allows consideration of situations containing more than just two agents, yet
is constrained enough to show the working of the formalism with clarit y.

� It givesagents a choice as to who to cooperate with, if at all.

� It allows us to consider reasonswhy agents cooperate, other than becausethey
need or have to.

� It provides a more realistic view of real world situations, where there may exist
many agents (people).

The situation (call it � ) is once again looked at from y's point of view. It is initially
as shown in �gure 5.2. Agents y and z have to move their piece of furniture to the
door, and each piece is too heavy for one agent to lift alone. The third agent, x, is
standing in the background, with no task at present to carry out. The question for
y is whether to ask for x's help, or z's. For this example, somenew values for the
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determinants of situational trust and the cooperation threshold betweeny and z will
be introduced. This is to re
ect that the situation is di�eren t to what came before.
We assumethat y and z are the same two agents as in the �rst example, and that
they have interacted since that time.

yz

x

Figure 5.2: Initial starting environment for three agents with two piecesof furniture
to move.

y's though ts on z

These are similar to those given in the discussion in the previous example. In the
intervening time, z and y have met once, and both worked together towards a good
solution to a problem. The result is that y trusts z more than before, so T y(z) =
0:65 this time around. The situation is as important as in the �rst example, with
I y (� ) = 0:50. The utilit y to be gained is likewisesimilar, at U y(� ) = 0:80. Finally, to

determine situational trust, dTy(z) = 0:67,slightly higher than in the previous example;
this re
ects the successfuloutcome of a situation the two have been in since. So:

Ty(z; � ) = Uy(� ) � I y (� ) � dTy(z) = 0:80� 0:50� 0:67 = 0:268

This is higher than the previous example, but by a small margin | situational trust
takesmore into account than the bene�cial outcomesof previous situations, and thus
is a little less
exible than general trust in that sense.

Working out the cooperation threshold is similarly straightforward for y: he knows
the competence of z, and so it remains at Perceived Competence y(z; � ) = 0:8, as
before. Risks have changed,though. Sincez knows another agent is present, who may
be able or willing to give help should z fail, y estimatesthe risk downwards | there is
lessat stakethan before,asthere may be a suitable backup should somethinggowrong
(this takes little account of what x wants | seebelow). Thus, Perceived Risk y (� ) =
0:25. Given the importance of the situation, the cooperation threshold for y and z is:

Cooperation Threshold y (z; � ) =
0:25

0:8 + 0:67
� 0:5 = 0:085



CHAPTER 5. USING THE FORMALISM 90

That this is lower than in the previous exampleis a re
ection of the lower risk involved
in this situation. The �nal threshold is reached after considering reciprocation. As
before, the two are in a contin uing relationship, so:

Cooperation Threshold y(z; � ) = 0:085� 0:50 = 0:0425

Werethere only two agents in this example,y would now chooseto cooperate with
z. There is a choice for y here, though. Agent x is in the situation too, so y, realising
that things might get better if they weredone with x rather than z, considersx also. 2

y's though ts on x

For the purposesof this situation, y does not know x (: K y(x)), as they have never
met before. This leavesy with the problem of assigningsuitable values for trust, and
so forth, to x. Being a fairly trusting agent, y has a basic trust for T y = 0:50, so
assignsthis to T y(x). 3 The situational importance and risk remain the same,as does
the utilit y to be gained from successfulcompletion. So for situational trust:

Ty (x; � ) = Uy(� ) � I y(� ) � dTy(x) = 0:80� 0:50� 0:50 = 0:20

So in this situation, understandably, y trusts x less than he does z. There is an
additional decision to be made here, however: x is extremely competent at moving
furniture. In fact, he is a professional, and a member of a professional association
(and has a certi�cate to prove it! 4) The competence, then, is estimated by y as
Perceived Competencey(x; � ) = 0:99 | very high indeed. The cooperation threshold
re
ects this:

Cooperation Threshold y (x; � ) =
0:25

0:99+ 0:50
� 0:50 = 0:0839

This is higher than the �nal threshold for z (although a little lower than that before
reciprocation was taken into account | a re
ection of how important reciprocation
is). It is, however, lower than the situational trust that y has for x, so y is willing to
cooperate with both x and z. This presents another problem for y | who to cooperate
with, rather than whether to cooperate or not.

There are several ways of deciding what to do in this situation.

� The most intuitiv e method is to selectthe most trusted agent to cooperate with,
i.e., if Ty (z) > Ty(x), then y will chooseto cooperate with z. This re
ects the
idea that trust counts for a lot in cooperative decisions.

2This consideration is not strictly necessaryor wise, and in a situation where y and z were `friends,'
could be damaging to their relationship | trusted friends do not expect their trust to be questioned
(Rempel et al., 1985; Rempel & Holmes, 1986; Boon & Holmes, 1991). However, if y is attempting
to maximise utilit y, there may be the chance that, for example, x can get the job done more quickly.
We make the consideration for the sake of the example here.

3Here, the agent may substitute 0:00 for T x (y), since he knows little or nothing of the other agent.
This is another re
ection of the dispositions of agents. Since y is trusting, he assigns his basic trust
value. Experience will lead to the alteration of that value in time if necessary.

4Seesection 4.7.5.
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Name Method Bene�ts Drawbacks
MaxGen Choosemaximum of Easy and quick. No thoughts

Ta(b) re situation.
MaxSit Choosemaximum of As above. No thoughts

Ta(b;� ) re competence,etc.
MaxComp Choosemaximum of Considersrisk, No thoughts

Cooperation Threshold a(b;� ) competence. re trust.
Di�T rust Choosemaximum of Considerswhole Time-consuming.

Ta(b;� ) � Coop Thresh a(b;� ) situation.

Table 5.2: Choice Methods: Who to cooperate with?

� It is possible for y to choose the agent who is trusted more in this situation,
taking the maximum of the situational trusts. Again, this re
ects the importance
of trust in cooperative decisions,but takesinto account how much the situation
means to the agent concerned. For di�eren t agents, the utilit y to be gained
from the samesituation may be di�eren t for the truster. For example, a great
deal more utilit y may be achieved if we gain our own utilit y from that of others
(Preston, 1961). Thus the utilit y we gain from a situation may be di�eren t for
di�eren t agents under consideration in the samesituation. This is not re
ected
in the above example, however.

� Without taking trust into consideration, y could always decide to cooperate
with the agent whosecooperation threshold was the lowest. This goes against
the spirit of this work, however, and against the view that trust is an essential
aspect of cooperation.

� y may choose to cooperate with the agent who has the largest gap between
cooperation threshold and situational trust, so if:

Ty(z; � )� Cooperation Threshold y(z; � ) > Ty(x; � )� Cooperation Threshold y (x; � )

Then y will cooperate with z, and vice versa.

Since for all of these choice methods, y will choose to cooperate with z, this is the
natural choice for y. The choice methods are summarisedin table 5.2. A �nal consid-
eration may be to take all of thesechoice methods, and chooseto cooperate with the
agent who `wins' the most.

5.2.5 The Third Man

In the example involving two agents above, both had no choice about cooperation
with the other if they were to get their respective jobs done. As was mentioned, this
allows us to study an inherently cooperative environment without considering why
cooperation takes place, or giving agents freedom of choice over cooperation. The
extended example considered three agents, one of which had no furniture to move.
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As far as we went in this example, we did not consider the third agent's `feelings' on
the matter. The remainder of this section discussesthe various options open to this
agent.

The third agent has no incentiv e assuch to cooperate with either of the other two
| they may ask, and he may help, but he may seeno event in the near future that
would bene�t him, for example by way of reciprocation. It is then possible that he
may feel that he is wasting his energyin helping either of the furniture movers. There
are explanations for such help if it is given.

� The third agent may be truly altruistic.

� He may simply be reciprocating for somefavour one of the movershasdone him
in the past (which would account for his choice of who to cooperate with quite
easily).

� From a possibly more mercenary point of view, he may expect reciprocation of
another sort | payment.

If the third man (x) is asked for help by z or y or both, and he is neither an
altruist, or in debt and thus partially constrained to reciprocate, then z and y can
createa situation which givesx someutilit y in terms of somethingx needs. In today's
society, this would more often than not mean that x would be paid for his e�orts. It
is up to x to dictate the cost of his services,dependent on the loss of utilit y helping
z or y would bring. Of course,he may price himself so highly that z and y consider
each other onceagain and decide that, after all, they would be better o� helping each
other. We consider the possibility that x is either an altruist or demands payment
here.

x as an altruist:

If:
x 2 fA : Altruist (A )g

Then:
Will Cooperate(x; a; � )

Where:
� 2 Bx

Bx is the set of all possible benevolent situations for x. A benevolent situation is
one in which x can seeno possibility of harm to himself, which would result in, for
example, death or seriousinjury . Note that this is not the samede�nition of altruism
that is used in biology: \Biologists de�ne behaviour as altruistic if it favours other
individuals at the expenseof the altruist itself." (Dawkins, 1989a,page 57). Ours
di�ers from this only in that we restrict the situations to benevolent ones.

Paymen t to x

If x is not an altruist, and not in debt to either of the other two agents, they may be
able to set up a situation where it is worth x's while to cooperate. The easiestway to



CHAPTER 5. USING THE FORMALISM 93

do this in a world wheremoneyis important is to o�er payment. This sectionconsiders
how much x would need to ask for or be o�ered before he consideredcooperation.

Whether or not x trusts y or z, there is a lossto him if he cooperateswith either,
in terms of utilit y. How much utilit y is lost depends on what value x placed on what
he could have beendoing, or would have beendoing, instead of helping the other two.
It is thus impossible to determine whether x will help in any particular situation. We
can, however, arrive at formul� which will help x to decide in any situation.

Clearly the utilit y lost is a signi�can t measure. The importance of the situation
is unlikely to be as signi�can t as lost utilit y since, were it important for x that the
situation ended`well' (i.e., attained an outcomex deemedsuccessful),there should be
no questionabout x cooperating. By de�nition, then, importance is of little concernin
this consideration. Trust in the agent to cooperate with is of importance since x may
at sometime in the future needhelp | `closingdoors' unnecessarilyis a little rash, and
if the other agent is trusted, it may be worth establishing a cooperative relationship,
in which casethe lost utilit y is lessenedby future expectations (cf. Axelrod's `Shadow
of the Future' in a novel fashion (Axelrod, 1984)). Determination of lost utilit y is the
problem. The following formula is presented as a meansof obtaining this:

Lost Utilit y(x; � ) = dUx (�) � Tx (y; � ) (5.1)

Where dUx (�) is the mean of all the utilities that x perceives he could have gained
from doing other things instead of helping, and � 62�. Clearly this depends on the
situation x is in. For example, in the furniture moving considerations, if all x was
going to be doing was standing around, then the lost utilit y may be fairly low. If, on
the other hand, x could have been studying for an exam the next day, lost utilit y is
likely to be large. In addition, x may seemany di�eren t things he could be doing, for
example,going out to the pub, studying, doing the garden,and soforth. To determine
lost utilit y, he would take the mean of all the lost utilities for these activities. The
reasonwe moderate this using trust is as discussedabove: there may be something
to gain from trying to establish a trusting relationship. Note that should this formula
give a negative answer, this would mean that the trust x had in y was negative in
the �rst place (unless dUx (�) wasnegative, in which casex should probably cooperate
anyway!), so that x would probably choosenot to cooperate with y.

There are, however, situations where it might be worthwhile to cooperate even
if trust is very low, for example in a situation where trust is being built up, since
risks must be taken to build trust (Rempel et al., 1985; Rempel & Holmes, 1986;
Boon & Holmes, 1991). In these situations, the lost utilit y could be taken as double
the negative answer, made positive. We double the result to signify the need for
consequently more compensation in order to initiate cooperation with an agent we
deeply distrust, or trust very little.

Having determined lost utilit y, x can `name a price' which will make up for that
loss. For any agent, we can put a price on each point of utilit y lost, say $ 10 for each
0:1 point of utilit y, thus the price for a lost utilit y of 0:67 would be $ 67.

Such a view of payment is simplistic. It serves to illustrate the easewith which
a value can be worked out for any agent in a given situation. It is straightforward
and easily incorporated into the formalism. It is thus simple to include in an arti�cial
agent. As a result, it is an adequate solution to the problem in the short term,
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providing stimuli for future work.

5.3 Trust and the Law

At several points in this work, we have mentioned that the law can help where co-
operation breaks down, or can alleviate the considerable considerations involved in
determining whether or not to cooperate with other agents. The previous chapter
discussedone form of quasi-legal consideration, in the form of membership of profes-
sional institutions, and acceptanceof their respective codes of ethics (section 4.7.5).
When an agent is known to be a member of such an institution, we can legitimately
expect satisfactory work or behaviour from that agent on pain of sanctions from his
institution. Above, we presented the concept of social sanctions (see table 5.1 and
the associated discussion). Social sanctions must form a stronger control on agents
behaviour than do professional ethics in the long run. 5 This is becausesociety is
a much larger entit y than any institution, and societal sanctions can carry a lot of
weight. A step further is to put sanctions into a formal framework and give them
the force of law (Gambetta, 1990a). The remainder of this section presents a brief
consideration of this. It is extended and commented on in chapter 8, which provides
a deeper consideration basedon work presented in Minsky (1991a,1991b).

A major consideration of legal systemsis that things are made formal (Kowalski,
1993). In other words, for cooperative situations, for example, contracts are entered
into which must be ful�lled or forfeited. It makeslittle di�erence whether either party
is entering into the contract deceitfully: \Ev en a deceitful contract is a contract. It
can, among other things, be enforcedby law." (Lagenspetz, 1992,page9). What we
are concernedwith here is providing a considerationof such formalit y. It is worth not-
ing that, although it may seemthat this legality removesthe needto consider trust at
all, this is not the case. It is not in every situation that we would wish to resort to legal
formalit y in order to cooperate | this could foster mistrust and misunderstanding
between good friends, for example, who would expect trusting behaviour (Deutsch,
1973;Boon & Holmes, 1991). Trust, then, works both ways, since those who are our
friends expect to be trusted, and lose faith in us when they are not (Rempel et al.,
1985; Rempel & Holmes, 1986; Boon & Holmes, 1991). Some situations between
friends are too `hefty' to be left to trust alone, however (for example, if my friend
were a furniture removal man, I may still put a bid out to contract becausethe obli-
gation is too big to leave to trust, and I would not wish to o�end my friend). Ongoing
trusting relationships, or friendships, are fragile entities. Likewise, some situations
are too small to consider legal agreements within. Moving one piece of furniture to
the door is a situation in which resorting to the law would be petty and nonsensical.
So, despite the truster considering a situation to be of vital importance, it is perhaps
society's (or at least the legal society's) view of the importance of the situation that
matters in thesecases.Where money is concerned,society generally treats a situation
as important, whereassomeagents may not. Where life and limb are concerned,both
society and individuals may count the situation important. There are many other

5Although this depends on the institutions concerned | teachers in Scotland, for example, can
be barred from working by their institution, the General Teaching Council, of which they must be
members.




